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1 Introduction

1.1Requirements

The following requirements/conditions should be met before proceeding:

e Mobile Security for Enterprise 9.7 Patch2 version or later

e  The communication server is configured to either Local Communication server or Cloud
Communication Server.

° Mobilelron V2 9.1.1.0

° Mobilelron Admin account
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Smart Protection Network

/Mobile Application Reputation
Services

. esting . !‘u‘w:ge nent

on + Configuration

’ ot
. J L

- . A .
Threat Data Mobile I' 'I

Security -
Mobile
Devices

- Malicious App Detections
* Vulnerable App Detections

|_A
+ Data Leaking/Privacy App Detections Policy and Compliance
Q Enforcement

—
238

>

—

1

—
w

’a‘ Mobilelron

*  MARS

Mobile App Reputation is a cloud-based technology that automatically identifies mobile threats
based on app behavior, crawl & collect huge number of Android apps from various Android
Markets, identifies existing and brand new mobile malware, identifies apps that may abuse
privacy / device resources, World’s first automatic mobile app evaluation service

°* SPN

The Trend Micro Smart Protection Network delivers proactive global threat intelligence against
zero-hour threats to ensure that you are always protected. We use our up-to-the-second threat
intelligence to immediately stamp out attacks before they can harm you. Powering all of our

products and services.



1.3Feature List

1.3.1 Auto grouping for devices

Three TMMS labels (Dangerous, Risky, and No_TMMS) will be created along with three device
customer attributes values. TMMS changes the device customer attributes’ value, and then the

device will be added to the labels automatically.

Dashboard Devices & Users Admin Apps Policies & Configs  Services Settings Logs

Devices Usears Labels ActiveSync Apple DEP

Add Label

[ NAME - RITERIA

[} andrew_tmms__dangerous : Filter ‘common.refired” = false AND “justom.device andrew_tmms__tmms_security_"=3
(=) andrew_tmms__NO_TMMS Filter ‘common retired” = false AND "qustom device andrew_tmms__NO_TMMS_"=1
= andrew_tmms__riksy Filter "‘common.retired” = false AND "qustom.device andrew_tmms__tmms_security_"=2

1.3.2 Other Mobilelron Compliance Policy and actions

The administrator can set Mobilelron Policy to Labels while the device has label

PREDEFINED_Dangerous. There are many policies provided by Mobilelron.

Dashboard Devices & Users Admin  Apps Policies & Configs Services  Settings Logs

Delete More Actions ¥ Add New ~ Labels: |All-Smartphones D Search by User P | Policy Type: |Search by Policy Type |~ | |Search by Name L
[E Policy Name Priority » Status | Description Type Last Modified #Pho... | Labels Watch List
test_policice LOCKDOWN -1 Active LOCKDOWN 2017-01-26 F42... 0 TWMMS_Security_20170224000_dangero... | 0
E1 mobiletest SECURITY -1 Active descritpion SECURITY 2017-02-24 42 0 o
[ tes C SINGLEAPPMO... Active SINGLEAPPM... 2017-03-27 F4F1... 0 o
B pefault AppConn... APPCONNECT Active Default AppConne APPCONNECT 2008-01-01 F44.. 8 1]


https://apidev.awmdm.com/AirWatch/ApplicationGroup/ViewItem/799927?appScanVendorId=1

1.4Basic Deployment

1.4.1 TMMS Server Setting

Log on to the Mobile Security administration web console.

2. Go to Administration > Communication Server Settings, and make sure the
Communication Server settings are configured. If the settings are not configured, refer to
the topic Configuring Communication Server Settings in the Installation and Deployment

Guide for the configuration steps.

) TREND.  Mobile Security for Enterprise security Scan User: ot | Logoft

Dashboard Devices Users Policies Applications Notifications & Reports - | Administration ¥ Help

“You are here: Administration > Communication Server Seftings

Communication Server Settings

Communication Server

Select a Communication Server Local Communication Server «

Communication Server Setup Package

Click here to download (i)

Settings for Comm Between C Server and Mobile Devices

External domain name or IP address I 10.64.66.124 I

HTTF port. 8080

HTTPS port: 4343 Enable HTTPS if there wil be iOS or Windows Phone devices in your group
Settings for Comm Between C Server and Server

Communication Server name or IP address: I 10.64.66.124 I

HTTPS Port 4343

3. Click Administration > Deployment Settings.
Under the Server section, select Security Scan, and then select Mobilelron as the MDM

Solution from the drop-down list.

Dashboard Devices Users Policies Applications Notifications & Reports - | Administratio

You are here: Administration = Deployment Seftings

Deployment Settings

Server Android Agent i0S Agent

Full Viersion (Mobile Device Management + Security Scan)

Provides security scan for Andoird, i0S and Windows Phone mobile devices, and includes mobile device management (MDM} features,

®' Security Scan

Provides security scan for Android and i0OS mohile devices while enabling integration with other mobile device management (MDM) solul

MDM Solution] MebileIron Core On-Premise ¥
TOnlsted

Servig Airwatch

MobileIron Core Hosted
MobileIron Core On-Premise

Config s to access Maobilelron server



5. Under Register Service, configure the following AirWatch settings:
* APIURL
* APIKEY
* Account Name
e Password
Deployment Settings

Server Android Agent i0S Agent

Full Version (Mobile Device Management + Security Scan)

Frovides security scan for Andeird, i05 and Windows Phone mobile devices, and includes mobile device management (MDM) features.

* Security Scan

Provides security scan for Android and i0S mobile devices while enabling integration with other mobile device management (MDM) solutions

MDM Solution | MobileIron Core On-Premise ¥
Service Registration

Configure following authentication settings to access Mobilelron server

APIURL https://m.mobileiron.net/trendmicro4813 ()]

Account Mame admin

Passward sesssne

Verify Settings

Last verified:

Data Synchronization Settings

Security Category Prefix Preﬁx_TMMS| [0}
Enable Data Synchronization

6. Click Verify Settings to make sure Mobile Security can connect to the Mobilelron server.
7. Under Data Synchronization Settings section, configure the following:
e Security Category Prefix



1.4.2 Deploy Android agent

TMMS has two Android agent version. The Mobilelron Administrator need to choose one of the

following versions:

Version

Pros and Cons

Google play version

Administrator will need to send an email to the end-user with QR
code or Enrollment Key. End-users need to open TMMS agent and
scan the QR code or manually enter the Enroliment Key to register
their device to server.

Agent can be updated automatically.

TMMS server version

Administrator need to send an email to end-user ask them to launch
TMMS Agent, after end-user launch TMMS Agent, TMMS agent will
register to TMMS server.

While TMMS agent has new version, end-user need to type the

upgrade button in the notification bar.

Google Play build

1. Login to the Mobilelron console, then go to Apps > App Catalog.

Dashboard Devices & Users

Admin Apps Policies & Configs Services  Settings Logs

App Catalog Books

Add+ Quick Import  ~

O

Apps@Work
o K

Apps@Work
Gl "\

ENT Security
al

ga) ENT security
B

F=a Hello World
]

=

Windows Ph 8102 In-House

Windows 9102 In-House

i0S 201457 In-House billson_lable
Android 97.1185 In-House All-Smartphones, bills
Android 10 In-House



http://intkb.trendmicro.com/media/13762494/MobileIron_Apps.pn

2. Click Google Play, search for "ent security", then select Mobile Security for Enterprise.
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3. Keep the default application names.
4. Tick Feature this App in the Apps@Works catalog, then click Next.

5. Keep the APP VPN Settings and APP Settings to default, then click Next.

6. Click Finish.

Local Server build

1. Login to the TMMS web console, then go to Administration > Deployment
Settings > Android Agent.

2. Select Download from TMMS Server, tick Auto Enrollment, and then click Save.

Devices Users Policies Applications Notifications & Reports ¥ | Administration ¥ Help

Dashboard

You are here: Administration > Deployment Setftings

Deployment Settings

Server Android Agent i0S Agent

O Download from Google Play (i)
® Download from TMMS Server
pAmo Enroliment (i)

Click Upload button to upload TMMS Android agent to Mobilelron server after saving the configuration. Upload

Save ‘ | Reset


http://intkb.trendmicro.com/media/13762503/MobileIron_Search_Result-Android.png
http://intkb.trendmicro.com/media/13762521/TMMS_Console_Android.png

Go to Administration > Device Enrollment Settings > Authentication.

Select Authenticate using Enrollment key, tick use preset Enrollment Key, and then
click Generate.

Uncheck the Enrollment key expires after option, the click Save.

Dashboard Devices U Policies A |

pplications Notifications & Reports ~ Administration ~ Help

You are here: Administration = Device Enroliment Seftings

Device Enroliment Settings

| Authentication Agent Installation Terms of Use Customization

User Authentication

O Authenticate using Active Directory (Click here to configure Active Directory)

@ Authenticate using Enroliment Key

Generate and send an enrallment key to invited users

Enroliment Key usage limitation | Use for multiple times

|:| Enroliment Key expires after 7 days
Use preset Enrollment Key

Enroliment Key |C695152VWAW (O] [ Generate 1
|:| Enroliment Key expires on [18/01/2017

Scan the QR code to enroll device using the preset enroliment key.

| Save | Reset



http://intkb.trendmicro.com/media/13762524/TMMS_Console_Authentication.png

1.4.3 Deploy I0S agent

1. Login to the Mobilelron console, then go to Apps > App Catalog.

Dashboard Devices & Users  Admin Apps Policies & Configs  Services Settings Logs

App Catalog Books Installed Apps App Tunnels App Control Apps@Work Settings App Licenses

Add+ Quick Import  ~

APPLICATION NAME -~ | TYPE APP VERSION | SOURCE LABELS

0
Apps@Work Windows Ph 9102 In-House
o )
Apps@Work Windows 9102 In-House
[l
7 ENT Security i0S 201457 In-House billson_lable
S ¢
ra ENT security Android 97.1185 In-House All-Smartphones, bills
o

F== Hello World Android 10 In-House
O | &

2. Click iTunes, search for "ent security", then select Mobile Security for Enterprise.
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Stup s step seed manually provide Burclie D and sl app detals

7. Keep the default application names.
8. Tick Feature this App in the Apps@Works catalog, then click Next.
9. Keep the APP VPN Settings and APP Settings to default, then click Next.

10. Click Finish.


http://intkb.trendmicro.com/media/13762494/MobileIron_Apps.pn
http://intkb.trendmicro.com/media/13762503/MobileIron_Search_Result-Android.png

11.

12.

13.

14.

15.

Login to the TMMS Admin console and go to Administration > Deployment Settings > iOS
Agent, then click Download to get the agent configuration file.

Login to the Mobilelron admin console, then go to Policies & Configurations.

Go to Add New > i0S and OS X > Managed App COnfig, to open the iOS Managed App
Config settings page.

&« C | & == | https://m.mabileiron.net/trendmicro4813/admin/vsp.html#policies:settings

Dashboard Devices & Users Admin  Apps Policies & Co

Configurations Policies ActiveSync Policies GCompliance

'r Add New ~ I Labels: | All-Smartphones w Search by User R | Cconfi

[ Name « Android b die/Package ID Description
[ billson_ios_conf Exchangs trendmicro.m...  ert
MDM i0S Build In Hous i pplication Provisioning Profile embedded in file:
o Id Emalil Application P Profile embedded in file: MC
Wi-Fi
System - Apps@Wark A uto-created Windows Application Enrollment Token
] k _— Aut ted Wind Application Enrall t Tok
[ System - 105 Enrollmen This CA cerificate is used to sign configuration profile
AppConnact 3

[O| system - 05 Enrolimen - SCEF setting used for i0OS Enroliment.

: Certificat

rtificates

D System - i0S Enterprisg] Certificate Enrollment b Auto-created WEBCLIP setting for the iQS Enterprise
[E| system - i0S Enterprisa Auto-created SCEFR setting for the i0S Enterprise App

! P Docs@Work 3
[ system - i0S MDM Default MDM profile for i0S management.

: Web@Work
O system - i0S MDM CA cI 105 and 05 X | > Hificate is distributed in conjunction with t
[l System - Multi-User Sag Windows B AirPlay d WEBCLIP setting for Multi-User Secure
O system - Windows Pho... | SCEP S d SCEF setting for the Windows Phone Ei

! AirPrint
O testzoe MANAGED A... com APN
| werwer MANAGED A . ewrl| M2naged App Config |
=

Manaaged Domains

Enter the name, description, TMMS agent bundle ID, and select the configuration file
downloaded from Step 2: Configure TMMS for the integration.

New Managed App Config Setting

Managed App Config allows you to specify a configuration dictionary to communicate with and configurs third-party managed apps. It is supported only by
i057 and later.

License Required: This feature requires a separate license. Prior to using this featurs, ensure your organization has purchasad the required licenses.

Name: |test_i0S_config
Description: |this is a test jog app config

Bundleld: | com.trendmicro.mdminhouse.entses

File: | %&#F37fF | mobileiron_jos.plist

Select the newly created configuration, then click More Actions > Apply to Label to assign

the configuration to the labels.


http://intkb.trendmicro.com/media/13762500/MobileIron_Console_iOS.png
http://intkb.trendmicro.com/media/13762783/MobileIron_ManagedApp_Config.png

16. Tick the name of the device(s) where the TMMS agent will be installed, then click Apply. A
notification will appear on the selected device(s).

Apply To Labels X
NAME DESCRIPTION INSTALLED
All-Smartphones Label for all devices irrespective of 0S5 Not Applied -
Android 2 Label for testing. Not Applied
billson_1701110... Not Applied
billson_1701110... Not Applied
billson_1701110... Not Applied
billson_lable Not Applied
Company-Owned Label for all Company owned smartpho__. Not Applied
Employee-Owned Label for all Employee owned Smaripho...  Not Applied
i0S Not Applied :
4 4 | Page (1 |of5 | b M | & Displaying 1 - 10 of 49

17. From the notification, click Install. The agent will be installed on the device, and will be
enrolled to the TMMS Server.

App Installation

“m.mobileiron.net” is about 10 instal
a0 Manage the app “ENT Sacurty”
Your iTunes account will not be
charged for this app.

Cancel Install



http://intkb.trendmicro.com/media/13762597/MobileIron_Label.png
http://intkb.trendmicro.com/media/13762512/TMMS_Confirm_Install-iOS.png
http://intkb.trendmicro.com/media/13762597/MobileIron_Label.png

