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About this Book

1.1 Preface

Welcome to the Ttend Micro ScanMail for IBM Domino (SMID) Deployment Best
Practice Guide. This document serves as a guideline to help customers how to deploy
SMID to Domino server that on the AIX platform.

This document provides in-depth information about SMID architecture, configuration and
deployment process as well as troubleshooting.

This document should be read in conjunction with the Lrend Micro ScanMail For Domino
Adpinistrator Guide.

1.2 Authors

This Best Practice Guide is written by Nickel Xu. Additional information was provided by
the members of SMD Engineering groups, including:

Hedy Xu Claire Shi

1.3 Prerequisites

This Best Practice Guide covers the basic administration procedures for SMID or common
industry technologies. The readers and course participants must have a good working
knowledge of the following topics:

e ScanMail for IBM Domino functions and administration
e Domino Server Administration

e Domino Mail Routing

e Domino Database

1.4 Abbreviations and Terms

The following table decodes many abbreviations used throughout this document. The
abbreviations listed include acronyms and other linguistic shortenings of names, along with
certain code words, file- and folder-name extensions, and other short-form references.


http://docs.trendmicro.com/en-us/enterprise/scanmail-for-lotus-domino.aspx
http://docs.trendmicro.com/en-us/enterprise/scanmail-for-lotus-domino.aspx

The table also includes abbreviations that may not be used directly in this document but may
be encountered within the various log files, configuration files, file names, directory names,
registry sub-keys, additional engineering documents, diagrams, and so forth that may be
encountered when working with the product.

However, although this list of terms is intended to be comprehensive, due to the large
number of abbreviations that appear in registry entries, filenames, configuration files, and so

forth, it is not complete.

Abbreviation

Meaning

APT Advanced Persistent Threat

ATP Advanced Threat Protection

ATSE Advanced Threat Scan Engine

CLP License Portal for Complete User Protection (CUP) Suites

csv Comma Separated Values

DDAaas Deep Discovery Analyzer as a Service

DLP Data Loss Prevention
Trend Micro™ ScanMail for IBM Domino;

SMID The all-in-one malware and malicious content protection for IBM
Domino messaging environments.

SMID Server The ScanMail for IBM Domino Server;
The target server where both SMID and Lotus Domino are running.
Database:

DB Refers to either an SMID or a Lotus Domino database, unless
otherwise specified

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

IBM Domino object

Refers to either a mail or database, which SMID is able to scan.

<Domino binary directory>

The path where the Domino Server's program files are installed.
By default, this is in \IBM\Domino.

<Domino data directory>

The path where the Domino Server's data files are installed.
By default, this is in \IBM\Domino\data.

TMCM Trend Micro Control Manager
TMUFE Trend Micro URL Filtering Engine
URL Uniform Resource Locator

VA Virtual Analyzer

WTP Web Threat Protection




1.5 Conventions

The following conventions are used in this Best Practice Guide:

Conventio Description

n

monospace Registry, logs, configuration file parameters, commands, syntax,
file names, and folder names

Tipv Recommended configuration/actions

NOTE Brief comment or explanation

Refer References to other documents or sections of this Support Track
to

. Critical actions or configurations
Warning




1.6 Revision

01/04/2018 Nickel Xu (TS-CN)




Chapter 1: Product Overview

This chapter contains an overview of the product to give the audience a bird’s eye view of the
product.



1.1 How SMID Works

The Trend Micro scan engine uses both rule-based and pattern recognition technologies,
as well as MacroTrap technology that detects and removes macro viruses.

Frequently, automatic virus pattern and scan engine updates occur through a Web-based
download mechanism, which does not require ScanMail to be turned off.

ScanMail scans and cleans attachments and document content on all entry points, as
illustrated in Figure 1-1.

®  Email attachments are scanned in real-time at the IBM Domino mail servet.
e  Database events are monitored and attachments are scanned immediately before a document is closed.
e  Databases and modified data are scanned during replication.

e  Existing attachments in mailboxes and Domino databases are scanned to root out old infections.

Attachments

ScanMail
for

Lotus
Domino

Messages in
real-time

-
Y 4 L &7 Databases and

g modified data

FIGURE 1-1. ScanMail detects and removes threats before infections
can spread to the desktop.

1.2 How SMID Protects Your Data Privacy

Trend Micro ScanMail for IBM Domino (SMID) provides an integrated defense against multiple
threats, data compromises, and vulnerabilities in IBM Domino systems. It is capable of
protecting Domino Server against malware, spyware, spam, phishing, script bomb and other
unwanted contents.
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Figure 1-2

An SMID Server may communicate with other SMID Servers for the purpose of replication. It
also needs to interface with the ActiveUpdate Server to get the necessary component updates.
Lastly, if the web reputation feature is enabled, an SMID Server would need to connect to the
Trend Micro’s Rating Server as well.

ScanMail forIBM Domino provides real-time, on-demand (manual) and scheduled scanning of
emails and databases. It uses a multi-threaded, in-memory mechanism which significantly
increases its scanning speed.

1.3 Management

ScanMail for IBM Domino can be administered using several methods:

e Using Domino Administrator or Lotus Notes client
e Using a web browser (if HTTP service is available on the Domino Setver)

e Using Trend Micro Control Manager (TMCM)

1.4 Configuration

ScanMail for IBM Domino uses a policy-based configuration with only one main policy active,
everytime. As shown in Error! Reference source not found.1-3.
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Figure 1-3

Each policy may contain the configuration for the following functions:

Mail Scan Notification
Database Scan Scheduled Scan
Scheduled Update Cluster Trusting

Specific to the scanning related functions, SMID provides the option to define rules for one or
more supported filters:

Anti-spam Attachment Filter
Web reputation Virus Scan Filter
Message Filter Content Filter

Scan Restriction Script Bomb Filter

1.5 ScanMail for IBM Domino Editions

There are two editions of ScanMail for IBM Domino depending on its Activation Code (AC)

e Standard — provides the basic protection for Domino Servers

e Suite — provides the Standard protection plus anti-spam, web reputation and content filtering

Their differences are mainly on the available scanning filters as shown in Table 1-1.

Features Standard Suite
Anti-spam v
Web reputation v
Message Filter v v




Features Standard Suite

Scan Restriction v v
Attachment Filter v v
Virus Scan Filter v v
Content Filter v
Script Bomb v v
Component Update v v
Logs and Notification v v
Control Manager integration v v

Table 1-1 ScanMail for IBM Domino editions feature list



Chapter 2: Deploy on Windows Platform

2.1 Recommended System Requirements

The Figure 2-1 lists the hardware and software requirements for ScanMail for IBM Domino 5.6

SP1 for Windows.

Hardware / Software

Requirement

Processor Intel™ Pentium™ or higher and compatibles (32-bit and 64-bit
chips as appropriate), or equivalent
Memory + 512-MB minimum
*+ 512-MB or more recommended per CPU
Disk Space 1.5-GB minimum per partition

Disk swap space

Twice the physical RAM installed

Protocaols

+ NetBIOS over IP (32-bit processor anly, only
Microsoft IP is supported)

* NetBIOS over IPX (32-bit processor anly)

* TCP/IP (includes IPvEG)

Domino Server

* Lotus Domino 8.0.1 (32/64-bit)
* |otus Domino 8.0.2 (32/64-bit)
* |otus Domino 8.5 (32/64-bit)

* | otus Domino 8.5.2 (32/64-bit)
* | otus Domino 8.5.3 (32/64-bit)
* |IBM Domino 9.0 (32/64-bit)

* |IBM Domino 9.0.1(32/64-bit)

IBM Notes

* | otus Notes 8.0.1
* Lotus Notes B.0.2
* Lotus Notes B.5

* Lotus Notes B.5.2
* Lotus Notes 8.5.3
* IBM Notes 9.0

*+ IBM Notes 9.0.1




Hardware / Software Requirement

Platform e MS Windows 2003 Server Standard Edition

Pack 2

¢ MS Windows 2003 Server

¢ MS Windows 2008 Server

¢ MS Windows 2008 R2 Service Pack 1
¢ MS Windows 2008 R2 Server

¢ MS Windows 2012 Server

¢ MS Windows 2012 R2 Server

¢ MS Windows 2016 Server

e MS Windows 2003 Server Enterprise Edition Service

Browser ¢ Microsoft Internet Explorer 6.0 Service Pack 2
*  Microsoft Internet Explorer 7.0
e Microsoft Internet Explorer 8.0
*  Microsoft Internet Explorer 9.0

Figure 2-1

2.2 Pre-installation Tasks

Before installing SMID, perform the following tasks:

1. Log on to the Windows platform as administrator.
2. Determine the notes.ini location(s) (including its location on partitioned servers, if
applicable).

Determine the Domino Data and Domino Binary paths.

>

database exists. The default group is LocalDomainAdmins.

Check the available disk space to verify there is at least 1.5GB of free space.

Close any open Notes Clients.

Close any open Notes account sessions.

Shut down all Domino servers.

Prepare the SMID activation Code.

10. Make sure the network connection between domino server and TMCM/Global AU
(http://smid56-p.activeupdate.trendmicro.com/activeupdate/) is good.

e A

2.3 Installing SMID for Windows

1. To navigate to the Setup program, double-click setup.exe
The InstallAnywhere screen appears followed by the SMID install screen.

Ensure that the user/group that has the administrator authority used to manager the SMID


http://smid56-p.activeupdate.trendmicro.com/activeupdate/

Installanywhere

g Inzhtalérypubee iz preperng o instal..

1%

[C]1937-2008 Acresen Sotbware lne. and ar InstalSkisld Co. Inc.

2. After the SMID installAnywhere screen completes its progress, the SMID welcome screen
appears.

i anf.ail Fon

Welcome to Trend Micro
ScanMail for IBM Domino 5.6
SP1 Setup

Setup will install ScznMail for IER Domino on your
SEMVET(S).

Trenm MICTD Fecommeands that you ext 2l AN oows
programs before running this Setup program.

Click Mext> to continue or Cancel to ext.

WARNING. This program is profected by copyright laws
anc IMernatonal reanes,

Frainns

Please read the followring license agreement corefuly
INPORTANT: READ CAREFULLY. USE OF TREMD NICRO é
SIFTUARE WD ZEEVICES BY EUZINEZS AMD OTHER
ENTITIES 15 SUBJECT TO THE FOLLOVING LEGAL TERKS
AN CONDTTION
Trend Micro Licemse Agreement
Trial and Pald U=e Licenss - [m:ex:px:jse and 3¥E
Softmare and Hervices
DPate: Fesruary Z0L4
Frglish/Multi-countey

L. Scops. Tuls Rgresnenc spplies Co all Teend
Micro software ("Hoftwace™), secvices sold ms
gtandalons prodicta |TStandalohe Servicsa™) and ;I

™ laccept the termz of the licens= fgreement

=

: e |

Select I accept the terms of the license agreement to continue with the SMID
installation. If you do not agree with the terms of the license, click I do NOT accept the
terms of the license agreement, the installation then stops.

4. Click Next. The Product Activation Code screen then displays. Enter the correct SMID
activation code to activate SMID.

Frewvous



Actwate Scanfail For 16K Doming ko enable scanning and securky
updabes, Activation 15 & 2-skap process thak vou missk complete duang
instzllation,

Step 1. Register

| Usz the Regstration Key that came wath youwr product to register
onlinz (hetpsaiolvrendmicro, comireistration), (Please skp s step
if the product is already reastzred, )

Step 2, Advate

Ericer the Adbvation Code that you reczived after redistration b
activats your product.

ok WAL (- - XA - KR - g -t

Cancel

Frewous

NOTE 2 Without a correct activation code, the SMID scan or update task will not load. Make
sure that the license is correct or activate SMID immediately after installation to protect your
Domino environment.

5. Click Next. The Installation Type screen then displays.

W31 Scaniail for TR

Select 3 Scantal For [8M Coring clatfarm:

% &A-biz Santail Foe 16M Domina
17 22-bic Scantail Foe 16M Domina

"Warning: ScanMail end Doming must use the same platform (32 o
B-bit), otherwise Scanfail will not funddon,

Presdous

WARNING! The Domino server platform must match the SMID installation type. Otherwise,
SMID will not function.

NOTE 2 You can check the Domino sysinfo file to confirm the Domino platform version. The
default path is: /domino/data/IBM_TECHNICAL_SUPPORT

6. Click Next. The Select Domino Server screen then appears. Select the notes.ini server where
you want to install SMID.



Y2 ScanMail for IBM Domino

Scarial for M Doring 5.5 SR L can beinstaled on mutipe Domino
SEVEFE,

Serwer(s) where ScaniEilis slrezdy instaled:

List the note.ini for server(e) where Scantail wil be nstaled:

s | e |

‘arnng: Scanlail and Comine most wsa Hhe same plafoem (32 or
B4-bik), otheraise ScarMail wil not function.

Cancel

Frenous

NOTE B If you have a partitioned server, install SMID on the partitions that you want to
protect.

7. From the Validate Domino Server screen, verify the Domino and data directories path.

x| ScanMail for TBM Domino [ 3|

Verify th= Domino program and Domino Data drectories for mach notes,ini
to niirue the Scantailinstalation,

NotesinPath | DomnoBnaryPoth | Domino DataPoth |
Ci'Pragram Fles\iBM\... C:\Pregram Flies UBM .., C:\Program FilesIBM), ..

n=talling

Iry

IniraHyes

Pieious




9. After the configuration analysis screen progress completes, click Next. The SMID
configuration screen displays.

\{ scanMail for IEM Donsine

Sezup vl inskal ScanMail Far 1590 Daming 505 571 an the bolowing sarve(sh,

¥ =hare single SMID Binary For dl Doming servsers

|lC:1Pro|:rcrn FiezTrznd Micro Brovwess I

Fravious

Cancel

10. From the SMID configuration screen, type or browse for the location to install ScanMail for
IBM domino. If you clear the Share single SMID binary for all Domino servers option.

The screen will appear as shown below:

aniail For TEM

Sebop willinstal Scanfail for IBM Domino 5.6 5P1 o tha Follavang seevar(s),

Server Paih | FADPath |Erowse| Sais | cplion |
CProgram . CilProgram . |Seanail 5.6, Fresh Instal

Click here to browse for 2 new path

Pravious Mot

Cancol

11. Click Next. The Database Replication Selection screen appears.
By default, Setup enables replicating all databases except for the Quarantine database. 1f you
want to change the default settings, select or deselect the SMID databases you would want

Setup to replicate.



[l JES |

Select which ScanMail databases to replicate:
v Configuralion Database . smeontns!

¥ Ugdate Dalabase - smency.nsi

I¥ Log Databaze : smvlog.nsf

™ cwarantine Database : smguarnst
I¥I File Types Database : smiftype s.nst

Previous I

If you plan to install SMID on several servers and replicate databases, you may want to
disable replication of the configuration database on subsequent servers. Select one server as
the primary or administrative server to replicate it to all other servers.

12. Click Next. The default Policy Selection screen appears. Select which server(s) should get
the default policy. If there are server(s) with ScanMail installed and the configuration
database is being replicated, you may skip this option on subsequent installations.

A single ScanMail server, Central (hub) server, or the first server from a group of
partitioned servers should always receive the default policy. 1f the default policy is not

installed on a server, reload SMDReal on that server after you create a new policy.
Wil ScanMail For Lotus Domine Setup =100 x|

Sebap crestss 5 default policy For the Scantis| Configuration
Database, The defaulk polcy enabies Scantal to automaticaly
protect & Domino ervronment. immediskely sfter Setup successfuly
finishes.

Important:

JF the Confiquration Cacabass and okther ScarMail servers are nibilly
regliczbed to a single Domino sarver, other Domina servars wil mot ba
protecked until bhe Fir sk replication bakes place, Trend Moo
recommends setting-up Scariviail database replication to other Doming
servers aftar tre produds installstion,

select which server(s) should ger the Corfiguration Database defaul
palizy:

[V i Dominos| p2inokss.ini

Canvel Eresious | |

13. Click Next. The ScanMail Administrator screen appears.



! ScanMail for Lotus Domine Setup = Eli‘

7 W
Spadfy the user or group that wil have Manager accass ta ScarMail

o i dababases,

[~ Sperify & different usar or grep For each Domno server

Type the Administratar sccounk:

'.UcdlDUmainhdmhs

Erevinns

Lancel

14. Click Next. The ScanMail Database Signing screen appears:
e Sclect Skip database signing to prevent setup from signing ScanMail databases.
You can sign the databases manually after the installation.

e Sclect Use single ID file for all target servers to sign ScanMail databases with a
single 1D.
e  Sclect Specify different ID for each Domino server to sign ScanMail databases

on each Domino server with a different ID.
canMail for Lotus Domine Setup = E|£

Scar¥ial will sign ks datzbases using the 1D spedfied in notes. i,

I~ ckip datzbass signimg

Select &ty of e Folcwing optons if o sant 1o;
0 use single 10 Fle for 8l rarger servers

& Spedfy different I For each Domino server

Servier Path | i) | Passward |
CIDCMINGS\PZINat . [CiDamnnsinzl ey, [herenenes |

Sreviays

[nstall

Cancel

15. Click Install. The installation begins.




Ll ScanMail for Lotus Domino Setup

=[]

Velcome
¥) Prepating
Product Activalion Code
tion Typa

Installing... Archive: SMD_NT.zip

o=

Satup has successfuly instaled Scarial For Labas Doming bo the
Faliciing Servanz) pathls):

Zi\Dominos p2inotes.ni

LCancel

17. Click Next. The Introduce CM Agent screen displays.
18. Click Done to close the setup screen.

Erevil e




Chapter 3: Deploy on Linux Platform

3.1 Recommended System Requirements

Hardware / Software

Requirement

Processor Intel™ Pentium™ 4 Processor 1.3-GHz or higher
Memory * 512 MB minimum

* 512 MB or more recommended per CPU
Disk Space * 1.5-GB minimum per partition

* 500-MB for program files
* 450-MB for the /tmp folder

Disk swap space

¢ Equal to the physical RAM installed required
* Twice the physical RAM installed recommended

Protocols

TCP/IP (includes IPv6)

Domino Server

* Lotus Domino 8.0.1 32-bit

¢ Lotus Domino 8.0.2 32-bit

¢ Lotus Domino 8.5 32-bit

¢ Lotus Domino 8.5.1 32-bit

¢ Lotus Domino 8.5.2 32-bit

¢ Lotus Domino 8.5.3 32-bit

* IBM Domino 9.0 32-bit/64-bit

* IBM Domino 9.0.1 32-bit/64-bit

Lotus Notes

¢ Lotus notes 8.0.1
¢ Lotus notes 8.0.2
¢ Lotus notes 8.5

¢ Lotus notes 8.5.1
¢ Lotus notes 8.5.2
¢ Lotus notes 8.5.3
* |IBM notes 9.0

* |IBM notes 9.0.1

Platform

* Novell SUSE Linux Enterprise Server (SLES) 10
* Novell SUSE Linux Enterprise Server (SLES) 11
* Novell SUSE Linux Enterprise Server (SLES) 12
* Red Hat Enterprise Linux (RHEL) 5
¢ Red Hat Enterprise Linux (RHEL) 6
¢ Red Hat Enterprise Linux (RHEL) 7

Browser

* Microsoft Internet Explorer 7.0
* Microsoft Internet Explorer 8.0

Trend Micro Control Manager

* Trend Micro Control Manager 5.0 with patch 8
* Trend Micro Control Manager 5.5 with hotfix 1273
* Trend Micro Control Manager 6.0

Other

¢ compat-libstdc++-33-3.2.3-69.el6.i686.rpm (on
RHELG6 64-bit)
¢ glibc-2.12-1.107.el6.i1686.rpm (on RHEL6 64-bit)

* nss-softokn-freebl-3.12.9-11.el6.i686.rpm (on RHEL6




| 64-bit)

3.2 Pre-installation Tasks

Before installing SMID, perform the following tasks:

o

A A

Log on to the Linux platform as root uset.

Determine the notes.ini location(s) (including its location on partitioned servers, if
applicable).

Determine the Domino Data and Domino Binaty paths.

Ensure that the user/group that has the administrator authority used to manage the SMID
database exists. The default group is LocalDomainAdmins.

Check the available disk space to verify there is at least 1.5GB of free space.

Close any open Notes Clients.

Close any open Notes account sessions.

Shut down all Domino servers.

Prepare the SMID activation Code.

Make sure the network connection between the Domino server and TMCM/Global AU
(http://smid56-p.activeupdate.trendmicro.com/activeupdate/) is good.



http://smid56-p.activeupdate.trendmicro.com/activeupdate/

3.3 Installing SMID for Linux

To install SMID for Linux, perform the following steps:

1. Open Terminal. To navigate to the installation program, do one of the following:

® If you are installing from the Trend Micro Enterprise Protection CD, navigate to the SMID
folder on the CD.

e If you downloaded the software from the Trend Micro Web site, navigate to the relevant
folder on your server.

2. To make sure that the install.bin file has the execution privileges, type the following command:
chmod 755 install.bin

NOTE E If possible, we suggest to use chmod 777 install.bin

3. Run the installation file install.bin, by typing the command:
Jinstall.bin -i console
The installer will start unpacking the file.

R RS T

anMail for IEM Demino 5.6 5P1 Installation

1l inotall iMail for IBM Domin
mmends th exit all programe

: This zetup program is protected by copyright laws and international

5. Press Enter to continue the installation. The License Agreement screen appears.
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Press ENTER to go ©o cChs nexc

6. On the Licence Agreement screen, press Enter to continue scrolling on to the next screen of the

License Agreement.. If you want to move to the end of the agreement, type SKip or S then press

7. At the end of the License Agreement, Type 1 if you agree and accept the terms of the license

agteement. If you do not agtee with the terms of the license, type 2; the installation then stops after
the confirmation.

8. Press Enter. The Product Activation screen appears.



9. On the Product Activation screen, type the correct SMID activation code to activate SMID then

press Enter.

10. On the Add or Remove Domino Server screen, type 1 then press Enter to add the notes.ini

server where you want to install SMID.

NOTE If you have a pattitioned setver, install SMID on the partitions that you want to protect.
The Accept current setting, and go to the next step option will start the installation of the selected

Domino server (NOtES.iNi). If you have not selected at least one NOteS.ini, Accept current setting, and

go to the next step option would be ineffective. You must select at least one Domino server (NOteS.ini)
before starting the installation process.

a. Press Enter. The Add Domino Server - Notes.ini Path [Step 1/4] screen appears. Type the
path where the notes.ini file is located.

ify server's noce3.inl rile : %

b. Press Enter. The Add Domino Server - Replication Setting [Step 2/4] screen appears.



By default, Setup enables replicating all databases except for the Quarantine Database. If you

want to change the default settings, select or deselect the SMID databases that you would want
Setup to replicate or ignore. To select or deselect SMID database, do the following:
(1) Type the corresponding option, choose from numbers 1 ~ 5 (For example, if you want

to select Quarantine Database, type 4.).
(2) Press Enter.
After making your selection, type O (zero) to accept the setting then proceed to the next step.

Press Enter. The Add Domino Server - ScanMail Management [Step 3/4] screen appears.

IBM DO
anMail Mana

1 L.

The default administrator group is LocalDomainAdmins. If you want to specify another user or

group for administration tasks, type a single administrator account or group that will have
Manager access to all SMID databases.

Press Enter. The Add Domino Server - Install Path [Step 4/4] screen appears.

Type the installation path where you want Setup to install the SMID. By default, Setup will install
the SMID at /opt/trend



e. After typing the installation path, press Enter. The selection of one Domino Setver completes

and the Add or Remove Domino Server screen will appear again, displaying the list of selected

Domino server(s).

1 on the following Dt

r and go to the mext atep.

On the Add or Remove Domino Server screen, select one the following:

*  Type 0 (zero) to select the cutrent settings and start the installation of selected Domino
server(s).
*  Type 1 to add another Domino server (NOtes.ini) then follow the substep of step 10.
*  Type 2 to remove the previously selected Domino server(s).
11. Press Enter. The Summary screen appears. Type Y ot Y to statt installing the selected Domino

server(s).

Tor IBM Doming 5.6 5P1 on The Collo

oTCe=._1nl)

Mail

12. Press Enter. The installation begins. After that, the Installation Complete message displays on the

screen.



ScanMail is




Chapter 4: Deploy on AIX Platform

4.1 Recommended System Requirements

Hardware / Software

Requirement

Processor Power 4 and higher
Memory * 512 MB minimum

* 512 MB or more recommended per CPU
Disk Space * 1.5-GB minimum per partition

* 500-MB for program files
* 450-MB for /tmp file system

Disk swap space

* Equal to physical RAM installed required
* Twice the physical RAM installed recommended

Protocols

* TCP/IP (includes IPv6)

Domino Server

* Lotus Domino 8.0.1 64-bit
* Lotus Domino 8.0.2 64-bit
* Lotus Domino 8.5 64-hit

* Lotus Domino 8.5.1 64-bit

Lotus Notes

* Lotus notes 8.0.1
¢ Lotus notes 8.0.2
* Lotus notes 8.5

* Lotus notes 8.5.1

Platform

* 64-bit IBM AIX 5.3, TL7 0815 (5300-07-04-0815)
* 64-bit IBM AIX 6.1, Service Pack 4, APAR

* 64-bit IBM AIX 7.1

1210223, APAR 1209961, APAR 1210284, APAR
1208022

Trend Micro Control Manager

* Trend Micro Control Manager 5.5
* Trend Micro Control Manager 6.0

Other

* XL C/C++ runtime lib 9.0.0.1 or later




4.2 Pre-installation Task

> »

Yo

Log on to the AIX platform as root uset.

Determine the notes.ini location(s) (including its location on partitioned servers, if
applicable).

Determine the Domino Data and Domino Binaty paths.

Ensure that the user/group that has the administrator authority used to manage the SMID
database exists. The default group is LocalDomainAdmins.

Check the available disk space to verify there is at least 1.5GB of free space.

Close any open Notes Clients.

Close any open Notes account sessions.

Shut down all Domino setvers.

Prepare the SMID activation Code.

Make sure that the network connection between the Domino server and TMCM/Global AU
(http://smid5—p. activeupdate. trendmicro. com/activeupdate ) is good.




4.3 Installing SMD for AIX

To install SMD for AlX, perform the following steps:

1. Open Terminal. To navigate to the installation program, do one of the following:

If you are installing from the Trend Micro Enterprise Protection CD, navigate to the SMID
folder on the CD.

If you downloaded the software from the Trend Micro Web site, navigate to the relevant
folder on your server.

2. Run the installation file (SMID5SetupAlX.bin) by typing the following command:
/SMID5SetupAlX.bin -i console.

The installer will start unpacking the file.

.#install.bin —i console

Preparing to install...

Extracting the JRE from the installer archive...

Unpacking the JRE...

Extracting the installation resources from the installer archive...
Configuring the installer for this system’'s environment...

Launching installer...

IACommandLineParser: :{init> ——starting——
IACommandLineParser: :<{init> ———ending———
Preparing COMSOLE Mode Installation...

After the unpacking of the installation file is

completed, the Welcome screen appears.

5.8 Installation

Setup program will install ScanMail for Lotus Domino on your serverisd.
Trend Micro recommends that you exit all programs before running the zetup

program .

WARHING: This program is protected by copyright laws and international treaties

continue the installation.
go to the previous screen.
stop the installation.

>>>Press ENTER

Press Enter to continue the installation. The License Agreement screen appeats.



IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND SERUICES BY
BUSINESS AND OTHER ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND
CONDITIONS

rend Micro License Agreement

Trial and Paid Use Livense — Enterprize and SHE Sufiware and Serwives
Personal Use License — Trend Micro Email Encryption Client

Date: February 2089

Englizh/Multi—country

Thisz Agreement applies to all Trend Micro software ("Software'),
zold as standalone products ("Standalone Services'? and service
components of Software (“"Service Componentz"> sold to small and medium business
("EMB'"> and large enterprises (“Enterprise'>. Standalone Services and Service
Componentz are collectively referred to as "Services'". This Agreement shall
alzo apply to Trend Micro Email Encryption Client ("TMEEC")» for personal use.
The term “"Software' as used herein shall include TMEEC. Professional or expert

Press ENTER to go to the next screen.
"skip" to go the end of the license agreement.

On the License Agreement screen, press ENter to continue to scroll on to the next screen of the
License Agreement. If you want to move to the end of the agreement, type SKip or S then press
Enter.

Trial and Paid Use License — Enterprise and SMB Software and Services
Perzonal Use License — Trend Micro Email Enceyption Client

Date: February 20609

English/Multi—country

1. Scope. This Hgreement applies to all Trend Micro software (' 'Software' .,
lzervices sold as standalone products {("Standalone Services'> and service
components of Software ("Service Components"?> szold to small and medium business
("SHB"> and large enterprises (“Enterprise'). 3Standalone Services and Service
Components are collectively referred to as "Services'". This Agreement shall
also apply to Trend Micro Email Encryption Client ¢("THMEEG"}» for personal use.
The term "Software" as used herein shall include TMEEC. Professional or expert

I accept the termsz of the license agreement.
I do not accept the terms of the license agreement.

e the option number [default 11 =

At the end of the License Agreement, Type 1 if you agree and accept the terms of the license
agreement. If you do not agree with the terms of the license, type 2; the installation then stops after
the confirmation.

Press Enter. The Product Activation screen appears.

Trend Micro ScanMail for Lotus Domino 5.8 Installation
Product Activation

fictivate ScanMail for Lotus Domino to enahle scanning and security wupdates.
Product Activation is a two—step process that must be conpleted during
installation.

BLep 1. Reyister productl

llze the Registration Key that came with your product to register online C(https:
#olr.trendmicro.comsregistrationsl.

{8kip this step if the product iz already registered.?

Step 2. Activate product

Enter the Activation Code that you received after registration to activate your
product .

Format: (HE-RHEE-HEXRR-HEHRN-HEREE-HEERN-KRREE)

Press ENTER to proceed with the installation without an Activation Code. The
scan and update operations will not »un without a valid Activation Code.

Fress ENTER to proceed with the installation without an fActivation Gode.
Type "back" to go to the previous screen.
Type "gquit" to stop the installation

ScanMail Activation Code :



On the Product Activation screen, type the correct SMID activation code to activate SMIDthen

press Enter.

On the Add or Remove Domino Server screen, type 1 to add the notes.ini server where you

want to install SMID.

Trend Micro ScanMail for Lotus Domino
ndd Domino

Setup program can install ScanMail on an individwal Domino server
partitioned Domino servers. To install ScanMail on another Domino
specify the associated notes.ini file.

Accept current setting, and go to the next step.
Add another Domino server.

Type "hack" to go to the previous screen.

Type "guit" to stop the installation.

[default 11 =

a. Press Enter. The Add Domino Server - Notes.ini Path [Step 1/5] screen appears

path where the notes.ini file is located.

Type the path of Domino server’s notes.ini file. and then type the file name

itself.
(for example: ~locals/notesdatasnotes.inid.

>>»8pecify server’s notes.ini file =

b.
rend Micro ScanMail for Lotus Domino 5.8 Installation
Add Domino Server — Replication Settin Step 2-51
GConf iguration Database: smconf.nsf.
Update Database: szmency.nsf.
Log Database: smulog.nsf.
Quarantine Databaze: smguar.nsf.
File Type Database: smftypes.nsf.
ack" to go to the previous screen.
e the option number [default A1
By default, Setup enables replicating all databases except for the Quarantine Database. If you
want to change the default settings, select or deselect the ScanMail databases that you would want
Setup to replicate or ignore. To select or deselect ScanMail database, do the following:
1. Type the cotresponding option, choose from numbers 1 ~ 5 (For example, if you want
to select Quarantine Database, type 4.).
1i. Press Enter.
After making your selection, type 0 (zero) to accept the setting then proceed to the next step.
c. Press Enter. The Add Domino Server - ScanMail Management [Step 3/5] screen appears.

or
SEPVE.

. Type the




Trend Micro ScanMail for Lotus Domino 5.8 Installation

Ndd Domino Server — ScanMail Management [Step 3-51

Specify the user or group that will have Hanager access to ScanMall databases.

»>>Tupe the user or name [default LocalDomainfidmins] =

The default administrator group is "LocalDomainAdmins". If you want to specify another user or
group for administration tasks, type a single administrator account or group that will have
Manager access to all ScanMail databases.

Press Enter. The Add Domino Server - Signing Database[Step 4/5] screen appeats.

Sign the databases.
Skip database signing.

[default 11 =

On the Add Domino Server - Signing Database[Step 4/5] screen, do one of the following:
*  To sign all ScanMail databases with a single ID, type 1then press Enter. The setup will
prompt for the ID and password:
o Type the ID (including full path) and press Enter.
o Type the desired password and press Enter.
*  To skip signing the ScanMail databases, type 2 then press Enter. You can sign the ScanMail
databases manually after the installation.
e. After the Database Signing screen, the Add Domino Server - Install Path [Step 5/5] screen
appears.

stallation
5/51

upe the ScanMail installation path on the following Domino server:
smldaix Deuv

>>>Type the ScanMail installation path [default Aopt/trend] :
Type the installation path where youwant Setup to install the SMID. By default, Setup will install
the SMID at /opt/trend.

NOTE & If SMID 5.0 for AIX has already been installed on one of the partition servers, the default
installation path for the subsequent installation(s) will temain the same and cannot be changed.

f.  After typing the installation path, press Enter. The selection of one Domino Server completes
and the Add or Remove Domino Server screen appears again, displaying the list of selected

Setup program can install ScanMail on an individuwal Domino server ow
partitioned Domino servers. To install ScanMail on another Domino server.
specify the associated notes.ini file.

Setup program will install ScanMail on the following Domino server{sr:
— smldaix-Dewv

B. Accept current setting, and go to the next step.
Add another Domino server.
Remove Domino server.

Type "hack" to go to the previous screen.

[default 11 :
On the Add or Remove Domino Server screen, select one the following:




*  Type O (zero) to select the current settings and start the installation of the selected Domino
server(s).
*  Type 1 to add another Domino setver (notes.ini).
*  Type 2 to remove the previously selected Domino server(s).
Press Enter. The Summary screen appears. Type Y ot Y to statt installing the selected Domino
server(s).

Setup will install ScanMail for Lotus Domino 5.8 on the following Domino server

5r=

— smldaix~Dev
ScanMail? (¥ N> [default W]

Setup will install ScanMail for Lotus Domino 5.8 on the following Domino server

s>

— smldaix/Dev

>>>Do youw want to start installing ScanMail? (¥-N> [default N1 : y

Installation Completed

ScanMail is successfully installed on following Domino serverd(sd:
— smldaix-Dev

commiting registry

shutting down service manager

cleaning up temporary directories

storing replay variahle manager
hash—3.2i




Chapter 5: Troubleshooting

5.1 Manually update components

As a workaround, manually copy the components to SMID to solve the SMID update issue.

5.1.1 How to manually update components for AlIX

1. Download the engine and pattern files from the following links:
http://smid5-p.activeupdate.trendmicro.com/activeupdate/engine/<engine verion.zip>
http://smid5-p.activeupdate.trendmicro.com/activeupdate/pattern/<pattern verion.zip>

/NOTE \

a. You can get the components version from the link: http://smid5-
p.activeupdate.trendmicro.com/activeupdate/server.ini

b. The AU URL is for SMID 5.0

c. Some engine’s address is not http://smid5-
p.activeupdate.trendmicro.com/activeupdate/engine/<engine verion.zip>

d. For example: http://smid5-
p.activeupdate.trendmicro.com/activeupdate/antispam/tmaseng win32 vs20
05 v82-1013.zip, you need confirm this in the server.ini file.

o /

2. Create the following directory:
a. /opt/trend/SMID/engine/<engine_type>/<engine_version>
b. /opt/trend/SMID/pattern/<pattern_type>

3. Copy the contents of the extracted <engine_version.zip> to the following directory:
Jopt/trend/SMID/engine/<engine_type>/<engine_version>

4. Copy the contents of the extracted <pattern_version.zip> to the following directory:
/opt/trend/SMID/pattern/<pattern_type>

NOTE & If you use FTP to transfer the files to AIX machine, use "bin" mode to transfer,
otherwise the binary will be corrupted.

5. Run the following command:
In -s /opt/trend/SMID/engine/<engine_type>/<engine_version> latest


http://smid5-p.activeupdate.trendmicro.com/activeupdate/engine/%3cengine_verion
http://smid5-p.activeupdate.trendmicro.com/activeupdate/pattern/%3cpattern_verion
http://smid5-p.activeupdate.trendmicro.com/activeupdate/server.ini
http://smid5-p.activeupdate.trendmicro.com/activeupdate/server.ini
http://smid5-p.activeupdate.trendmicro.com/activeupdate/engine/%3cengine_verion.zip
http://smid5-p.activeupdate.trendmicro.com/activeupdate/engine/%3cengine_verion.zip
http://smid5-p.activeupdate.trendmicro.com/activeupdate/antispam/tmaseng_win32_vs2005_v82-1013.zip
http://smid5-p.activeupdate.trendmicro.com/activeupdate/antispam/tmaseng_win32_vs2005_v82-1013.zip
http://smid5-p.activeupdate.trendmicro.com/activeupdate/antispam/tmaseng_win32_vs2005_v82-1013.zip

6. To reload and start the new components, go to the Domino console and run the
following command:

tell smdreal reload

7. Do the above steps for the other components.

5.1.2 How to manually update components for Linux

1. Download the engine and pattern files from the following links:
http://smid56-p.activeupdate.trendmicro.com/activeupdate/engine/<engine verion.zip>
http://smid56-p.activeupdate.trendmicro.com/activeupdate/pattern/<pattern verion.zip>

2. Create the following directory:
a. /opt/trend/SMID/engine/<engine_type>/<engine_version>
b. /opt/trend/SMID/pattern/<pattern_type>

3. Copy the contents of the extracted <engine_version.zip> to the following directory:
Jopt/trend/SMID/engine/<engine_type>/<engine_version>

4. Copy the contents of the extracted <pattern_version.zip> to the following directory:
Jopt/trend/SMID/pattern/<pattern_type>

NOTE & If you use FTP to transfer the files to Linux machine , use "bin" mode to
transfer, otherwise the binary will be corrupted.

5. To reload and start the new components, go to the Domino console and run the
following command :
6. tell smdreal reload Do the above steps for the other components.


http://smld56-p.activeupdate.trendmicro.com/activeupdate/engine/%3cengine_verion
http://smld56-p.activeupdate.trendmicro.com/activeupdate/pattern/%3cpattern_verion

5.1.3 How to manually update components for Windows

1. Download the engine and pattern files from the following links:
http://smid56-p.activeupdate.trendmicro.com/activeupdate/engine/<engine_verion.zip>
http://smid56-p.activeupdate.trendmicro.com/activeupdate/pattern/<pattern_verion.zip>

2. Create the following directory:
a. \Trend Micro\ScanMail for Domino\engine\<engine_type>\<engine_version>
b. \Trend Micro\ScanMail for Domino\pattern\<pattern_type>

3. Copy the contents of the extracted <engine_version.zip> to the following directory:
\Trend Micro\ScanMail for Domino\engine\<engine_type>\<engine_version>

4. Copy the contents of the extracted <pattern_version.zip> to the following directory:
\Trend Micro\ScanMail for Domino\pattern\<pattern_type>

5. Toreload and start the new components, go to the Domino console and run the
following command :
tell smdreal reload

6. Do the above steps for the other components.


http://smld56-p.activeupdate.trendmicro.com/activeupdate/engine/%3cengine_verion
http://smld56-p.activeupdate.trendmicro.com/activeupdate/pattern/%3cpattern_verion

5.2 ScanMail For Domino Database

5.2.1 Databases

During installation, ScanMail for IBM Domino creates ten (10) NSF files which store the
product’s necessary operational information. SMID’s scan settings, pattern and engine details,
detection logs, quarantined files, help file and other data are all contained in one of these
databases. They are created in a subfolder named smd under <Domino data directory>.

File Name

Database Name

Description

SMConf.nsf

Configuration
Database

Stores the mail and database scanning settings as
well as other configurations that define the
product’s behavior.

NOTE: From the Configuration Database, the
following databases can also be accessed: Log
Database, Quarantine Database and Update
Database

SMDApproved.nsf

Approve Database

Stores messages that must be approved by the
Administrator before delivery.

SMDDtas.nsf

Deep Discovery
Advisor’s
Quarantine
Database

Advance Persistent Threat (APT) Prevention
scanner uses the Deep Discovery Advisor
Quarantine Database (smddtas.nsf) to
temporarily store messages with suspicious
attachments. The APT Prevention scanner
uploads the suspicious attachments to Deep
Discovery Advisor server for analysis and then
takes the required pre-configured action based
on the scan results.

SMEncy.nsf

Update Database

Stores all the engine, pattern and application files
(for example, hotfixes for SMID) that are
currently available on the SMID server.

SMFtypes.nsf

File Types
Database

Stores all the file types that are recognized by
SMID for scanning. It also highlights which among
these types may contain a virus.

SMHelp.nsf Help Database Stores SMID’s help files.

SMMsg.nsf Message Database | Stores all the messages used by the SMID tasks
that can appear either on SMID’s console or
notification.

SMQuar.nsf Quarantine Stores mails and attachments that have been

Database quarantined by SMID.




SMTime.nsf Delay Database Stores mails whose delivery has been delayed by
SMID.

SMVlog.nsf Log Database Stores the scan logs and statistics collected by
SMID.

Some of the SMID database has a corresponding template file (*.NTF). Template files are used
to rebuild databases if they get deleted or have become corrupted. These files have the same
filename as the database (for example, the template for the configuration database is smconf.ntf)
and are also stored in the smd subfolder.

File Name Database Name Description
SMConf.ntf Configuration Creates configuration database layout
Template

SMDApproved.ntf Approve Template | Creates approve database layout

SMDDtas.ntf Deep Discovery Creates Deep Discovery Advisor quarantine
Advisor database layout
Quarantine
Template
SMEncy.ntf Update Template Creates update database layout
SMQuar.ntf Quarantine Creates quarantine database layout
Template
SMTime.ntf Delay Template Creates delay database layout

SMVlog.ntf Log Template Creates log database layout




5.2.2 Recovering a Corrupt ScanMail Database

5.2.2.1 Use Domino Command to do the recovery

Type the following command at the Domino server console:
load fixup {database path and file name}

For example, if the Administrator wants to recover a corrupted Configuration Database, the following
command should be issued from the Domino server console:

load fixup smd\smconf.nsf

5.2.2.2 Use the DB template to recreate the DB

If the ScanMail database becomes corrupted and is irrecoverable, use the corresponding
ScanMail database templates to recreate these databases:

NOTE Recreating a ScanMail database does not restore the original database contents. If the corrupted
database was the Configuration database, then the Administrator needs to redefine the policies, rules, and filters (or
replicate the configuration database from another ScanMail server after the local Configuration Database is

Here’s an example for SMConf.nsf database:

Open Domino then go to Admin>File>Application>New.
2. Specify the New Application Name and Location:
Server: Your Server
Title: ScanMail Configuration database
Fle: smd\smconf.nsf
3. Specify the Template for New Application:
Server: Your Server
Template:ScanMail Configuration Database
(Select the Show advanced templates check box.)
4. Click Ok to start recreating the DB.

5. Resign the DB if necessary.



5.3 Database Replication

The following table shows the replication ID for SMD major databases:

Database Replication ID
smconf.nsf 4925408A:003D3550
Bmency.nsf 852552F9:001E96E4
smftypes.nsf 85256441:00561C7D
smquar.nsf 8525844A:005B4E9F
smvlog.nsf 852773FC:003F7460

The only supported way to change a replica ID within Lotus Notes or Domino is to create a
new copy of the database using Notes client. From the File menu, choose Database > New
Copy. This creates a random (based on the current system time) new replica ID for the new
database.

Disclaimer:

There are third party applications available on the web that can also change the replica ID of
a Notes Database. There are also agent samples and LotusScript code suggestions
available on the internet that may be able to accomplish this. However, these applications
and agents are not supported by IBM Lotus Technical Support and no recommendations or
assistance with their use can be provided.



5.4 Update the SMID License

DARESIR

o

10.

Open the SMID configuration database.

Go to Administration > Product License.

On the right pane, open the license profile or create a new license profile.

Verify or type in the activation code on the license profile.

Click Save and Close.

Note: Do not delete the existing profile yet. Doing this may stop the smdreal task and stop the mail
flow.

Open the Domino console either on the Domino Administrator or on the CLI itself.

Execute the following command:

tell smdreal status

Update the license using the following command:

tell smdreal checkac

A confirmation message will appear.

Go back to the configuration database then go to Administration > Product License or go to the
Summary Page. The status should be "Activated" and the product should now be licensed for a
number of days.

Note: Click the Refresh button if the page has not yet updated. It may take a while to replicate it to
other servers.

Delete the old license profile.



Appendix [ : How To Collect SMD Logs

Refer to the following steps to collect the SMID logs:

1.

On the Domino console, type the following:
>start console log

>te smdreal quit

>]o smdreal -debug 3

>]o smdupd -debug 3 (For AU update issue only)
>lo smdsch -debug 3

Reproduce the issue.

Provide a zip file containing the following files based on your system:

*  For Linux or AIX users

List of Domino data foldet (e.g. Is -IsR /local/notesdata/ > domino_listing.txt
List of SMD folder (e.g. Is —IsR /opt/trend/SMD/ > trend_listing. txt)
<domino_data>notes.ini

All <domino_data>/IBM_TECHNICAL_SUPPORT/
<domino_data>/smd/smency.nsf

<domino_data>/smd/smconf.nsf

<domino_data>/smd/smvlog.nsf

<domino_data>/smd/smquar.nsf (For spam and blocked email issues only)
All <domino_data>/smdtemp/*.dbg

/etc/smdsys.ini

/opt/trend/SMD/smdins.log

/opt/trend/SMD/smdspins.log

/opt/trend/SMD/TMPatch.log

<SMID installation
ditectory>/program/<version>/AU_Data/AU_Log/TmuDump.txt (For AU update
issue only)

mail.box and/or database involved in crash

*  For Windows users:

List of the Domino data folder (e.g. c:\Domino>dir /s > domino_listing.txt)
List of SMD folder (e.g. c:\Program Files\ TrendMicro>dir /s > trend_listing. txt)
Windows System Information (i.e. msinfo32.exe output in .nfo format)
<domino_data>\notes.ini

All <domino_data>\IBM_TECHNICAI_SUPPORT/
<domino_data>\smd\smency.nsf

<domino_data>\smd\smconf.nsf

<domino_data>\smd\smvlog.nsf

<domino_data>\smd\smquar.nsf (For spam and blocked email issues only)
All <domino_data>\smdtmp\*.dbg

c:\windows\smdsys.ini

c:\smdins.log

c:\smdspins.log

c:\'TMPatch.log



. <SMID installation

directory>\program\ <vetsion>\AU_Data\AU_Log\TmuDump.txt (For AU update
issue only)

mail.box and/or database involved in crash

Turn off the debug mode in Domino console using the following commands:
>stop console log

>te smdreal quit

>te smdupd quit (if applicable only)

>te smdsch quit

>]o smdreal



Appendix II Hidden Key

Here’re some SMD related hidden keys in notes.ini:

KeyName

Explanation

Syntax

Available Since

DisableSecuteUpdate

For updating engine or
pattern from the AU
server that does not
support secure updates,
e.g. locale AU server.

DisableSecureUpdate=1

N/A

SMDDelayMinutesWhenUpdate

Sleep for x minutes before
reloading the SMD task.

SMDDelayMinutesWhenUpdate= value

N/A

SMDExcludeFQIN Disable the checking of SMDExcludeFQIN=1 Release HF4038 for
FQIN. 1SD3.0 for Windows
SMDExcludeGlobalDomain Disable the checking of SMDExcludeGlobalDomain=1 Release HF4038 for
Global domain I1SD3.0 for Windows

SMDXKeepDebuglogs

Specify the number (x) of
days to keep the SMD
debug log files in the
temp folder before they
are purged.

SMDXKeepDebuglogs=x
Default value =7

Release HF3562 for
SMD3.0 for AIX

SMDSkipScanBySize_MB

Pass the mail whose size
exceeds the value (x).
This valid value varies
from 10 to 9999. If the
number is smaller than 10
or larger than 9999, SMD
sees it as an invalid value.
If it is an invalid value,
SMD will set this
configuration as the

default: 0 (disable)

SMDSkipScanBySize_MB=x
(Unit:MB)

Release HF3135 for
SMD3.0 for Solaris

SMDAttQuarMail

Enable SMD to
quarantine the entire
email messages instead of
only the attachments
when email messages
trigger the content,
attachment, or vitrus
filter's "Quarantine"”
action.

SMDAttQuarMail=1

Release HF3062
for SMIDS5.0 for
Windows

SMD AutoDebug

To set the ScanMail for
IBM Domino debug log
to be automatically
enabled after the Domino
server recovers from
stopping unexpectedly.

SMD AutoDebug=1
By default this key is disabled and is set
0 "0"

Release HF3073 for
SMID5.0 for AIX

SMDWriteOSEventLog

To enable SMDreal to
record the SMID
malicious violation log on
Windows application
event log as well as on
smvlog.nsf

SMDWriteOSEventLog=1

Release HF3091 for
SMLID5.0 for
Windows

TMCM setrver when the
malicious logs has been
generated by SMID.

petiod in seconds. You can set this value
between 1 and 3600.
(Unit:Second)

SMDSPAMLog To enable TMASE engine | SMDSPAMLog=1 Release Patch3 for
logging. SMID5.0 for
Windows
SMDCMLoglnterval To enable users to set the SMDCMLoglnterval=x Release HF3094 for
interval with which SMID ISL.D5.0 for
5.0 communicates with Where "x" is the preferred interval Windows




BYPASS_RESEND_
UNSCANNABLE_
ATTACHMENT

To enable ScanMail for
IBM Domino to not scan
the mail that was resent
from the quarantine
database after the mail
was filtered by Scan
Restriction.

BYPASS_RESEND_
UNSCANNABLE_ATTACHMENT=1

Release HF3115 for
SMID5.0 for AIX

SMD_MAX_SCAN_URLS

Allows users to specify
the

number of URLs that
ScanMail

for Domino should scan
in each email message.

SMD_MAX_SCAN_URLS=5

Release HF3404
for SMID5.6

SMD_UPD_START_NEW

Sometimes, SMDreal

SMD_UPD_START_

Release Patch 6

_SCANNER processes stop NEW_SCANNER =1 for SMID5.0
unexpectedly during
pattern updates. This
issue is more likely to
affect 32-bit Windows
systems than 64-bit
systems.
TMUFEDebug Enables the eManager TMUFEDebug=x N/A
debug log. where X:
1 — Show all fatal information
2 — Show all error information
3 — Show all warning information
4- Show detailed information
5 — Show detailed debug information
NOTE: To trigger TMUFE debugging,
nSMDreal must be loaded with the —
debug option
CMDebug Enables the CM Agent CMDebug=x N/A
debug log. where X:
1 — Show all fatal information only
2 — Show abbreviated debug
information
3 — Show detailed debug information
eManagerDebugEnabled Enables the eManager eManagerDebugEnabled=1 N/A
debug log.
SMDEMDEBUG Enables the Extension SMDEMDEBUG =1 N/A

Manager and EMFilter
debug log.




Appendix lll Auto-Generated Key

KeyName

Explanation

Syntax

Available Since

ScanMaillnstallPath

The install Path for SMD.

ScanMaillnstallPath=%Path

N/A

SMDSkipTaskList

Enables SMD to skip the
event of the task.

SMDSkipTaskList=%TaskName

N/A

SmStopMail

Enables SMD to hold
messages in MAIL.BOX
until they can be scanned
by the Real-Time Scanner.

SmStopMail=1

N/A

EXTMGR_ADDINS

Enables the functionality
of the Extension Manager
plug-in.

EXTMGR_ADDINS=SMDex

N/A

SetverTasks

Enables the add-in server
tasks to automatically start
and be terminated
together with the Domino
Server.

ServerTasks=%TaskName

N/A

TrustedServerList

This parameter contains a
list of servers belonging to
the same cluster and is
checked by the Extension
Manager (nSMDext).
When the Real-time
Scanner starts up, it reads
the setting inside
smconf.nsf to determine
if Cluster Trusting is
enabled or not. If it s, it
writes an entry in the
notes.ini called
TrustedSetrverList.

TrustedServerList=%server_name

N/A




