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Integrated Data Loss Prevention (iDLP) in OfficeScan safeguards an organization’s sensitive 
data against accidental or deliberate leakage. 

The OfficeScan server can manage the DLP settings to prevent clients from leaking 
private/confidential data. If some clients violate the DLP rule, an iDLP client detects the 
action and sends a log to the server. 

There are two main features of iDLP:  

● Device Control 

● Data Loss Prevention 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 





 

Since iDLP is a plug-in of OfficeScan, it has the same set of minimum system requirements 
as the OfficeScan server and agent.  

For more information on the minimum system requirements, see the OfficeScan Installation 
and Deployment Guide or the OfficeScan Readme. 
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DLP agents should be deployed without any policies enabled. Trend Micro recommends 
testing policies before deploying to the production environment. Poorly configured and 
tested policies may lead to the disruption of daily work routines and might end up in 
computers, flooding the OfficeScan server with a large number of false positives. 

 

To determine the required disk space for the server, you must decide if there is a need to 
capture the files when a policy violation occurs. The files captured during the violation are 
called “forensic data”. Capturing forensic data allows you to quickly identify why the alert 
occurred and whether it was a false positive. While the forensic data function is helpful when 
tuning policies, you can still gather this information by reviewing the alerts. The alerts 
contain the path to the file that triggered it. 

 

 

 

DLP Installation and activation are performed from the Plug-in Manager. 

 

The Data Protection module can be installed on a pure IPv6 Plug-in Manager. However, 
only the Device Control feature can be deployed to pure IPv6 agents.  

Data Loss Prevention does not work on pure IPv6 agents. 

1. Download the DLP package.  

a. Go to Plug-ins > OfficeScan Data Protection. 

b. Click Download. 


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The size of the file to be downloaded displays beside the Download button. 

Plug-in Manager stores the downloaded file to <Server installation 

folder>\PCCSRV\Download\Product. 

 

 

2. To install OfficeScan Data Protection immediately, click Install Now. To install at a 
later time: 

a. Click Install Later. 

b. Open the Plug-in Manager screen. 

c. Go to the OfficeScan Data Protection section and then click Install. 

 

3. Read the license agreement and accept the terms by clicking Agree. The installation 
starts.  

4. Monitor the installation progress. After the installation, the OfficeScan Data Protection 
version displays. 


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5. Deploy the Data Protection module to OfficeScan Agents.  

 

a. Go to Agents > Agent Management > <domain or agent>. 

b. Deploy the module using one of the following methods:  

● Go to Settings > DLP Settings.  

● Go to Settings > Device Control Settings. 
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c. A message displays, indicating the number of agents that were unable to install the 
module. Click Yes to start the deployment. 

OfficeScan agents start to download the module from the server. 

 

 
6. Check if the module was deployed to agents using any of the following methods:  

a. On the agent tree, select a domain or agent and then verify that the Data Protection 
Status is Running. 

 

The deployment status can be any of the following: 

● Running – The module was deployed successfully and its features have been 
enabled.  

● Requires restart – Data Loss Prevention drivers have not been installed because 
users have not restarted their computers. If the drivers are not installed, Data 
Loss Prevention will not be functional.  

● Stopped – The service for the module has not been started or the target 
endpoint has been shut down normally. To start the Data Protection service, 
go to Agents > Agent Management > Settings > Additional Service 
Settings and then enable Data Protection Services.  

● Cannot install – There was a problem deploying the module to the agent. You 
will need to re-deploy the module from the agent tree.  
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● Cannot install (Data Loss Prevention already exists) – The Trend Micro Data 
Loss Prevention software already exists on the endpoint. OfficeScan will not 
replace it with the Data Protection module.  

● Not installed – The module has not been deployed to the agent. This status 
displays if you chose not to deploy the module to the agent or if the agent’s 
status is offline or roaming during deployment.  

b. On the OSCE client, open the command prompt using administrator privilege and 
run the following command: sc query dsasvc. The state should be Running. 

 

 

Before monitoring sensitive information for potential loss, it would be better to answer the 
following questions: 

● What data needs to be protected from a leak? 

● Where does the sensitive data reside? 

● How is the sensitive data transmitted? 

● Which users are authorized to access or transmit the sensitive data? 

● What action should be taken if a security violation occurs? 

This important audit typically involves multiple departments and personnel familiar with the 
sensitive information in your organization. 

Digital assets are files and data that an organization must protect against unauthorized 
transmission. Administrators can define digital assets using the following data identifiers: 

● File Attributes – File attributes are specific properties of a file. You can use two file 
attributes when defining data identifiers, namely, file type and file size. For File Type, 
you can use true file type recognition or define an extension. For File Size, it must be 
more than 0 bytes but not more than 2GB.  

● Keywords – Data Loss Prevention comes with a set of predefined keyword lists. These 
keyword lists cannot be modified or deleted. Each list has its own built-in conditions 
that determine if the template should trigger a policy violation. 

● Expressions – An expression is data that has a certain structure. For example, credit card 
numbers typically have 16 digits and appear in the format "nnnn-nnnn-nnnn-nnnn", 
making them suitable for expression-based detections.  
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DLP comes with a set of predefined keyword lists, expressions lists, and file attribute lists for 
different target users including banks, educational institutions, healthcare or enterprises. 
These data identifier lists cannot be modified or deleted. Each list has its own built-in 
conditions that determine if the template should trigger a policy violation. Customers can 
deploy a policy according to their specific requirements. 

For more information on the data identifier lists, see the Data Protection Lists document at 
http://docs.trendmicro.com/en-us/enterprise/data-protection-reference-documents.aspx. 

DLP comes with the following set of predefined templates that you can use to comply with 
various regulatory standards. These data identifier lists cannot be modified or deleted. 

● GLBA – Gramm-Leach-Billey Act 

● HIPAA – Health Insurance Portability and Accountability Act 

● PCI-DSS – Payment Card Industry Data Security Standard 

● SB-1386 – US Senate Bill 1386 

● US PII – United States Personally Identifiable Information 

We can create customized keyword lists, expressions lists, file attribute lists and create 
templates if none of the predefined lists meets your requirement. 

Example: 

A word file   which     contains   Trend Micro 

File Attribute            And       Keyword 

 

A text which looks like xxxx-xxxx-xxxx-xxxx, where x is any number between 0 and 9 

Regular expression: [^\d-](\d{4}-\d{4}-\d{4}-\d{4})[^\d-] 

The following section describes the steps on how to create a policy. 

 

1. On the OfficeScan management console, go to Agents > Data Loss Prevention > 
Data Identifiers. 

http://docs.trendmicro.com/en-us/enterprise/data-protection-reference-documents.aspx
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2. Go to Keyword Lists and then click Add to create a keyword data identifier. 

 

3. To create a new keyword list, perform the following tasks. 

a. Go to Agents > Data Loss Prevention > Data Identifiers. 

b. Click the Keyword tab. 

c. Click Add.  

A new screen displays. 

d. Type a name for the keyword list. The name must not exceed 100 bytes in length 
and cannot contain the following characters: 

> < * ^ | & ? \ / 

e. Type a description that does not exceed 256 bytes in length. 

f. Choose one of the following criteria and configure additional settings for the 
chosen criteria: 

● Any keyword 

● All keywords 

● All keywords within <x> characters 

● Combined score for keywords exceeds threshold 

g. To manually add keywords to the list: 
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i. Type a keyword that is 3 to 40 bytes in length and specify whether it is case-
sensitive. 

ii. Click Add. 

h. To add keywords by using the "import" option: 

i. Click Import and then locate the .csv file containing the keywords. 

ii. Click Open. 

A message appears, informing you if the import was successful. If a keyword to 
be imported already exists in the list, it will be skipped. 

i. Click Save. 
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1. Go to Agents > Data Loss Prevention > Data Identifiers. 

2. Click the Expression tab. 

3. Click Add.  

A new screen displays. 

4. Type a name for the expression. The name must not exceed 100 bytes in length and 
cannot contain the following characters: 

> < * ^ | & ? \ / 

5. Type a description that does not exceed 256 bytes in length. 

6. Type an expression. 

7. Type the displayed data.  

8. Choose one of the following criteria and configure additional settings for the chosen 
criteria. 

For more information, see Criteria for Customized Expressions in the OfficeScan 
Administrator’s Guide. 

9. Test the expression against an actual data. 

10. Click Save if you are satisfied with the result. 

 

1. Go to Agents > Data Loss Prevention > Data Identifiers. 

2. Click the File Attribute tab. 

3. Click Add.  
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A new screen displays.  

 

4. Type a name for the file attribute list. The name must not exceed 100 bytes in length and 
cannot contain the following characters: 

> < * ^ | & ? \ / 

5. Type a description that does not exceed 256 bytes in length. 

6. Select your preferred true file types. 

7. If a file type you want to include is not listed, select File extensions and then type the file 
type’s extension.  

Data Loss Prevention checks files with the specified extension but does not check their 
true file types. Follow the guidelines below when specifying file extensions: 

● Each extension must start with an asterisk (*), followed by a period (.), and then the 
extension. The asterisk is a wildcard, which represents a file’s actual name. For 
example, *.pol matches 12345.pol and test.pol. 

● You can include wildcards in extensions. Use a question mark (?) to represent a 
single character and an asterisk (*) to represent two or more characters. See the 
following examples: 

○ *.*m matches the following files: ABC.dem, ABC.prm, ABC.sdcm 

○ *.m*r matches the following files: ABC.mgdr, ABC.mtp2r, ABC.mdmr 

○ *.fm? matches the following files: ABC.fme, ABC.fml, ABC.fmp  

● Be careful when adding an asterisk at the end of an extension as this might match 
parts of a file name and an unrelated extension. For example: *.do* matches 
abc.doctor_john.jpg and abc.donor12.pdf. 

● Use semicolons (;) to separate file extensions. There is no need to add a space after a 
semicolon. 

8. Type the minimum and maximum file sizes in bytes. Both file sizes must be whole 
numbers larger than zero. 

9. Click Save. 

A message appears, reminding you to deploy the settings to agents.  

10. Click Close. 

11. Back in the DLP Data Identifiers screen, click Apply to All Agents. 
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You must first configure data identifiers before defining the templates. Templates are defined 
based on data identifiers. 

1. Add a template using one of the following methods: 

● From the Data Loss Prevention Policy Settings screen: 

a. Go to Agents > Agent Management > <domain or agent> > Settings > 
DLP Settings. 

b. Go to the External Agents or Internal Agents tab. 

c. On the Rules tab, click Add. 

d. Under Template, click Add new template. 
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● From the Data Loss Prevention Templates screen:  

 

a. Go to Agents > Data Loss Prevention > DLP Templates. 

b. Click Add. 

2. On the Add Template screen, provide the following information. 

● Name 

● Description 

● Data Identifiers 

 

 

3. Click Save.  

A customized template has been created.  


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A DLP policy is composed of three parts: 

● Template – combines data identifiers and logical operators (And, Or, Except) to form 
condition statements. 

● Channel – an entity that transmits sensitive information. 

● Action – action taken when DLP detects an attempt to transmit sensitive information 
through any of the channels. 

 

1. Go to Agents > Agent Management > <domain or agent> > Settings > DLP 
Settings. 

2. Go to the External Agents or Internal Agents tab. 

3. On the Rules tab, click Add.  


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4. Type a rule name. 

5. From the templates list, select the template and then click Add >. 

 

6. Click Next or (2) Channel. 

7. Select one or more channels.  
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8. Click Next or (3) Action. 

9. Select Pass or Block and then specify the additional actions.  

For more information, see Additional Actions below. 



●  

● 
 

● 
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10. Click Save. 

 

The administrator assigns specific additional actions to each. If a target document meets “n” 
number of policy criteria, all respective “n” additional action will be applied on the target. 

 

DLP integrates with Trend Micro Endpoint Encryption (TMEE) in automating the 
encryption of sensitive data on removable devices and cloud storage service channels. 

● User key – Also known as a Local Key. This key is unique to each user and limits access 
to the encrypted file to the user that created the file.  

● Shared key – This key refers to the Group Key or Enterprise Key and the Endpoint 
Encryption administrator configures the type using PolicyServer MMC.  

● Fixed password – Users manually provide a fixed password using an on-screen prompt. 
Endpoint Encryption creates a self-extracting package that users can access on any 
endpoint after providing the decryption password.  

If TMEE is not installed, Data Loss Prevention performs the Block action on files.   

If TMEE is not logged in for User and Shared key, Data Loss Prevention applies the Block 
action on files. For Fixed Password, it encrypts the data and applies the Pass action.  
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Data Loss Prevention prompts the user before performing the Block action. User can select 
to override the Block action by providing an explanation as to why the sensitive data is safe to 
pass. 

For example, a given target may meet multiple policy conditions during a scan. If any policy 
with Block action is defined, the target is blocked even if it meets other policies with Pass 
action defined. 

 

The four description items of the user justification UI can be customized and deployed to 
the OSCE agent. On the server side, the four items will be saved into Ofcscan.ini of 
the section [Global Setting].  

[Global Setting] 

lpUserJustificationItem0=This is part of an established business process. 

DlpUserJustificationItem1=My manager approved the data transfer. 

DlpUserJustificationItem2=The data in this file is not confidential. 

DlpUserJustificationItem3= 
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To investigate the forensic data blocked by OfficeScan, a Control Manager 6.0 server is 
required. Only users who have appropriate permission in Control Manager Server have 
access to forensic data.  

Follow the Control Manager Administration Guide to set up a Control Manager server if there 
is no Control Manager server available in your environment.  

Register OfficeScan 11.0 to the Control Manager server. Go to Administration > Settings 
> Control Manager.  

A successful OfficeScan registration should display a similar page: 

 

1. On the Control Manager web console, go to Directories > Products.  

2. Expand the Local Folder and then click New Entity.  

The registered OfficeScan server should be displayed under the product tree.  

 

3. Enable recording of forensic data on OfficeScan:  

a. Create a DLP policy. 

For more information, see Creating a Data Loss Prevention Policy on the OfficeScan 
Administrator’s Guide.  

b. On the Action tab, make sure [Record data] is checked.  
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1. On the Control Manager web console, go to Administration > Account Management 
> User Roles. 

2. Select the user role that you want to modify. 

The Edit Role screen appears. 

3. Under Data Loss Protection, select Monitor, review, and investigate DLP incidents 
triggered by all users.  

 

 



http://docs.trendmicro.com/en-us/enterprise/control-manager-60-service-pack-1/dlp_investigation_abt/dlp_inv_admin_tasks/dlp_roles_abt.aspx
http://docs.trendmicro.com/en-us/enterprise/control-manager-60-service-pack-1/dlp_investigation_abt/dlp_inv_admin_tasks/dlp_roles_abt.aspx
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1. Log on with an account that has DLP review permission.  

For more information on modifying user roles, see previous task. 

2. Perform any of the following steps to view the forensic data: 

● On the server, locate the following folder: 

<Server installation folder>\PCCSRV\Private\DLPForensicData 

● On the Control Manager web console, go to Dashboard > DLP Incident 
Investigation. 

a. Check the DLP Incidents by Severity and Status and the DLP Incidents by 
User widgets.  

 

 

b. Click the incident numbers to view the incident summary log.  

c. On the Logs screen, click the Action icon beside the log information to view 
the details of the incidents and download the blocked file.  
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d. On the Incident Information screen, click Export incident details to generate 
a copy of the log.  
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The Dashboard appears when you open the OfficeScan web console or when you click 
Dashboard on the main menu.  

Each web console user account has a completely independent dashboard. Any changes made 
to a user account’s dashboard do not affect the dashboards of the other user accounts.  

If a dashboard contains OfficeScan agent data, the data that displays depends on the agent 
domain permissions for the user account. For example, if you grant a user account 
permission to manage domains A and B, the user account’s dashboard only shows data from 
agents belonging to domains A and B.  

OfficeScan server provides the following two iDLP widgets. The two widgets are available 
only if you activate OfficeScan Data Protection. 

● Top Data Loss Preventions Incidents Widget – This widget is available only if you 
activate OfficeScan Data Protection. It shows the number of digital asset transmissions, 
regardless of the action (Block or Pass).  

 

● Data Loss Prevention Incidents Over Time Widget – This widget plots the number of 
digital asset transmissions over a period of time. Transmissions include those that are 
blocked or passed (allowed).  

By default, the OfficeScan Server dashboard does not display the two widgets. To display the 
iDLP widgets, perform the following steps: 

1. On the OfficeScan dashboard, click +. 


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2. On the New Tab screen, provide the following details. 

● Title – Type a title for the new tab. 

● Layout – Select a layout for the Dashboard tab. 

● Slide Show – Choose to enable the slideshow option. 

● Auto-fit – Enable or disable to automatically adjust the height of a single widget to 
match the highest column. This feature is only available if there is only one widget in 
a column.  

 

3. On the newly created tab, click Add Widgets.  





 

4. On the Add Widgets screen, select Top Data Loss Protection Incidents and Data 
Loss Prevention Incidents Over Time.  

 

5. Click Save.  

The two widgets appear on the Dashboard.  

 

On the Top Data Loss Prevention Incidents widget: 

1. Select a time period for the detections. Choose from: 

● Last 24 hours – detections in the last 24 hours, including the current hour  

● 1 Week – detections in the last 7 days, including the current day  

● 2 Weeks – detections in the last 14 days, including the current day  

● 1 Month – detections in the last 30 days, including the current day  

2. After selecting the time period, choose from: 

● User – users that transmitted digital assets the most number of times  
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● Channel – channels most often used to transmit digital assets  

● Template – digital asset templates that triggered the most detections  

● Computer – computers that transmitted digital assets the most number of times 

In the example screens below, here are the key findings:  

● The user “gse” transmitted digital assets the most number of times in one week. 

 

● Channels most often used to transmit digital assets were from SMB and FileWrite. 

 

● The digital asset template that triggered the most number of detections was “A Sample: 
Word with Trend Micro”. 
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● The computer that transmitted digital assets the most number of times was “VM-
WIN2012-R2”. 

 

On the Data Loss Prevention Incidents Over Time widget, select a time period for the 
detections. Choose from:  

● Last 24 Hours – detections in the last 24 hours, including the current hour  

● 1 Week – detections in the last 7 days, including the current day  

● 2 Weeks – detections in the last 14 days, including the current day  

● 1 Month – detections in the last 30 days, including the current day  
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1. On the OfficeScan web console, go to Logs > Agents > Security Risks. 

2. Locate the domain or agent and then right-click to display the menu. 

3. Go to View Logs > DLP Logs.  

 

4. Select the time period.  

 

5. Click Display Logs. 

DLP log entries appear.  
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6. To view the detailed information for each log, click Details.  

 

 

Device Control regulates access to external storage devices and network resources. Device 
Control helps prevent the propagation of malware on removable drives and network shares 
and, combined with file scanning, helps guard against security risks.  
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Notification messages are displayed on the endpoints when device control violations occur. 
Administrators can modify the default notification message. 

In OfficeScan 11.0, the Device Control function integrates both Unauthorized Change 
Prevention Service and DLP features to manage storage devices. Device Access Control and 
DLP Device Control perform different roles.  

For example, in the figure below, different privileges can be set on USB storage devices. 
Unauthorized Change Prevention Service handles the following privileges: modify, read and 
execute, read, and list device content only. The block privilege is handled by DLP Device 
Control. 

 

 
Furthermore, DLP Device Control supports one more device type: mobile devices. This 
includes smartphones and pads, and software for synchronizing apps such as iTunes and 
HTC Sync. 

Device Control supports several kinds of devices. The next sections describe how to manage 
a USB device in the following scenarios:  

● Only  Unauthorized Change Prevention Service is enabled  

● Both Unauthorized Change Prevention Service and DLP Device Control are enabled 

● Only DLP Device Control is enabled 

 

To activate this feature, Unauthorized Change Prevention Service (Agents > Agent 
Management > Settings > Additional Service Settings) and Device Control (Settings > 
Device Control Settings) must be enabled on the OfficeScan agent. OfficeScan only 
monitors USB storage devices when the DLP module is not activated. 

When the Block the auto-run function on USB storage devices option is enabled on the 
Device Control Settings screen, OfficeScan prohibits USB storage devices from 
automatically running. It does not permit the USB storage to execute autorun.inf and 
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display the contents of the storage device. This prevents some viruses that use 
autorun.inf from infecting the system. 

You can assign any of the following permissions to a USB storage device. 

 

For more information, see Permissions for Storage Devices in the OfficeScan Online Help. 

To exempt specific programs and certificate providers from this feature, configure the 
following program lists. 

 

 Place local programs on storage devices into the “Programs with read and write access to 
storage devices” list to give them read and write access permission. For example, add 
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“c:\windows\system32\notepad.exe” into “Programs with read and write access to storage 
devices” list to allow users to open and modify the programs. 

 

For more information on how users can add the file path, see Advanced Permissions for Storage 
Devices and Specifying a Program Path and Name in the OfficeScan Online Help.  

Place programs on storage devices into the “Programs on storage devices that are allowed to 
execute” list to allow users or systems to execute the programs.  

 

 

Select whether to display a notification message on the client computer when OfficeScan 
detects unauthorized device access.  

If you selected domain(s) or client(s) on the client tree, click Save to apply the settings to the 
domain(s) or client(s). If you selected the root icon, choose from the following options:  

● Apply to All Clients – Applies settings to all existing clients and to any new client added 
to an existing/future domain. Future domains are domains not yet created at the time 
you configure the settings.  

● Apply to Future Domains Only – Applies settings only to clients added to future 
domains. This option will not apply settings to new clients added to an existing domain. 

 

To enable this feature, the user must first install and activate OfficeScan Data Protection and 
then enable the Unauthorized Change Prevention Service and Device Control for the 
OfficScan agent.  

When OfficeScan Data Protection is activated, there options on the Device Control Settings 
screen change. Block permission is managed by iDLP. 

 

With Data Protection (iDLP) installed, OfficeScan offers more functionality for USB access. 
Apart from the Device Control feature, iDLP adds the following options.  


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● Allow or block access to mobile devices – This setting controls access to mobile devices 
using synchronization apps such as iTunes and HTC Sync.  

 

 

To view the detailed list of supported mobile devices, go to Agents > Agent 
Management > Device Control Settings and then click supported device models. 

● Allow or block access to non-storage devices – This setting allows or blocks access to 
non-storage devices. There are no granular or advanced permissions for these devices. 

 

 

● Allow or block the access to USB storage devices 
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The Read and Block permissions are controlled by iDLP. Device Control allows users to 
block access to all USB storage devices, except those that have been added to the list of 
approved devices. 

To modify the whitelist, select Read and then click Advanced permissions and 
notifications.  

 

The user can allow access to a specific device by adding its vendor, model, and serial ID 
information to iDLP whitelist. If a device is in the whitelist, iDLP allows access to the 
device. 

Trend Micro also provides a Device List Tool that scans an endpoint for external devices 
and then displays device information in a browser window. Users can then use the 
information when configuring device settings for Data Loss Prevention and Device Control. 

Users can find the listDeviceInfo.exe file in the following folder location:  

<Server installation folder>\PCCSRV\Admin\Utility\ListDeviceInfo.  

 

To add a device, the vendor information is required. However, if the system cannot read the 
device vendor information, type “*” and then add the other information generated by the 
Device List Tool. Adding devices to the Program Lists is also recommended. 

Alternatively, users can select Block and then add specific USB storage devices into the 
whitelist by clicking Approved devices. 

 

After adding a device to the list, users can click Advanced permissions and notifications 
and then add devices to the Program Lists.  
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When the Unauthorized Change Prevention Service is disabled and Device Control is 
enabled, only the iDLP features are available. 

● For USB storage devices, the following permissions are available: Full access, Read, and 
Block.  

● When Read is selected, the advanced permissions and notifications are all available.  

● When Block is selected, users can add approved devices but only the Full access permission 
may be assigned to the approved devices.  

● The Program Lists are unavailable.  
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Notification messages display on endpoints when Device Control violations occur if the 
Device Control notifications are enabled.  

 

When a violation occurs, users would see a message similar to the following image: 
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USB access violation logs will also be available: 

 

 


