Trend Micro Tool for Microsoft SQL Server Deep Security Database Migration

Welcome to the landing page for the Trend Micro Deep Security database migration tool. You are being routed to this page because the Deep Security Manager upgrade you are performing requires database schema changes. These changes are required only for Microsoft SQL Server databases. 

You can download the tool from this URL: 

For 9.6 Service Pack 1 Patch 1 (Build 9.6.3400) release see http://esupport.trendmicro.com/solution/en-US/1113923.aspx 

For 9.6 Service Pack 1 (Build 9.6.3177) release see http://esupport.trendmicro.com/solution/en-US/1113329.aspx 

For 9.0 Service Pack 1 Patch 5 (Build 9.0.7007), or 9.6 (9.6.1589) releases see http://esupport.trendmicro.com/solution/en-US/1112218.aspx

The tool can migrate the database schema to either of the following DS versions: 

· 9.6 SP1 P1 (and above) 
· 9.6 SP1
· 9.0 SP1 P5 / 9.5 SP1 P3 (and above)  

This tool mainly consists of .Net executable binaries and specifically designed SQL scripts. To use this tool, unzip TrendDBUpgrade.zip in a temp directory, preferably on your system drive.

Note: There might be some small discrepancies between the screenshots shown in this article and the version of the product you are working with. 
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How to Install the Tool

Double-click TrendDBMigrator.exe to run the tool. On launch, it will check for its dependencies. If the dependencies could not be located or are not installed, it will display this message: 
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Dependencies

The tool has three dependencies:

1. Microsoft .Net Framework 3.5+

This tool requires a system with .Net Framework 3.5+ installed. If your server is not equipped with this framework, you can install it by clicking to Server Manager Icon on Taskbar and then clicking Add roles and features. Please walk through the wizard and then select .NET framework 3.5 Feature and complete the installation. This may take several minutes to complete. 
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2. Microsoft® SQL Server® 2008 R2 Native Client 
3. Microsoft® SQL Server® 2008 R2 Command Line Utilities (SQLCMD)

Continuing with the tools installation wizard, click YES for the installer to download the dependencies from the Microsoft Website. It will start downloading those two dependencies and install them in the background. For this to work, your system must have access to the Internet. Installation may take few minutes depending on your network speed. 

While downloading Microsoft SQL Server Native Client and SQL Command Line Utilities, the tool creates a sub folder named InstallMe under the same extracted folder from where you have run the tool’s binary - TrendDBMigrator.exe. The newly created folder contains the following two executable files and their respective installation log files get created in the same folder, as shown below: 
· SqlCmdLnUtils
· Sqlncli
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On successful download and installation, the following message appears. Click OK to start the tool: 
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You can check the dependencies installed under Control Panel > Program and Features, as shown below: 
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If the download fails or you choose NO, you will see the following message. When you click OK, a page corresponding to the missing dependencies will open in a browser, where you can download manually and install the dependencies before running the tool again, as shown below: 
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How to use the tool

The tool has three tabs: 

1. Database Settings
2. Schedule Migration Jobs
3. Real-time Log

Database Settings

This is the main tab where you must enter the required information and credentials to connect to your SQL Server. Once you enter the SQL Server IP, User Name, and Password (Instance is optional and normally left empty), you can click the Connect button. If the information is correct, you should see a list of all T0 databases present on that SQL Server. 

Note:
You can provide “IP,PORT” (192.168.1.xxx,1433) combination in “T0 Server IP/Host” field. 
For SQL server dynamic ports, tool will only work if “SQL Server Browser” Service is running (disabled by default). Start the service if it’s not running and then relaunch the tool. In such case, firewall must allow communication on dynamic TCP Port allocated by SQL Server.
 
All the data in the grid is sortable. To sort data in the grid, click the appropriate column header. The data will sort in either ascending or descending order based on the previous state. 
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The image above shows a list of T0 databases. In the Migration Status column, there are results showing “Already Migrated” or “Not Migrated”. “Already Migrated” indicates that the database has all required fields converted to BIGINT or it is the latest installation and does not require schema migration. Databases that are already migrated are highlighted in green. 

For databases that are “Not Migrated”, you can click them one by one and migrate them. You have three options to migrate a database: 

· 9.6 SP1 P1 (and above) 
· 9.6 SP1
· 9.0 SP1 P5 / 9.5 SP1 P3 (and above)  

If you switch between the “Migrating T0” options, you need to click the Connect button again to fetch the associated results for that version. 

If the Show Multi-tenants DSM Database Only box is checked, you will see only T0 databases that are multi-tenant. If this box is unchecked, you will see all Deep Security databases present on the SQL Server. 

Note: All red buttons are ones which can either change database schema or data. Green buttons cannot change the schema or data. You can run simulations by clicking Run Simulation – Selected Databases and also check space using the Check Space – Selected Databases button.

The following screen shows a database named “ak-test2” selected. Its two tenant databases (Tn), named “ak-test2_1” and “ak-test_2”, are displayed. 

Please note the Migration Status of both tenant databases is “Cannot Migrate”. The reason is that the T0 database (“ak-test2”) has not yet been migrated. It is essential to migrate the T0 first and then migrate all related tenants in one step. 
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If the tenant(s) appears grey in the grid, it means its database schema has already been migrated to bigint.

To migrate a database, click the database name from T0 and do not select any Tn. Then click the “Migrate-Selected Database” button.

Note: This tool calculates and checks the disk / volume free space available and required before attempting to migrate the database schema. If there is not enough physical space available, it will display the following warnings and close. 
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The image above indicates that the available space is Not available (even though physical space is) as database is not allowed to automatically grow (Growth Type None). This is not the default setting on MS SQL Server, but it can be changed to simulate this use case. The same warning will appear if there is actually not enough physical space for DB to grow automatically:
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The tool takes 150% of current DB size value to calculate required approximate physical space. 

The tool, on manual migrations only, will show that the (approximate) required physical space is available for migration: 
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1. Click OK. Read the warning shown below and click OK. 
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2. Read the following message and then click Yes. 

[image: ]

3. Check the real-time log in the tool as it starts migrating the database: 
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Once the migration is complete, you will see the log file. The log file name indicates information like the operation executed, date, time, and database on which that operation has been executed.
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This log file is placed under the extracted TrenDBUpgrade – Log folder, as shown: 
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At the end of log file you will see that the schema migration is completed and the script executed successfully: 
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Go back to tool and you will observe that the Migration Status column for “ak-test2” database is now set to “Already Migrated”. 

Note: The tool needs exclusive access to database, so it kills all active sessions and connections, puts the database in single user mode, renames the database, put database to multiuser mode, executes migration script, kill all active sessions again, put to single user mode again, rename back to original name and  then changes the database back to multi-user mode again.

The tool also verifies that the credentials used are correct and the user used to connect to the database has the “db_owner” role (IS_ROLEMEMBER('db_owner')). If not, the credentials are rejected. If the tool produces an error message about wrong credentials for the selected TN, you can edit the username and password field by clicking the respective cell.   

Tenant’s Migration

Now it’s time to migrate the Tenant databases. The “ak-test2” database in our example has two tenant databases. You can migrate a maximum of 10 tenants at a time. Select your tenants from the Selected T0’s Tenants area, as shown below: 
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Click Migrate-Selected Tenants to the tenant databases. The tool will check the available space for both tenants and if there is enough space, it will give display the following information. This information is repeated for each tenant that you selected for migration. Click OK to dismiss each message.
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The amount of time that tenant migration takes depends on how many databases you have selected. When the migration is completed, a log file is opened for each tenant, showing that migration has been completed, as shown: 
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All log files are saved in the same TrendDBUpgrade – Log folder. On completion, in the Selected T0’s Tenants area, each tenant is now displayed as “Already Migrated”: 
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Please go back to the Deep Security Manager machine and try to run the DSM installer. The installer will now upgrade the Deep Security Manager smoothly.

Distributed Database Servers for Tenant Databases 

If there are many tenants and their databases are distributed over more than one SQL Server, the tool will need credentials for the tenant databases that are on servers other than T0. All those tenants will display “Connection Error” under Migration Status. You will need to manually enter those credentials for each tenant, as shown below. To enter the usernames and passwords, click the tenant from Selected T0’s Tenants and then click User Name. Type the user name here, press Tab on your keyboard, and then type the password in the User Password column. The “Connection Error” status will change to “Not Migrated”. 
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Schedule Migration Jobs Tab

As the name indicates, if you do not want to migrate manually, you can run the migration process as a scheduled batch job.

Once you are connected to the SQL Server and have populated the database lists on the Database Settings tab, the same tenants list will appear on the Scheduled Migration Jobs tab. 

Note: Schedule Migration Jobs are only available for tenants and are not applicable on T0. You need to migrate T0 using the Database Settings tab, as described in previous section. 

Here, you can select one or more tenants (up to a maximum of 10 tenants) using the Select checkboxes in the data grid. After selecting the required tenants, click Add to Scheduled Job. If the selected database is not already migrated, it will be added to the Scheduled Jobs list. 
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To enable a job for execution, click its Toggle button in the Toggle Schedule column. Once you click the Toggle button, a new dialog will appear where you can select a date and time when you want to run the job.
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Select the appropriate time (please plan service upgrade down time and communicate with client in advance) and then click OK. 

Note:
The approximate down time depends on DB size being migrated and SQL Server physical capabilities (like CPU and RAM etc.). For example a standard SQL Server with 30GB database size in our testing took around 5 hours to migrate. If you truncate data before migration, this much time won’t be required (it will be very fast). In truncation, only old events data is truncated from events related following tables:

Systemevents, antimalwareevents,antimalwarequarantinedfile, antimalwarespywareitems, webreputationevents, antimalwareeventhistory, webreputationeventhistory, integrityevents, integrityeventhistory, loginspectionevents, loginspectioneventhistory, packetlogs, packetlogdatas, payloadlogs, payloadlogdatas, packetloghistory, entitys, attribute2s and supersededentitys


The Scheduled column shows “Yes” and the Execution Date and Time are also shown: 

[image: ]


To remove the schedule from Scheduled Job, click Toggle and the Scheduled column will display “No”. 
To remove a job from the list of Scheduled Jobs, select the job and click Remove Selected Job. If you want to remove all jobs, click Remove all Jobs and it will remove all jobs from the list. 

Note: Once the tool is executing a job, that job cannot be removed from the list. 
Once the job is scheduled, you cannot exit the tool. It must be kept running. Logging out of the machine will kill the tool and any scheduled jobs will be lost. If you kill the tool, you have to recreate and reschedule all the jobs again.
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On execution, a scheduled job will produce a log file in the folder TrendDBUpgrade – Log, as shown: 
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Messages related to scheduled jobs do not appear in the real-time log. When the job is done, it is removed from the Scheduled Jobs section and the Migration status under T0 Tenants List is changed to “Migrated”. 

Note: If you scheduled a job under the Schedule Migration Job tab, it is scheduled to be run at a certain time. If you go back to the Database Settings tab and click Disconnect, it will disconnect the connection from SQL Server; however, the batch job will still remain under the Schedule Migration tab and the job will run at its scheduled time. You will not be able to close the tool and if you attempt to do so, a message will be displayed, saying that the batch job is scheduled. If you remove the scheduled, it will close the tool. 

Real-time Log

This tab shows messages thrown by various operations being executed. The same messages are saved in their respective log files as well.

[image: ]
WARNING

The extracted folder TrendDBUpgrade has these subfolders: 

· SQL_1 
· SQL_2
· SQL_3 

The subfolders contain the following SQL Script files, which should not be modified, deleted, or moved outside this folder.

· DeepSecurityDatabaseBigintMigrationScriptSimulation.sql
· DeepSecurityDatabaseBigintMigrationScriptTableSpaceUsageSummary.sql
· DeepSecurityDatabaseBigintMigrationScriptTableTruncation.sql
· DeepSecurityDatabaseBigintMigrationScript.sql
· UnlockDatabase.sql

The tool will not run if any of the files mentioned above are missing. You MUST NOT change these files. If you do so, you may lock or corrupt your database.

Remote Query Timeout

This tool, on execution of any operation (other than Usage Summary), sets the Remote Query Timeout value to 0 (no timeout). The default value is 600 Seconds. It reverts back this value at the end of the script execution. If the script fails for any reason, you can find the original value from the log file and manually revert it.
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Tool Migration Logic

When you click Migrate-Selected Database button, this tool performs following steps: 

· Kills all active connections to database being migrated.
· Changes database to single user mode.
· Renames database and append it to “_locked”, for example if database name is DSM, then it will be renamed as “DSM_locked”.
· Changes renamed database to multi-user again.
· Runs migration /other scripts on renamed database (usage check does not rename database).
· On completion, kills all active sessions.
· Changes database to single user mode.
· Renames database to original name.
· Changes database to multiuser.

Note:
If the migration script fails for any reason, it may leave a renamed database or leave the database in single user mode. To fix this, you can perform any of the following two steps: 
[bookmark: _GoBack]
· Rename the database manually back to its original name by right clicking the database name then clicking Rename 
· Change the Restrict Access to MULTI_USR by right clicking the database name, clicking Properties,  clicking Options, under State – Restrict Access, as shown below: 
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Settings:

[image: ]

Connection and Command timeout can be changed using these options.
Please do not change the “DSM Constraints Count” and “Available Database Space” without consulting SEG engineers.


image2.png
Microsoft® SQL Servr® 2008 R2 Command Line Uiiies (SOLCMD)
could o be ocated. Program can not continue without required
dependencies.

‘Would you e thi tool o donnload and instalthem from Microsoft
Dovinioad Center now?





image3.png
Select features

Before You Begin
Installaton Type
Server selection

Server Roles

b 8 NET Framenork 45 Festures (nstalec)
b [ Background Intligent Transfer Senvice (B75)

0] BittockerDrve Encryption

] Bitlocker Network Unlock

[ BranchCache.

[ Client for NFS.

03 Dt Center Bidging

0] Enhanced Storage:

0 Foilover Clusering

01 Group Policy Management

3 Ink and Handurting Senvices

1 Intemet Priting Clent

01 1P Address Management (PAM)Server

DesTIATON sERvER
frevey

Description

NET Framenork 3.5 combines the
‘power of the NET Framework 20
PIswith new technologies for
buiding applicatons that ofer
appeaiing user interaces,protect
your customers personsl identty
nformation, ensble sesmiess and
secure communication, and provide
the sbilty to model s range of
business processes.

nstall





image4.png
i » TrendDBUpgrade » TrendDBUpgrade » InstaliMle

Name Detemodfied  Type see
3 sqiCmdtnbtis SOREESIAM  TewtDocument e
) SqiCmatabtiis S//201682AM  Windows Installer... 12205 KB
| sainci S/9/2016853AM __Ted Document 194K8
[Fapas SOREEs AN Vindows sl - 793K





image5.png
Information

Following dependencies installed successfully:

1. Microsoft® SQL Server® 2008 R2 Native Client
2 Microsoft® SQL Server® 2008 R Command Line Utites

oK





image6.png
(7] TrendMicro Microsoft SQL Server Database Bigint Schema Migration Tool

@ Menu

UserName: sa

Inegrated Secuity

T0 or DSM Databasels]

Database Setings | Schedule Migratan Jobs | Feaktine Log|
DB Connection
T0Database Server [P/Hast. 10.203.176.136 Server Instance Name:

Migrating T0 To: (9.6 SP1 P1 (and abave) -

Show Multitenants DSM Database Only

Passward:

Database Name Migration Status __Schema Version

Data Space Usage - MB

Available Space - MB__Space Required - MB

Manual Operations for Selected TO or ather DSM Database Only

e r——

TunsoResods ] (L Unokiseeuabacae ) (LFunSimdsten:SeceaDasbass ) (L CheckSpace:Seksisdbatbes
Selected T0' Tenants

Select_Migation status _ TenantlD  Name  Databose Name  TemantDBIP  Instance  UserName Usor Possword _Dota Space Usage M8 Ava
y NotMigated |1 n [t 10203176135 w 25719 50

Not Migrated 2 12 dsm_2

10.203.176.136 sa 257.24 749.

Manual Dperations for Selected Tenants Only

[P e [

UnlotaSceciod Terntsssss)] (saFunSimiaions5cecod Tevortons] (aCieskiSpacesgeisaod enans





image7.png
Control Panel Home.

Viewinsald vpdtes
§ Tum Windows festures n o

off

[ » Control Panel » All Control Panel tems » Programs and Features. v B

Uninstall or change a program
S ——

O - ‘e

Name - Installed On _ Size.

15 S i 26 Coi i Ui e Capision 908 78 OShIE0T

'3 Microsoft SQL Server 2008 R2 Native Client Microsoft Corporation’ 5972016 10.50.1600.1

[EMicrosoft Visual C++ 2008 Redistributable - 64 9030... Microsoft Corporation 2162016 132M8 90307296161

{87 Microsoft Visual C+ 2008 Redistributable - 136 9.030.. Microsoft Corporation 2162016 10.1MB 90307204148

) Trend Micro Deep Securiy Agent Trend Micro nc. 972006 BIMe 95275

[B]Trend Micro Deep Security Manager Trend Micro e 955600

[ ¥hware Tools Wware, nc. 167205 Q7M8 901029005




image8.png
Please download and install, Microsoft® SQL Server® 2008 R2
Command LineUtities (SQLCMD), from Microsoft dovnload center.

ou mustinstaln sequence folloving:

1. Microsoft® SQL Server® 2008 R2 Native Client
2 Microzoft® SQL Server® 2006 R2 Command Line Utities

Please run upgrade toolagainafter insaling dependencies





image9.png
I
How to get the SQLCMD standalone for Microsoft SQL Server Management

Microsoft® SQL Server® 2008 R2 Command Line Utilities

SQLCMD wiliy allows users to connect to, send Transact-SQL batches from, and output row-set information from SQL Server 7.0, SQL Server 2000, SQL Server 2005, and SQL
Server 2008 and 2008 R2 instances.

Note: This component requires both Windows Insfaller 4.5 and Microsoft SQL Server Native Client (which is another component available from this page)

Audience(s)

X386 Package(SqlCmdLaUiils msi)

64 Package (SqlCmdLaUtils.msi)

TAG4 Package(SqlCmdLaUtils msi)

Microsoft® SQL Server® 2008 R2 Native Client

Microsoft SQL Server 2008 R2 Native Client (SQL Server Native Clieat) is a single dynamic-link library (DLL) containing both the SQL OLE DB provider and SQL ODBC driver.
Tt contains run-time support for applications using native-code APIs (ODBC, OLE DB and ADO) to conzect to Microsoft SQL Server 2000, 2005, or 2008. SQL Server Native Client
should be used to create new applications or enhance existing applications that need to take advantage of new SQL Server 2008 R features. This redistributable installer for SQL
Server Native Client installs the client components needed during run time to take advantage of new SQL Server 2008 R2 features, and optionally installs the header files needed to
develop an application that uses the SQL Server Native Client APL

Audience(s):

'X86 Package (sqlnclimsi)

'X64 Package (sqlncli.msi)

TAG4 Package (salnclimsi)





image10.png
[2) TrendMicro Microsoft SQL Server Database Bigint Schema Migration Tool

[
Menu

Database Settings | Schedule Migation dobs | Realtime Log
DB Connection

TO Database Server IP/Host: 1020313678 Server Instance Name:

‘Show Multitenants DSM Database Only
User Name: 2

Passord

Integrated Securty

M 0T
T0 or DSM Database(s)

To sort list. please click on column header.
‘Space Required - MB
0.47 2628.14

196.97

Database Neme  Migration Status __ Schema Version _ Data Space Usage -MB___ Available Space - MB.
dem_96_3400 Already Migrated | 9.6.4014 1752.09
dem_9_6_1589  Aready Migrated

BT | —reaver—

o Seleied Dabase. ] (L Semdaion Selcid Dabase ) (L Grock Space-Seleced Datcbse

Selected T0's Tenants

Please click column text to edit user and password. To sort lst. please click on column header

Manual Operations for Selected Tenants Only

[ Mot Seeced Torats | [ Trncate-Fecos

Uriock-Seleced Terarts ) [ Fur SdatonSelected Tnarts ] [ Creck Space-Selced Torrts





image11.png
@ Menu
Database Setngs | Schedue Migaton Jbs | Resiime Log

‘TrendMicro Microsoft SQL Server Database Bigint Schema Migration Tool

DB Connection
0 Detabase Servr P/Host: (10203141173

User Name: [z

] Integrated Securty
TO or DSM Database(s)

Serve ntance Nane:

Passwort; [

Mgrating TO To:  © 9.6 SP1 (Latest Patch)

[V Show Multitenants DSM Database Only

© 955P1 (atest Patcry | Comect | [ Dot

Databose Name_ Migration Stalus __Schema Version

Data Space Usage - MB_~ Available Space -MB__Space Requied - MB.

aktest1 Not Migrated 955600

7639

02

564.58

Manual Operations for Selected T0 or ther DSM Database Orly

Mgrte -Seectod Dtabase Tuncate -Recors

Fun Siution - Selectod Dtabase

(Check Space - Seected Deabase.

Selected T0's Tenants.

Solect Migration satus

Tennart DB 1P

L]

[ Cannot Migrate:

10203141173

Manuia Operations for Selected Tenants Only

et - Slocted Tenarts Tuncats - Recorts

Unock - Selacted Tenarts

i Siuiston - Seected Tenarts

Check Space - Seected Terarts





image12.png
Warning

Space used by database [dsm]=5TL9921875 MB
150% of used space i 57.98826125 ME.

Available Volume Space=10532 ME.

Growth Type=None.

Growth Max Size=-1 (negativ - unresticte file growth)

Required space is NOT available for migration or database file auto
growth is not enabled with unrestricted file growth,

Itis recommended to have at-least 50-100 GB extra physical disk /
volume space and allow database and database file unrestricted
growth,

oK





image13.png
Database Properties - dsm

B

Soipt - 13 e

i

P =] 3

Filgroups

% Gplions
= Change T ) Ense s

Pemissions
2 ExendedPro

File Grawth

& InPercent

© InMegabytes
Masimum File Size.

© Resticted Fl Growth (MB)
& Unvesticted File Grawth

Change Autogrowth for DSM

==

4

o =
= T P Path
= By 10 percent, uresticted growth || \Program Fles\Wiciosaf SOL Server3S0L10_50 SGLEXPRESSHSS0L
By 10 percen, resicted gromtht.. | cAProgram Fles\Wiciosaft SOL Servert3S0L10_50 SOLEXPRESSAHSSOL.
mnH:

Connection

Server
KM-EXPTESTASOLEXPRESS

Connestior:

8 View comnecton roperies

Ready <

Add





image14.png
Information

Space used by database [dsm|=571.9921875 MB
150% of used space is 857.38828125 MB.
Auailable Volume Space=10532 ME.

Grawth Type=Percent,

Growth Max Size=-1 (negativ - unresticte file growth)

Required space is available for migration,

oK





image15.png
Plesce note that DSM will nt ok e the migration sript s
exccuting.

While executing migration procedures, you might see faled o connect
to atabase eror meszages in DSM loge.





image16.png
Warning

‘This ool should onlybe used to migrate DSM schem from versions &,

9,85nd 5.

Areyou sure you want to migrate selected database?





image17.png
@) Menu

Database Stings | Schedule Migaton s | Reatime Log

o e e e e T T
irbute2s EnttyD bortupersedsderttys. WasEriyD:
o 0B 17 B "oes TI20STIIT  tteEnpor 20
(2016 sy 0061704035413 ktes2 10203141 colmEndPos: 41
(016 0061704066623 aktes2 10203141173
(201 Hy10061706062216  kies2 1020BM4TI73  curent : antmalnarevenison AntMawareEventHstoy|Dbignt
(1600617041118 akies2 10203141173 remander

o R e e e I e
frthitor egrtyEventsony D bigiiegtyeventhisiay iegryEventIDbigrt nullognspectoneverts LoginspectionEvertID bgriloginspecioneveritr LogispectionEverttison/D bord
el e T i bl sl e e e ey e bt A e e )
o FacklagDbort e FajoalaitonlDorbafodostida FajoadonD et e D et et D fsdez D ortpenecadots s g

BUioHar 1006 7001010 ez 10ZBULIT P 2
(2016 My 00670416219 aktes2 10203WTT73  columEndPos: 50
(2016 Hay D07 UG aktes2 10203141173
(2016 My 006 T70420015  sktes2 102BI4TIT  cument : srimabseeverthistony AtVishearEvert Dbiget vl
(2016 sy 0061704 226%  aktest2 10203141173 romander
Inebreputationeverifidony ViebReputationEverd oy D bortinebeoktainexerdhitory WebRepationEvertD it nlltegryeverts sty EvertD bigtilegtyeverthistory ety Eventison D
Jo rtegtyEventID gt nlloginspectonevents LoginspectionEvert: Log
Irtpacketogdstas PackelLogDtalD bgrtbayoadogs PayloadLoglD bigrtbayadogdats.PayoedLot
[LogHstoyID bigrtbayioadogtisay. PayioadLoglD bigt ety Eny|D bgrekerays AgerEttyIDbiget nullbue2s EntyD:
(2016 ay-1006.170¢ 265411 actesz 0203141175 tabletndPos: 24
(16 0061704300623 akies2 10IUTT  coumEncPos: 43
N 0BITUIED  akies2 WNIUTIT
01Ny 006T70634762  akies2 1020BITIT3  curent - webrepctabonevertrisory WebPeuiatinEvertHston Dbignt
(2016 Hay-006 1704363013 akiest2 10203 WIT73  romancer:
Inebrepudatonevertfsor Vb eputaionEvertID bignt ulitegryevertstegiyEventDsgrtitegryeventistay integrtyEverHitory D igntintegtyeversiton iegiy EventD ignt
InEveriD biglognspecianevertisoy LognspectonveristorlD bigntognspectaneventisay LognspectonEvent D gre ullackeloge PacketLogiD bigintpackelogdata.PackeLogDatalD birtpayadoss Payioad
llogD bigrtpanjoadogdatas PayioadLogDatalD igntpacketioghistony PacketLogHstoy D bigtpacketogistoy PockelLoglD boré nlpaycadoghidon PayoadLocHistoyiD biortayioadoghiton PayoadLogiD gt nullen
ity EntyID bigntertys AgertEstyID b ullatite2s ErttylD bigntupersedederttys s EntylD it
(2016 sy 0061704410780~ aktest2 10203141173 taboEndPos:26
(016 sy 0061704410780 aktest? 1003MTTZ  columEndPos: 54
(16 006170447223 aktes2 10203141173
(DI Hy0061708467814  akies2 10203141173 cument : webreputatoneverthisony WebRepuatinEventIDbigrenul
(016 My 006170450215 akies2 10203141173 remander:
ety Eventistoy D bigrinegyeentistoy tegryEveriD bgntnllognspectonevens LoginsosctionEvertD bigntlognspecioneventistory Loghsoectonvert
[HitoiD bt JnspectionEventiD bors nlpackeogs PacketLogID bt packeiogdates PackeLogtalD bgr yioadogs PayfosdLoglD bign payoadogdsias PayoadLogDaalD bgrtbackel
b e e S ey
(2016006 704550313 aktes2 10203141173 tabeEndPos: 26
(2016 My 0061704561410 akies2 102031IT73  columEndPos: 47
(2016 My 0061704597019 aktes2 10203141173
2016y 006706648 sktesm2 102I3M4ITT  cument : tegnyeverts ey EventiDbignt
(2016 oy 00670467013 aktest2 10203141173 romainer:

bigetpockellogdas bigetpajoadogs PajoadLoalDbigrtpayoadopdtes
et boipafosdosvtoFofost oo Ao Atk A S St 5 Dot B35 Pt ot

jackeloghstony.
e





image18.png
Fle Edt Format View Help

po16-May-10 06:17;

2016-May-10 06:17;
2016-May-10 06:17:

2016-May-10 06:17
2016-May-10 @6:17:

2016-May-10 06:17
2016-May-10 @6:17:
2016-May-10 06:17:02:537806
2016-May-10 6:17:

2016-May-10 6:17:
2016-May-10 06:17:02
2016-May-10 6:17:

2016-May-10 06:17
2016-May-10 06:17:02:756221
2016-May-10 06:17 1798
2016-May-10 06:17:02:787413

ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2
ak-test2

10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173
10.203.141.173

Trend Micro Canada -
sxxxmmasmmeasxnsen Executing Migration SCript *rewwxssmzxxszsaaxs

SQL Server Remote Query Timeout=600
This script will operate on database-ak-test2

Network packet size (bytes): 4096

1 xact[s]:
Clock Time (ms.): total 94 avg 94.00 (10.64 xacts per sec.)

Setting remote query timeout to @ -
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Network packet size (bytes): 4096
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KILL 56; KILL 63; KILL 77; KILL 8; KILL 81; ALTER DATABASE [ak-test2] SET SINGLE_USER WITH ROLLBACK IMMEDIATI

- llew DB Name [ak-test2_locked] --

The database name ‘ak-test2_locked' has been set.
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*** Current Progress - 19/19 - €9:17:12:020

19. Schema migration completed successfully

80 Deep Security Database Migration Script >>> Schema Migration Completed

2016-05-10 69

060 Completed tine

960 Total Schema Migration Time in seconds

Network packet size (bytes): 4096

1 xact[s]:
Clock Time (ns.): total 5660 avg 5600.00 (0.18 xacts per sec.)
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Network packet size (bytes): 4096

1 xact[s]:

Clock Time (ms.): total 31 avg  31.00 (32.26 xacts per sec.)

wexssweeenseeeen Finished Executing Migration Script mrexsxsssxxrssxs
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2016-May-10 06:29: ak-test2 1 10.203.141.173 @@ Conpleted time
2016-May-10 06:29. ak-test2 1 10.203.141.173 -
2016-May-10 06:29:40:003917  ak-test2 1 10.203.141.173 @60 Total Schema Migration Time in seconds : 4
2016-May-10 86:29:40:035111  ak-test2 1 10.23.141.173 -
2016-May-10 06:29:40:035111  ak-test2 1 10.203.141.173
2016-May-10 86:29:40:035111  ak-test2 1 10.203.141.173 MNetuork packet size (bytes): 4096
2016-May-10 06:29:40:035111  ak-test2 1 10.203.141.173 1 xact[s]:
2016-May-10 86:29:40:035111  ak-test2 1 10.203.141.173 Clock Time (ns.): total 15507 avg 15507.00 (6.06 xacts per sec.)
035111 ak-test2 1 10.203.141.173
035111 ak-test2 1 10.203.141.173 MNetwork packet size (bytes): 4096
035111 ak-test2 1 10.203.141.173 1 xact[s]:
035111  ak-test2 1 10.203.141.173 Clock Time (ms.): total 62 avg 62.80 (16.13 xacts per sec.)
2016-May-10 €6:29:40:035111  ak-test2 1 10.203.141.173
2016-May-10 86:29:40:050710  ak-test2 1 10.203.141.173 MNetwork packet size (bytes): 4096
2016-May-10 66:29:40:050710  ak-test2 1 10.203.141.173 1 xact[s]:
2016-May-10 6:29:40:050710  ak-test2 1  10.203.141.173 Clock Time (ms.): total 16 avg 16.80 (62.50 xacts per sec.)
2016-May-10 €6:29:40:050710  ak-test2 1 10.203.141.173
2016-May-10 06:29:40:050710  ak-test2 1 10.203.141.173
2016-May-10 €6:29:40:050710  ak-test2 1 10.203.141.173
2016-May-10 06:29:40:050710  ak-test2 1 10.203.141.173
2016-May-10 66:29:40:050710  ak-test2 1 10.203.141.173 *xxssxxssrxxss Finished Executing Migration Script xswesssssvsxsss
2016-May-10 06:29:40:050710  ak-test2 1 10.203.141,173
2016-May-10 €6:29:40:050710  ak-test2 1 10.203.141.173
2016-May-10 06:29:40:050710  ak-test2 1 10.203.141.173

<





image26.png
Menu

‘TrendMicro Microsoft SQL Server Database Bigint Schema Migration Tool

Database Setings | Schedude Migaton i [ Realime Log

DB Connection

T0 Database Server IP/Host:

10203141173

User Nare:

70 or DSM Databasefs)

] itegrated Secuty

‘Servernstance Name:

Password: [

Mirating TOTo: ~ ® 9.6 5P1 (Latest Patch)

V] Show Multienants DSM Database Only

O 955P1 (Latest Patch) | Comect | | Dicomeet

Datobase Name_ Migralion Stalus __ Schema Version|

Data Space Usage - MB

Avalable Space -MB__ Space Required - M8

akctestt

Not igated 1955600

37698

044

565.47

‘Manual Operations for Selected TO or other DSM Database Only

Mgate -Selected Dtabase Tuncate -Recods

i Sivision - Selcted Deabase.

Gk Space - Sected Datsbase

‘Solected T0's Tenants

‘Solect Migration status  Tenart 1D Name _ Database Name

Tornart DB 1P nstance

10203141173

Manual Operations for Selected Tenants Only

Migrate - Selecied Tenarts

Tuncate - Records

Uriock - Socted Terarts

Fun Simation - Selected Tenarts

Ceck Space - Seected Tenars





image27.png
Delebese Selings | Schece igaton b | Reakine Log |
DB Connection

TODabace Seve P/Hot [10203 141173

Useilane: [

I Inegted Secuty
~T0 o1 DSM Database(s)

Serve Inetance Name:

Passuod

Migrating 10 To: 9.6 SP1 P1 {and above)

& 9.0SP1P5 /9.5 5P1 P3 (and above)

% Show Multitenants DSM Database Only

e

To sort s please click on column header

Database Namo | Migiaion Status | Schema Version

~Manual Operations for Selected TO or other DSM Dalabase Only

| Data Space Usage - B

| Available Space -MB

Space equired - MB

Urlock - Seleted Database

S SocdDosb_| | ok S Sotonors|

Connection Enor

 Selected 10 Tonots
e
Select | Migiation status | TenantID | Name  Database Name  TennantDBIP Instance  UserName | UserPassword | Data Space Usage -MB | Aval
Aty Migoted |1 [ st o173 |3 os
ity Migoted YT oz 1173 518 [
|Alieady Migrated 10203141173

209 0.9

| |

"Mamnl Operation for Selected Tenants Only

Urlock - Sekoted Tenarts

i S Tenos_| ik S-St Tenrs_|





image28.png
To sort list. please click on column header.
T e TR Nare  Tewan D87 ramrce s Vame UssPosmwor D Spno Usee - __ sl Space 18

O ] Vgded |1 " 02031411 5 E 2 845

o sor st please cick on column header._





image29.png
o sor st please dick on column header.
igation stos Name Teorari DBIP ntance  Userame User Pasaword__Dota Space Usge
ted 1 020314

To sort list. please click on column header.
[ Jrororo meooion et omroms oot Jsomai s

R K e 1 N PR ™

Date:  [10May 2076
-
St 5]

Toems 1 tem sleced 26K —




image30.png
o sor st please dick on column header.
Vigrion stus Tersrt D Nave  Database Name _ Temart DE 1P
Vigaied

Migrating Tenart(s) To:  ®) 96.5P1 (Laest Pach)

o sor st please cick on column header._

[ Jrororo meooion et omroms oot Jsomai s

R K e 7N N





image31.png
TrendMicro Microsof

o sor st please cick on column header.
Vgrton satus Tenart D Name Tereart DB Intance _ UserName

Migrating Tenart(s) To:  © 96571 (Ltest Patch) O 95571 (Ltet Pate)

To sort list. please click on column header.
[ Jrerors Trommovirs oo vermes | semonrtee o T

e e oeeorw e [T ]

(|





image32.png
Home  share  View v e

©  « 1[Iy TendDbtegede » Tendpgsde » Log o] [Genaries 7
R Favortes Neme. - Date modified. Type. Size
B Destop 1) 2016-May-10:0550- 19004398 PACE s test-420 S06IDAM  Tot Document 516
118 Downloads ] 2016-May-10-07-51-28-904053-SPACE-akc-test1-2392 S/10/2016 1051 AM  Text Document KB
G Recetplaces ] 2016-May-10-11-02-50546016-UPGRADE:sk et1-132 006 1403 A1 Tex Document 09K
L schedulr 20160508 5/92016138PM_ Tet Document 916
8 ThispC 7] Scheduler-2016-05-10 S/10/2016 1130 AM_ Text Document 21%8]

G Network




image33.png
TrendMicro Microsoft SQL Server Database Bigint Scherna Migration Tool =

() Menu

Database Setings | Schedue Migration Jobs| Realine Log
2016 Feb1017.4723623327 AKDSM-0 10203141173
2016 Feb1017.47.23530327 AKDSM-30 10203141173
2016 Feb1017.47.23 727327 AKDSM-30 10203141173
2016 Feb1017.47.23723327 AKDSM-30 10203141173
2016 Feb1017.4723777327 AKDSM-30 10203141173
2016 Feb1017.47.23778327 AKDSM-30 10203141173
2016 Feb1017.4723775327 AKDSM-30 10203141173
2016 Feb1017.4723761327 AKDSM-30 10203141173
2016 Feb1017.4723:814327 AKDSM-30 10203141173
2016 Feb1017.4723:817327 AKDSM-30 10203141173
2016 Feb1017.4723:818327 AKDSM-30 10203141173
2016 Feb1017.4723:819327 AKDSM-30 10203141173
2016 Feb1017.4723:821327 AKDSM-30 10203141173
2016 Feb1017.47.23:822327 AKDSM-30 10203141173
2016 Feb1017.47.23:823327 AKDSM-30 10203141173
2016 Feb1017.4723:824327 AKDSM-30 10203141173
2016 Feb1017.47.23:805327 AKDSM-30 10203141173
2016 Feb1017.47.23:826327 AKDSM-30 10203141173
2016 Feb1017.47.23:806327 AKDSM-30 10203141173
2016 Feb1017.4723:827327 AKDSM-30 10203141173
2016 Feb1017.47.23:828327 AKDSM-30 10203141173
2016 Feb1017.4723:831327 AKDSM-30 10203141173
2016 Feb1017.47.24:484327 AKDSM-30 10203141173
2016 Feb-1017.47.24: 496327 AKDSM-30 10203141173
2016 Feb1017.47.24:487327 AKDSM-30 10203141173
2016 Feb1017.47.24:483327 AKDSM-30 10203141173
2016 Feb-1017.47.24:490327 AKDSM-30 10203141173
2016 Feb1017.47.24:491327 AKDSM-30 10203141173
2016 Feb1017.47:24:491327 AKDSM-30 10203141173
ededertiys WasE D BIGINT

2016 Feb 10 17.47:24:493327 AKDSM-20 10203141173
2016 Feb1017.47.24:494327 AKDSM-30 10203141173
2016 Feb1017.47.24:495327 AKDSM-30 10203141173
2016 Feb-1017.47.24:496327 AKDSM-30 10203141173
2016 Feb-1017.47.24:496327 AKDSM-30 10203141173
2016 Feb1017.47.24:497327 AKDSM-30 10203141173
2016 Feb-1017.47.24:498327 AKDSM-30 10203141173

warantinedle At alwareE vertiD:BIGINT aniimal

Kicking all ther users out of DB
Changed database context to Taste”

Seting remote query fineaut to 0
Configuraton option emote query timeout s} changed fiom 01t 0. Run the RECONFIGURE statement to instal.
Kiling Session KILL 11 KILL 56 KILL 60KILL 62

Msg 6107, Level 14, State 1, Server ACMSSAL, Line 1
Orly user processes can be kiled.
Freventing sessions fiom re-sstablising connection and changing DB to SINGLE_USER mods

Frevented sessions from re-establishing connection and changed DB to SINGLE_USER mode:

95 yoing Migaton Simlion S PSS

Changed database contextto AK.DSM-90.

@@ Desp Secuity Database Migration Scipt>»> Build Upgrade Specifcation

curent : systemevents.T argelD:BIGINT:nul
remainder.

niimahwareevents AntialwareE ventlD BIGINT aniinahwarequatantinedtie. AntiahwareE vertiD BIGINT aniimahwarespywareiters ArtialwareE vertID:BIGINT rullwebreputalionevents WebReputalior ventD: BIGINTlantimalwareevert
istor.AniMahwareEveniHistoryD-BIGINTlariimaluareevertfistory AntidabwareE vert D-BIGINT-nullwebreptationzverthisary WebReputatiorE vertistaD: BIGINT nebreputationeverthistory WebReputationE vent D-BIGINT rulirieq
fityeverts Integiy€ vendID:BIGINTintegityeverthistor IntegityEvertHistoyID: BIGINTitegiyeverthistory IntegityEvertlD BIGINT rllogispectioneverts Loglnspectior veD: BIGIN Tloginspectioneventhistory LoglnspectonE vertHi
stopID:BIGIN Tlloginspectioneventhistory Loginspectionk vertlD-BIGINT rllpackaetiogs PackelLoglD BIGIN Tipacketiogdetas PacketLogDatalD BIGIN Tjpaploadogs Payioad ogiD:BIGINTlpayloadogdstas PaylosdLogDatalD BIGINTjpa
ckelloghiston PacketLogHistoryID:BIGINT|packeloghistory PackaetLoglD BIGINT nullpayloadloghistory. PayloadL ogHistoiD-BIGINTIpaylosdlogistory. PayloadL oolD:BIGINT:nulertiys EntiyD-BIGINTlattibute2s EnttyD BIGINT lupers

tableEndPos: 13
columrEndPos: 22

The detatype of column TargelD intable systemevents has aready been BIGINT
Skip this tem

curent : antimalwaresverts. AniMalwareEvent D-BIGINT
remainder.
vontD BIGINT nullwebrer





image34.png
~ & x|l SQLQuery10:3q1 - 10..171.dsmé (sa (7)) .

3 AKDSM-90
J skedem-95
J akedem-95.1
J skedem-96
J skfdcert-dsm
J sketest

J ar-dsmess
Securty
Server Objects

S serpt ~ [ Helo

Connections.

Maximum number o concurent connections (0 = unlmted):

0 =

[] Use query govemorto prevent long running queries:
= =

Defauit connection options:

[ mplct transactions
[ cursor close on commit
] ansi warings
(0] ansipadding
(] ANSINULLS
[ arthmetic abort g

>

3 dsm9shuid
3 dsmos

3 dsmos1

3 dsm9spatcht
3 dsmeluster
3 dsmdssodsm1
3 dsmsapss

J dsmsapd%

(3 dsmsapd
3 dsmsql

3 dsmtress

3 demest

3 dsmvmsatess
3 segroom
Securty

Connection Remote server conections

Server
10.203.153.171

"Remote query timeout (n seconds. 0 =o timeos)
quey tmeout :

9 Vo comecionopetis | g s S

Progress
Ready





image35.png
3 Scipt + Ly Help
| General S 5}
£
2 Fiegoups Colsion SO0t eGP ¢

| Options. Recovery model. Sirgle -]
Chege kg Conpattiylvel QL Server 2008100 Bl

5 Evended Propeties Otercpirs:
=]
oan ot e
et
Pemrtm
ettt
s
© Py
o S bk
St
frav )
Comection: B State
& Ty
8 Voot | | oo e
Ty
e





image36.png
Connestion Timeout (10-90 defaul 60) Seconds:
Command Timeout (60-900 defauit 60) Seconds:

Avsiable Database Space (Safe Lini is Appiox 1507 of the Usagel:

DSM Constrints Count (53 - Do Not Change Urless Asked]





image1.png
| Date modfied

Name - Type £
saut 2016/91 21:46, File Folder
isaz 2016/91 21:46, File Folder
sas 2016/91 21:46, File Folder

[ Microsc, Salsrver. ConnectoninodI
[ icrosofe, salserver.Mansgement Sck .l
[ Mirosot. Sqerver.5mo.di

[ Microsc, Salserver SmoEtendzd. dI

[ Microsc, Salsrver.saCProvider.cl

[ Microsc. Salserver.salErum.di
s him

(3] Tendoemgrato.exe

3 TrendoBMirator e config

{85 TrendMicro migration tool for Microsoft SQL 5.

0t2fefi1 Bids
0t2fefi1 Bide
20t2f2f11 Bidd
20t2f2f11 Bidd
2015/817 15152
20t2f2f11 Bidd
20t6/2125 11:15
20tefef29 9:17
20t6/414 11:26
2016824 11:03

Applcation extension
Applcation extension
Applcation extension
Applcation extension
Applcation extension
Applcation extension
HIML Dacument
Applcation

ML Confguration Fie
Microsoft Word Do

1eake
436K8
3532K8
28k8
E
12888
e
0k8
28
4578K8




