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Preface

Welcome to Trend Micro Control Manager 7.0 Best Practices Guide. This document is designed to help
resellers and customers develop a set of best practices when deploying and managing the Trend Micro
Control Manager (TMCM).

This document is also designed to be used in conjunction with the following guides, both of which provide
more details about TMCM than are given here:

e Trend Micro Control Manager 7.0 Installation Guide
e Trend Micro Control Manager 7.0 Administrator’s Guide
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1. Product Description

Trend Micro Control Manager (TMCM) is a security management solution that gives an administrator the
ability to control the enterprise products or appliances from a central location -- regardless of the program
or the appliance's physical location or platform. It allows the formulation of effective deployment and
response plans.

2. Site Planning

In this document, you will learn about deployment methods for Control Manager, including their advantages
and disadvantages. Specific examples are presented based on the deployment methods.

Tip For large and very large enterprises, contact the Trend Micro solution architects for guidance.

This document uses the term site. A site is an independent region within an organization that has its own IT
department. It is separate from other regions—physically across different segments of the network, or
administratively handled by another team. In most situations, a site would be country- or continent-based.

Planning the placement of Control Manager, in conjunction with a target site(s), is a key step.

In most deployments, a single Control Manager server is sufficient for most regions. Having a single Control
Manager server in one site is the primary application of central management. A Control Manager server is
required for organizations with multiple Trend Micro products installed. With one site, the communication
between Control Manager and its managed products is open. Although a site is generally contained within a
single datacenter, a datacenter may have multiple sites. For example, separate IT departments may have
managing servers for their respective sites within the same datacenter.

DIFFERENT DATACENTERS - Ports must be opened to ensure connectivity between the Control Manager
server and registered managed products located in different datacenters. For details, refer to
http://esupport.trendmicro.com/solution/en-US/1038211.aspx.
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2.1. Single Site

The following is an example of a single-site deployment:

Interscan
Web Security
Virtual Appliance

Officescan Exchangel Exchange2

Server
]_ -

Office Users

e

The company runs the following solutions for single and small enterprise:

Remote Users

» Small enterprise
o A single OfficeScan deployment, which protects 5,000 endpoints
o Servers running ScanMail for Exchange, which protect the Exchange
servers
o A subscription to InterScan Web Security as a Service

2.2. Multiple Sites

Multiple IT departments and sites are typical features of a large network environment used by
multinational corporations. Although there are multiple sites, it is still possible to manage multiple
Trend Micro products using a single Control Manager server.

The biggest advantage of having a single Control Manager server serving multiple sites is having only
one management console. This simplifies administration by creating policies, templates, user roles,
and other settings through a single Control Manager server. Consequently, there is only one update
source. This approach limits the number of endpoints that connect to the Internet to download

updates and reduces network traffic.
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Considerations

M

Consider the following when deploying a single TMCM server on multiple sites:

» The hardware features of the servers hosting TMCM and Microsoft™ SQL
Server™ must be powerful enough.

» The firewall ports must be open to ensure connectivity between the TMCM
server and agents on managed products. For details, see
http://esupport.trendmicro.com/solution/en-US/1038211.aspx.

» TMCM must be positioned where sufficient bandwidth between servers and
agents is available. This is important if Control Manager will serve as the source
for component updates.

» The TMCM server has Internet connectivity.

This allows TMCM to download updates and use the License Extension feature. Hosting
TMCM on a server without Internet connection prevents the use of such features.

» Medium enterprise

e A single or multiple OfficeScan servers deployment, which protects
20,000 endpoints

e Servers running ScanMail for Exchange, which protect the Exchange
servers

e Deploy multiple InterScan Web Security Virtual Appliances
e Apply the Connected Threat Defense solution

» Large enterprise
e Multiple OfficeScan servers deployment, which protect 100,000 endpoints

e Servers running ScanMail for Exchange, which protect the Exchange
servers

e Deploy multiple InterScan Web Security Virtual Appliances

e Apply the Connected Threat Defense solution
e Integrate the Control Manager with third-party SIEM system
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3. Policy Management

This chapter deals with Best Practices for Policy Management. Policy Management is a powerful functionality
in Control Manager which allows administrators to enforce settings on specific products and specific targets.
However, it is an option which can be easily misunderstood. The chapter deals with planning, testing,
implementing, and administering policy Management.

3.1. Planning Policy Management per Product

3.1.1. Get an overview of the settings available
Which products support policy Management

The first important step in planning the Policy Management is to see the settings which
can actually implemented in Policy Management. Not all settings can actually be
implemented in policy Management. It is important for administrators to be able to find
which settings are available.

To see the actual list of products which support policy management, an administrator can
easily find it in the Control Manager console. Just go to Policy -> Policy Resources ->
Policy Template Settings.

¥ Control Manager

Q Dashboard Directories Palicies Logs Notifications Reports Updates Administration Help

Policy Template Settings Palicy Management

- Policy Resources  »
Policy Management Framework Policy Template Settings Framework Version Status Action

Policy framework 221 Up to date

DLP Data Identifiers

Product Support DLP Templates Template Version Status Action
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The “Product Support” table lists the products which support Policy Management.
Pointing the mouse to the “i" button shows the product versions which support Policy

management.

Policy Template Settings @
Policy Management Framework Framework Version Status Action
Policy framework 221 Up to date
Froduct Support Template Version Status Action
Deep Discavery Inspector 199 (D Up to date
Endpoint Encryption 122 (0 Up to date
interScan Messaging Security Virtual Appliance 10 0 Up to date
InterScan Web Security Suite 12 Up to date
InterScan Web Security Virtual Appiiance 12 @ Up to date
OfficeScan Agent 224 0 Up to date
OfficeScan Data Loss Prevention 24 () Up to date
ScanMail for Microsoft Exchange 14 @ Up to date
Endpoint Application Control 10 Up to date
Trend Micro Endpoint Sensor 10 Up to date
Wobile Security for Enterprise 119 Up to date
Trend Micro Security (for Mac) 20 @ Up to date

The screenshot is based on the Control Manager 7.0 without additional widget updates (as
of Jun 21, 2018). It is possible that a new set of widgets is released in the future. Once this
occurs, it is possible that the list of products which support Policy Management will be
increased.

Which settings are available
The next step is to check which settings are available for each product. This can be easily
done by going to Policies -> Policy management.

Once there, a draft template can be created to see what settings are available. Draft
policies are policies which are not deployed to any product. Simply set the product and
click the Create button.

% Control Manager 2 oot
@ Dashboard Directories Policies Notifications Reports Updates Administration

i 5
Policy Management Policy Management 2o

Policy Resources  »
@ Managed products have been added w e wew iy wwer. 1o manage these entities using Policy Management, please move them to another folder in the Directory x
Manage Product Directory
Management.
Product:  OfficeScan Agent
3 oA &) Import Settings EF hu { 8 ¥4 Refresh
[ | Prierity Policy Parent Policy Deviations | Targets  Deployed | Pending | With Issues | Owner Last Editor
“You have not created a policy. Create one now
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Below is a sample of how the OfficeScan Agent Policies look like.

¥ Control Manager

Motifications. Administration

< Create Policy

Folicy Name:
Targets: @ 7 2 | SetFite A 4
rgets: J Mone (Draftonly) ) "y Filter by Criteria Set Filte: (e }f Specify Targetis) Select

Office Scan Agent Settings:

» Additional Service Settings

Behavior Menitoring Seftings

Device Cantrol Settings

Msnual Scan Settings

Predictive Machine Lesming Settings

» Privileges and Other Settings

Real-time Scan Settings

Sample Submission

Scan Methods

‘Scan Mow Setiings

Scheduled Scan Setings

Spyware/Grayware Approved List

Suspicicus Connection Sefiings

Trusted Program List
» Updste Agent Sefings

» Web Reputstion Settings

Cenesl

Each option can be expanded to see what settings are available. Please note that this is
different for each product and also, once new versions are available. There is no standard
guideline, which makes it important for administrators to get an overview.
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3.1.2. Which policies will take effect first (Specified, Filtered)

One important thing to note is that only one policy will take effect. This is very important
in the planning. Administrators can make the mistake of thinking that two policies can be
set on an endpoint or entity and that they will be merged. As such, it is very important to
plan the policies.

The order of application is as follows:

1. A Specified Policy takes precedence over a Filtered Policy.
2. A Specified Policy does not have a Priority number and only shows “Locked".
When an entity is assigned a Specified Policy, it is locked to that machine.

The next sub chapters will deal with examples on how to plan policies.

3.1.3. Planning policy for specific machines (Specified
Policy)

In some situations, customers would want to set a policy only for a specific set of
computers. These computers would deviate from the Filtered policy which would normally
take effect. Specified Policies are then ideal for these situations.

Specified Policies are policies where the “Targets" are specified. This indicates that the
machines are already present in the environment.

(] Dashboard Directories. Policies Logs Notifications Reports Updates Administration Help

< Create Policy

Policy Name:

Targets: O j Mone (Draftonly) O \-:/ Filter by Criteria O] XP Specify Target(s) Select

Manually assign targets to the policy. Specified policies take pricrity over filtered policies.
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Unlike the Filtered Policy, a Specified policy targets allows users to search for the
endpoints or Entities where the policy is to be applied. As indicated, the entity must
already be in the Control Manager server to be able to use a Specified Policy on it. By
finding the entity or endpoint, administrators can add the Entity to the targets. The policy
will not take effect on the endpoint until it is added to the list.

In the Search tab, when running a search using the first criteria, the Search button must
be clicked first to find the match.

An example of which is running a search for “Host name"” TMCM.

Specify Target (s) *
§C> Manually assign targets to the policy. Specified targets remain static and cannot be re. i to other
T oo |

Match keywords in: [Fost name ~|[cta | @

[11p addresses: to

] operating systems:

Search

view action List (0} view Resuits (@) oK

Specify Target(s) X

X} Manually assign targets to the policy. $pecified targets remain static and cannot be re-assigned to other polici

) o |
4 result(s) MNew Search
| [5! Add Selected Targets |
Endpoint/Product = Assigned Policy Paolicy Status P ‘Operating System
CTD-OSCE-SRV Without policy 192.168.88.108 | Windows Server 2012
CTD-OSCE-WIN1D Without policy 192.168.88.102 | Windows 10
CTD-OSCE-WINT Without policy 192.168.88.101 | Windows T
CTD-OSCE-WINS Without policy 192.168.88.102 | Windows 8.1

Records: 1-4/4 Page: [T | /1 10 | per page

Wiew Action List d} View Results dl 0K

Only by selecting the entity and clicking Add Selected Targets will the policy take effect
on the endpoint.
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However, the main difference is the section for Product Directory and Active Directory. It
is in a separate tab called “Browse". Using the browse tab, it is possible to specify directly
the machines to apply, either from the Active Directory (if Active Directory integration is
activated), or by browsing the tree. The “View Results" and “View Action List" shows
which endpoints or entities will have the policy.

Specify Target(s) x
§:> Manually assign targets to the policy. Specified targets remain static and cannot be re. i to other
Directory: | Product Directory vl
@ Add Selected Targets |4 Add All from Selected Folder
=3 TMCMCTD Endpoint/Product  Assigned Policy Policy Status P Operating System
~
=3 Local Folder CTD-OSCE-SRV Without policy 192 168.83.108 | Windows Server 2012
B[] CTD-OSCE-SRV_OSCE CTD-OSCE-WIN1D Without policy 192.168.88.103 | Windows 10
A
CTD-OSCE-WINT Without policy 192 168 83.101 | Windows 7
CTD-OSCE-WINS Without palicy 192.168.88.102 | Windows 8.1
= IMSVA e
L vemn it e A kinmmm min
Total endpoints/products in the selected folder: 4 Records: 1-4 /4 Page: i per page
View Action List (4) View Results (4) OK
Specify Target(s) x

ﬁ Manually assign targets to the policy. Specified targets remain static and cannot be re-assigned to other policies.

Search Browse

Directory | Active Directory

‘@ Add Selected Targets L Add All from Selected Folder

B3 ctdlablocal | Endpoint/Product | Assigned Policy  Policy Status IP Operating System
=-fFg ctdiab.local ~
5 Builtin
E-[3 Computers
-5 Domain Controllers
-5 ForsignSecurityPrincipals
--El Managed Service Accounts W

(== N G
>

Total endpaints/products in the selected folder: 0 Records: 0-0/0 Page: in per page

view Action List (0) view Results (0) oK
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Example 1: Enabling hotfix update for OfficeScan clients by using
Specified Policies

The Trendy-A company has already created two Filtered Policies, one for users in the
United States, and one for users in Germany. Every new computer that they add
immediately receives the policy that disables deployment of OfficeScan hotfixes and
program upgrades. This allows them to prevent a large amount of network bandwidth.

v Privileges and Other Settings

Privileges Other Settings
Co-exist Mode Agent Conversion

[] Permanently convert OfficeScan agents using coexist mode into fully-functional OfficeScan agents Details

Important:
- During the conversion process, affected OfficeScan agents may attempt to uninstall incompatible, third-party security software on the endpoint.
- Trend Micro recommends performing a test conversion on a limited number of OfficeScan agents to ensure that any incompatible third-party secuj

Update Settings

] CfficeScan agents download updates from the Trend Micro ActivelUpdate Server

] Enable schedule-based updates on OfficeScan agents

OfficeScan agents only update the following components:

Lr "
Pattern files

Pattern files, engines, drivers
All components (including hotfixes and the agent program)

After applying a hotfix on the OfficeScan server, the administrators will need to enable
the option "OfficeScan agents can update components but not upgrade the agent
program or deploy hotfixes". However, they do not want to enable it for all OfficeScan
clients, only for 100 clients at a time until all clients have completely upgraded.

To do this using Specified Policies:

1. Create a copy of the policy you want to modify and set the Target first to
None (Draft only). This allows administrators to plan properly the policy,
but make sure that it does not apply first.

2. ltis now possible to update the setting.

Page 16 of 114| Trend Micro
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= Privileges and Other Settings

Privileges Other Settings

Co-exist Mode Agent Conversion

[[] Permanently convert OfficeScan agents using coexist mode into fully-functional OfficeScan agents Details

Important:
- During the conversion process, affected OfficeScan agents may attemnpt to uninstall incompatible, third-party security software on the endpoint.
- Trend Micro recommends performing a test conversion on a limited number of OfficeScan agents to ensure that any incompatible third-party securi

Update Settings

] OfficeScan agents download updates from the Trend Micro ActiveUpdate Server

W] Enable schedule-based updates on OfficeScan agents

OfficeScan agents only update the following components:

All compeonents (including hotfixes and the agent program]

3. After making the changes, it is now possible to set the Target to “Specify
Targets” and manually assign the OfficeScan clients chosen to be
upgraded.

4. Please take note of the following:

o If the previous policy was a Specified Policy, then the clients will be
removed from the previous Specified Policy list. Please take note:
Only one Policy per endpoint.

e The Filtered Policy takes a lower precedence and will be in the
bottom of the list.

5. Once the OfficeScan clients have finished applying the hotfixes or Service
Packs, customer can now check if the OfficeScan client should be added
again to the older specified Policies. This will allow the OfficeScan clients to
restore old policies.

a. Assign the OfficeScan clients to “Specified Policies” if they are
meant to be under previous “Specified Policies.”

b. The OfficeScan clients will be sorted into previous Filtered Policies
automatically, once the “Specified Policy” is removed.

6. Once all OfficeScan clients are upgraded, it is now possible to delete the
policy.
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Example 2: Specify different Exclusion Directories

The Trendy-B company has created a Filtered Policy for all Windows 2012 Servers in the
Datacenter. However, they have noticed that they have started encountering performance
issues on Microsoft SQL Servers. After searching through Trend Micro's knowledgebase,
they had found an article that indicates specific folders to exclude from scanning to
improve the performance of SQL Servers: http://esupport.trendmicro.com/solution/en-
US/1059770.aspx

In this case, Specified Policies are also a good option to use. The steps are similar to the
first example.

1. Create a copy of the policy you want to modify and set the Target first to
None (Draft only). This allow administrators to plan properly the policy,
but make sure that it does not apply first.

2. Inthe Scan Exclusion, the SQL Server paths for exclusion can be added.

= Realtime Scan Settings

W] Enable virus/malware scan

] Enable spyware/grayware scan

Target Action Scan Exclusion

Scan Exclusion

] Enable scan exclusion

Scan Exclusion List (Directories)

] Exclude directories where Trend Micro products are installed

Child policies: () Inherit from parent (@) Extend from parent

Type the directory path (For example, C:\temp\ExcludeDir).

C:\Program Files\Microsoft SCGL ServenMSSQLFTDATA —

3. After making the changes, the Target to “Specify Targets” can be set and
manually assign the SQL Servers. The Search Criteria can be used to find
the targets.
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Planning policy for most machines (Filtered Policy)

In some situations, customers want to automatically assign a set of policies to entities
based on a set of criteria. These would be the so-called Filtered Policy. These are set
by choosing “Filter by Criteria” and setting the Filter.

) Dashboard Directories Policies Logs Naotifications. Reports Updates Administration

Policy Name:

Targets:

< Create Policy

J MNone (Draft only) . \T/ Filter by Criteria Set Filter 9 Specify Targel(s)

Define a filter to sutomatically assign current and future targets to the policy.
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By choosing this option, the policy will be automatically applied to any new entity that
is registered to the Control Manager when:

e No other Filtered Policy with higher order matches
e No other Specified Policy matches

e The criteria matches

Please note that Filtered Policy takes lower precedence than Specified Policies.

Filtered Policies are ideal for the following scenarios:

1. Alarge number of computers have similar settings. These are normally
baseline policies, or policies which must be enforced on all machines within
the company unless exceptions are made. In this case, the Specified
Policies become the exceptions, and the Filtered Policies are the rule if
there are no exceptions.

2. Filtered Policies can also be applied to future machines. Even though, for
example, an OfficeScan client is not yet installed, but once installed, and
the criteria matches, the policy is automatically deployed.

The administrator's guide explains what each of the settings available. We highly
recommend to make sure to test first Filtered Policies before applying them.

Understanding the Filters for Filtered Policy

When setting the targets, the “Set Filter” option can be clicked and allows administrators
to specify the targets of the Filtered Policy.
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Filter by Criteria X

<T/ Define a filter to automatically assign current and future targets to the policy.

Match all of the selected criteria:
[") Match keywords in: Host name v @
1IP addresses: to Add
! Operating systems:

|| Directories: Product Directory v

Save Cancel

Important to note are as follows:

1. When specifying this option, all criteria must match.

2. When a naming convention is available, it is also possible to use the Match
keywords in: for Hostname.

3. Tree Paths are also available for OfficeScan clients in multi-domain
environments.

4. For customers who have specific IP address ranges for their environments,
it is also an option to take note when creating a policy.

5. Policies can be based on the Product Directory. This allows administrators
to define policies for an entire folder within the Control Manager tree.

6. We also support AD filter which allows users to select targets in the OUs of
synchronized forests.

7. The “Tree path” criteria has been renamed as “OfficeScan domain
hierarchy", and was moved to [Directories] from [Match keywords in].

Page 20 of 114| Trend Micro
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Example 1: Using IP addresses as criteria
Scenario: The Trendy-A company has all employees divided into IP address blocks for
users using their production environment for each country:

Filter by Criteria X

v Define a filter to automatically assign current and future targets to the policy.

Match all of the selected criteria:

() Match keywords in: [Host name v |®

¥/ 1P addresses: \ | to | | Add

! Operating systems:

|| Directories: | Product Directory v

172.16.0.1t0 172.16.1.254 - All users are from the United States
172.16.2.1t0172.16.3.254 - All users are from the Germany

Solution: In this case, the administrators can use the IP addresses criteria to set the
criteria to make sure that the Filtered policy applies to the IP address range.

Page 21 of 114| Trend Micro
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Example 2: Using OfficeScan Multi-layer domain

Scenario: The Trendy-B company wants uses OfficeScan Client Grouping to reorder the
OfficeScan clients into the multiple layer Domains. The company decided that Control
Manager must automatically create a configuration for all sub domains and also change
them using the policy.

Solution: Control Manager is only able to display the first layer domain. This is a current
limitation of Control Manager. To be able to configure multiple layer domains to be
applied the sub-layer, multiple criteria must be specified and all the criteria must match:

Once "OfficeScan domain hierarchy" has been specified in Directories, the Client Path of
the OfficeScan client can be seen in the OfficeScan client view from the Control Manager
console.

Product Directory €]
Find entity Search

Padvanced Search ‘EaDirectory Management

hgfgg:‘TS’IdH \TMCMCTD\Local Folder\OSCE\CTD-OSCE-SRV_OSCE_1\Ad\ Folder OfficeScan Agent View

gm‘@nw 1-30f 3 1 «Page of 1 m

0SCE
A @CTD-OSCE SRV OSCE [fethod Smart Scan Server Status Smart Scan Server URL Client Path LastManual Scan  Last Scan Now Last Scheduled Scan

-k Crclab
£, Default
& Trend
0 QVM-WIN2012-R2_OSCE
g st OWI IN2012R2-3_OSCE
IEBQWINJ\ALIHCIQLGHQJ)S
AT QWIN-ECTHIS6PK3F_OS |Scan Available hitps:fioscet2.icre trendmicro.comitmess! | AdiCtalab.localComputers | Joay 208 nla nia
R osce QWI IN-SRF9J2TNVE4_OS
{£9canhail for Microsoft Exchange
SISPLX
C2Search Resutt

Scan Available hitps-fiosce12.icre.trendmicro.com/tmess/ Ad\Ctdiab.local\Computersh nia nia nia

Scan Available https-flosce12.icre trendmicro.comitmess/ | AdiCtdlab.local\Computersh ?‘;"jﬁm‘ 8

130f3 1 ¢ Page of 1 r Rows per page{200 |

As you can see, the format is actually: layeri\layer2\layer3. As such, it is possible to
set the criteria to be “layeri\layer2\layer3" or specify only “layer2\layer3". Note that
wildcards are not supported.

Filter by Criteria X

<T/ Define a filter to automatically assign current and future targets to the policy.

Match all of the selected criteria:

[Imatch keywords in: SEinETE v ®
[1Ip addresses: to

O Operating systems:

I A |
Directories: I| OfficeScan domain hierarchy | v | ad\Cidiab.locaNComputers\ | |

Save Cancel

New OfficeScan clients added to this domain will automatically take the policy.
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Example 3: Using targets in the OUs of synchronized forests

Synchronization with multiple AD Forests is supported, which means that specific OUs
from different AD can be selected.

Active Directory and Compliance Settings

Active Directory Settings Compliance Indicators Sites Reporting Lines

Enable Active Directory synchronization and authentication

Server Address User Name: Password
gatmcm.org galgatmem-sync Password -
extelab.net extelablextelab-sync Password - -+
Synchronize every: 24 v | hours (i)
Save Cancel Test Connection Synchronize Now Clear Data
Filter by Criteria X

<T/ Define a filter to automatically assign current and future targets to the policy.

Match all of the selected criteria:
! Match keywords in: Host name v ®
LIP addresses: to A
| Operating systems:
#! Directories: Active Directory ¥
Selected organizational units: 0
4 [ extelab.net -
| ets.extelab.net
| extelab.net
4 I_:_l lab.org
| ets.lab.org
v [ [ laborg
4 I_:_ltmcm.org
| auto.wf.com
| namelimitedto 15.9a.tmecm.org
| ga.tmcm.org
b [ [E rdimem.org h

This is also supported in Specify Policy.
Other important notes

As indicated in the samples, the Specified Policies are designed more for creating
exemptions to Filtered policies. However, this is only a basic sample, but is a more
recommended practice.

Another thing to note is that any specific policies we create are copies of the Filtered
policies. This allows administrators to copy the original settings from old policies, and
make minor deviations.
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3.2. Central Management and Policy
inheritance

By default, all permissions are set to be centrally-managed by Control Manager, which means
that the settings of the Policy will take precedence over the Product console.
Our customer can benefit from the Policy inheritance feature.

This flow chart shows how policy inheritance works:

Create Policy

£ Policy Admin

Product Admin Q % Product Admin

Inherit parent policy

TMCM

@ Deploy to OfficeScan Server

C N\

Inherit parent policy

Child Policy

/TW

OfficeScan Server

Deploy to OfficeScan Agent

1!
B = ocesean noon

U
=
o

Note: The Policy Inheritance is applicable to OfficeScan only.
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Once the policy admin creates a draft policy, the other policy owner can

create the child policy by inheriting the parent policy. They can deploy the child policy to the
specific OfficeScan server and agents.

Policy Management

Product:  DfficeScan Agent b

L4 Croste ([ Copy Settings | (i) inhert Setongs | (&) impont Setengs 7] Export Settings [ Diolete 2% cnange owner By Refresn

Priority Policy Parent Polcy Deviatons Targits =
Ia Test Sample NIA b

NA Filtered

Endpoints/Products without policies: 10
Total endpointsiproducts: 24

Policy Management

Product:  OfficeScan Agent v

[ Create #5) imgort Setngs B4 Retresh

] Priority Policy Parent Policy Deviatons Targets

est Sample cl. # Specified
K Test Sample NIA

7| Locked scheduledscan_sample

WA ° Filtered

Endpaints/Products without policies: 10

Total endpoints/products: 24

Deviation

Senings Farent PoliCY. Tesl_Sample Chiiy Policy: scheduledscan_sample

Sehedules Scan Seltings Weekly, every Monday. Start time:12:00 Dhaily. Start time:12:00
* Schedule

Close

If the policy admin wants to change any of the settings for all OfficeScan agents, he can just edit

the parent policy. The changes will affect all its child policies and be deployed to all the target
agents.
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There are three inheritance types:

e Customizable

Child policies: (@ Inherit from parent () Are customizable

Extend from parent

Child policies: (®) Inherit from parent () Extend from parent

e Extend from parent + Neutralize List

Scan Exclusion List (Files)

Type the file name or the file name with full path (For example, ExcludeDoc hip; C:\templexcldinExcludeDoc. hip).

| JEE
N

Child Policy Restrictions

Child policies cannot exclude files in the following list
Type the file name or the file name with full path (For example, ExcludeDoc hip; CitemplexcldinExcludeDoc. hig).

| I
N
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Below are things to note per policy type:

e For Customizable type:
Policy admin can set child policies to inherit the setting from parent or customize

by itself.
If the permission is inheriting from the parent, the setting in child policy is disabled

and the user cannot change the value of the settings.

— Parent Policy

Target Action Scan Exclusion

Schedule

Child policies: | (® Inherit from parent | () Are customizable

) Daily

© Wesk, |
®) \Weekiy, every | Monday Start t|me: : (hhzmm)

(O Monthly, on day |01 v

(O Monthly, on the | First  ~| | Monday v

— Child Policy (options are grey, which means you cannot edit them)

Target Action Scan Exclusion
Schedule
Daily
® Weekly, evel Monday N
iy, every Starttime: 15 | : [0 W (hhomm)
Maonthly, on day |01
Maonthly, on the | First | | Monday kv
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If the settings have been set to “Are customizable”, the value of settings can be
changed in child policy.

— Parent Policy

Target Action Scan Exclusion

Schedule

Child policies: () Inherit from parent | (@) Are customizable

) Daily

® ek, every [onday ] |

) Starttime] 12 w| :[00 w| (hh:mm)
() Monthly, onday 01 W

(O Monthly, onthe First 8| | Monday v

— Child Policy

Target Action Scan Exclusion

—schedule
O Daily
S
- Y. every y Start t\me: {(hh:mm)
(O Monthly, onday 01 W
(O Monthly, onthe | First 8| | Monday v
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e For "Extend from policy” type:
If you choose “Extend from parent”, you can extend the configuration to the child

policy
— Parent policy

Files to Scan

() All scannable files
O File types scanned by IntelliScan (i)

(®) Files with the following extensions (use commas to separate entries):

Child policies: () Inherit from parent [® Extend from parent
IAAA BBB,CCC
— Child policy
Files to Scan

All scannable files
File types scanned by IntelliScan (i)
# Files with the following extensions (use commas to separate entries):

DOD,EEE]
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e For Extend from parent + Neutralize List type:
“Extend from parent with neutralize list" settings can restrict the extend the
settings of child policy.

For example, the policy admin has added “C:\NeutralizeFolder” to the Child Policy
Restrictions. This will make it so that the “C:\NeutralizeFolder"” directory cannot be
added by the Child Policy to the Scan Exclusion List.

— Parent policy

Scan Exclusion List (Directories)

Exclude directories where Trend Micro products are installed

Child policies: () Inherit from parent (@) Extend from parent

Type the directory path (For example, C:temp\ExcludeDir).

C\ExcludeFolderi -

C\ExcludeFolder2

Child Policy Restrictions

Child policies cannot exclude directories in the following list.
Type the directory path (For example, C-\temp\ExcludeDir)

[ ] I + I
C:\NeutralizeFolder -
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— Child policy
introl Manager [x] Dashboard Directories 192.168.88.88 says
_ The entry is not allowed by the parent policy and bas been removed.
rget Action Scan Exclusion

1 Exclusion “

Enable scan exclusion

Scan Exclusion List (Directories)

¥ Exclude directories where Trend Micro products are installed

Type the directory path (For example, C:temp\ExcludeDir).

C-\NeutralizeFolded +
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(@) TREND

Below are the configuration sections of OfficeScan Agent policies that supports inheritance:

These configuration sections _.
arget |-

of OfficeScan Agent policy
g

are supported inheritance
(Torget |-~ 10 5D

o g

(Torget |-l tasen

o g

=@

o g

Manual Scan Settings

Real-time Scan Settings

OfficeScan Agent

Scan Now Settings |-

Schedule Scan Settings
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3.3. Effects of removing Policies

When a policy is removed, Control Manager will no longer impose the settings to the product.
However, the product does not rollback any settings. This is very important in the planning. If a
setting was made on the product, and there is a need to roll back the setting, the rollback maybe
done using the following:

1. If there is no more policy affecting the endpoint, a customer can log in using the Local console
to revert to the original settings.

2. The customer can create another Filtered or Specified policy that will change the setting to the
intended setting.

This is one of the reasons why it is recommended to have a Filtered Policy that enforces the
default configuration settings of the products. The filtered policy essentially becomes the
default setting.

3.4. Coverage of User who creates the policy

When a policy is created, administrators are able to specify:
1. The targets of the Policy.
2. The settings to be applied.
3. Change certain policy owner from a user to another user (or AD group).
4. Owner who last modify the policy will also be displayed

It is worth noting that the Policy can only cover endpoints where the Control Manager user has
access. As such, it becomes important also to plan who will create the Policy.

It is also possible that multiple administrators actually have the same policy settings, but
different targets because they have only access to specific endpoints and Entities.
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Scenario 1: Security Coverage based on Control Manager Folders

In the User Accounts section, it is possible to view the coverage of each user. This is
accessible by choosing the Administration tab, and going to Administration -> Account
Management > User Accounts. By clicking the User itself, we can see the Access
Control.

In the example shown below, the user “CTDLAB\TMCMADM" only has access to the
entity under the "OSCE" folder. The user will not be able to apply any policy to entities
or endpoints under the other folders.

User Accounts

Step 1 »»» Step 2: Access control

Enable this account

Managed Product Access Control

Select role: [Administrators v

Select accessible products/folders:

2 ClTmMeMCTD
E@ [JLocal Folder
B0 Jimsva
"E:' CINew Entity
s O{losce
"@ [[J SeanMail for Microsoft Exchange
=0 OspLx

Specify access rights:
[ Execute [« Configure [¥ Edit Directory

Back Cancel
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Scenario 2: Security Coverage based on Products

Instead of Folders, policy admin can specify that the user has access to the Entities
only.

In the example below, it can be seen that the account has access to the CTD-OSCE-
SRV_OSCE_1. Because of this, the account is only able to apply policies to the CTD-
OSCE-SRV_OSCE_1.

User Accounts

Step 1 »»» Step 2: Access control

Enable this account

Managed Product Access Control

Select role: |Adminislrators '

Select accessible products/folders:

2 [ TMCMCTD

=0 [ILocal Folder

=0 [JimMsva

=0 CINew Entity

=8 Josce

"mlgCTD-OSCE-SFW OSCE 1
"m CIvM-WIN2012-R2_OSCE_1111
"m LIWIN2012R2-3_OSCE

"m LI WIN-AAUHCI2LEH2_OSCE
"m CIWIN-EC1HI56PK3F_OSCE
B8 osce CIWIN-SRF9J2TNVE4 OSCE W
g [ Scantail for Microseft Exchanae

Specify access rights:

[] Execute [¥ Configure [¥] Edit Directory

Back Cancel
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Scenario 3: Security Coverage based on OfficeScan Subdomains

Administrators may also create policies that are based on OfficeScan domains.

In the example below, the account has access to two domains - Ad and Ctdlab. In this
kind of setup, the account is restricted from applying policies to other domains.

User Accounts

Step 1 »» ) Step 2: Access control

Enable this account

Managed Product Access Control

Select role: |Administrators A%

Select accessible products/folders:

2 O TMCMETD

=0 [ Local Folder

=0 Oimsva

E-2 [ New Entity

0 [osce

=80 [] CTD-OSCE-SRV_OSCE._1

F-EEE [C]yIM-WIN2012-R2_0OSCE_1111 v
E-EE [WIN2012R2-3 OSCE
Specify access rights:

[« Execute [« Configure [ Edit Directory

Back Cancel
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Scenario 4: Change the policy owner to another User Account or AD Group

If there is an AD group that has multiple administrators who are able to edit this policy,
we can change the policy owner to that specific AD group.

As an example, users may click the “Change Owner" to change the owner of policy
“scheduledscan_sample” from “root"” to “CTDLAB\TMCMADM".

Policy Management 7z 0
Product:  OfficeScan Agent b
[ create [ Copy Settings [ (&) import Settings 7] Export Seftings [ Delete 47 Reorder T Refresh

&l | Priority Policy Parent Policy Deviafiens | Targels « Deployed | Pending | Offine | With Issues | Owner Last Editor
Lucksd scheduledscan sample Test Sample 1 ;{r Specified 0 1 0 '] reof root

Ol fest fiter NIA NIA 7 Fitered |3 0 0 [] root root

|z Test Sample NIA NIA <7 Fitered | 0 16 0 0 oot root

Total: | 3 17 0 0
Endpoinis/Products without pelicies: 2
Total endpoints/products: 22

Change Policy Owner

Change owner of the selected pﬂlw:Bs to the following user account.

CTDLAB\TMCMADM
root
TEST

Save ‘ Cancel

Policy Management 7 0
Product:  OfficeScan Agent

[3 creete (11 ] &) import Setings [+ fit i Reorger g2 b Refresh d
[ | Priority Policy Parent Folicy Deviations | Targets « | Deployed | Pending | Offine | Wit Issues [ Owner Last Editor
[ Locked stheduledsean sample Test Sample 1 s Specified | 0 1 0 0 mot
O test fitter NIA NIA 7 Filtered |3 0 0 0 root root
Ol Test Sample NIA NIA <7 Fitered |0 16 0 0 root root

Total: | 3 g 0 0

Endpoints/Products without policies: 2
Total endpoints/products: 22
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Here is an admin whose account is “CTDLAB\admin1" belongs to this AD group. When

they login to the TMCM web console with this account “CTDLAB\admin1”, he is able to
edit this policy “scheduledscan_sample".

< Edit Policy

Policy Mame: |scheduledscan_samgle

Targets: 1 target(s) Asanage Targets

Office Scan Apent Settings:
» Additional Service Settings
»  Behavior Monitoring Settings
» Device Control Settings
» Manual Scan Settings
»  Predictive Machine Leaming Settings
¥ Privileges and Gther Settings
» Real-time Scan Sattings
» Sample Submission
» Scan Methods
*  Scan Mow Settings
» Scheduled Scan Settings
»  SpywsreiGraywsre Approved List
» Suspicious Connection Settings
»  Trusted Program List
» Update Agent Settings

» Web Reputstion Settings
E e

Once he modifies and deploys a policy, his account name will be recorded in the the Last
Editor column.

Policy Management 70
Product:  OfficeScan Agent

[Q Create  [13 £} [&) Import Setiings  [-7] | % Reoder S8 iy Refresh
[ | Priority Policy Parent Policy Deviations | Targets « | Deployed | Pending | Offiine  'With Issues | Qwner Last Editor
[ Locked scheduledscan_sample Test Sample 0 5 Specified | 0 1 0 0 CTDLAB\TMCMADM
o test filier NIA NiA 7 Fitered | 3 0 0 0 root o0t
02 Test Sample NIA NiA 7 Filered | 0 16 Q ] root oot

T 2 i 0 o

Endpoints/Products without policies: 2
Total endpoints/products: 22

Note that it is also affected by on the access scope of the specific user account.
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The user can't perform “Change Owner" operation if:

e The user belongs to a role which does not have the permission to [Create,
copy and import policies].

Specify access rights:

® Full control, except:
|#| Create, copy and import policies  [iJ
[l Monitor, review, and investigate DLP incidents triggered by zall users

) Read only

e The user belongs to a role which has [Read only] access.

3.5. User-based Device Control

Machine-based device control is a traditional feature. The major purpose is to restrict device
access permission on endpoint (e.g. USB drive, network drive, floppy and CD-ROM).

Now we can deploy the device control policy from Control Manager to OfficeScan based on the
user accounts.

Scenario: The customer wants to apply different policies by individual AD
account on the endpoint

First, the customer need to integrate Control Manager server with AD.

Second, the OfficeScan server need to be registered to Control Manager server.

Third, we can select the endpoint and configure the AD account, device permission from
Control Manager web console and deploy the policy to the OfficeScan agent.

Finally, the users will get different device permissions base on which account they logon
to the Windows OS with.

AD Domain: ‘

TREMD.COM — TREND.COM\User A

4. Deploy DC policy

TREND.COM\User B

- X

TREND.COM|User C

2. Register to CM7 8

— Local account\User D

1. AD Integration

OSCEXG SP1
Server

TMCM 7
Server

3. Select endpaint,
configure AD account
and device permission,
then deploy DC policy

5. Logon windows by different
account, will get different policy
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Policy deployment:
a. Select the target AD user
The admin can specify AD groups or AD accounts in user-selector:
e Show the first 5 matching tokens in searching result list.

¢ The maximum token count is 30.

Policy Name:  DC_test
o - L
Targets: O | | None (Draftonly) QO \f Fiteroy Criteria St 7 e ® X} Specify Targetis) | Select
Manually assign targets to the policy. Specified policies take prionity over fitered polities.

OfficeScan Agent Settings:

» Additional Service Settings

» Behavior Monitoring Settings

| Device Control Settings

@ Additional Services required

External Agents | Internal Agents
] Enable Device Control
[T] Apply all settings to external agents

Rules

- B peee

Priority User Accounts Device Permissions

1 All users (default) Allowed:14, Blocked:0, Restricted access:0

Device Control Rule X

User Accounts
admin| x
admin

1 CTDLAB

Admin2
1 CTDLAB

ﬂ Administrators
cidlab local

DnsAdmins
ctdlab.local

2 Domain Admins
cidiab local

CD/IDVD: (D) Full access ~ | [Block (Data Protection)

oK Cancel
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b. Configure the Device Control permission

Device Permissions

Storage Devices

Floopy disks Modity v | []Bieck (Data Protection)

COTVD @ Wody ~ | [1Biock (Data Pratection)

Network drives: Modity v |

USE storage diives [ oaey v | 18k Dsta Protecton) L AEGIS IT'IOde
®

Abawed Progeams (1)

[BIock me AUIGRLN Tunction on USB S1orage devices

¥ Dispiay & notiication message on the endpoint when Officacan detects unaulhorzed device sccess -

Mobile Devices

Non-Storage Devices

Bietoo agapters o Al ) Biock

COM and LFT ports: ® Al Block

IEEE 1384 intestace: ® Allow ) Block L DLP mode

1magng oevioes: ® A Block

Indrared davices @ Al ") Block

Madems @ Alow ) Block

PCMCIA cards: @ Alow ) Block

Prfl sereen ke ® Al Black

Wirsless NICs ® Alow Biock

c. Configure the Device Control exception list
The admin can configure two types of exception lists:

- Allowed Programs
If a device is set to be have strict permission, the exception list
could be used to grant full access to the device.

- Allowed USB Devices.
If admin set Block permission on all USB storage devices, the
exception list could be used to grant any permission to specific
vendor of USB devices.

- Allowed Programs
For example, if the admin set the USB drive permission in READ
only, but users want to execute a Microsoft tool on their USB drive.
You can add Microsoft digital signature into the exception list, and
tick Execute option. Users will have full access to execute the file
on USB drive.
Another example: if the admin set the USB drive permission in
READ only, but users want to modify a python script on their USB
drive. You can add the program path of notepad++ into the
exception list, and tick READ/Write option. After that users can use
notepad++ to modify the python script on their USB drive.
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USB storage drives List device content only ~ | [l Block (Data Protection)
Da
@
I Allowed Programs (2) I
Allowed Programs =

Allow programs from the specified path of PUBIESNE 16 De execuled of read/write files form resiricted storage

devices. (1) -

| Program path and name, or Digital Signature Provider l - 2 = Add
Program/Publisher Execute Read/Write
CiProgram Files (35} Nolepad+-\nolepads» exe = bl i {
Microsoft Corporation e i §

- Allowed USB Devices.
If the admin set USB storage permission in Block, but they want to
allow some specified USB drive to READ, you can add the Vendor,

model and Serial ID into USB device list. The specified USB drive will
be allowed to access.

USB storage drives: Read ~ ‘ ] Block (Data Frotection)
Block takes higher priority on agents with Data Protection enabled
- Device Control for storage devices is unable to support certain Windows 64-bit piatiorms. ()
Allowed USB Devices (1) Allowed Programs (2)
Allowed USB Devices =
Devices:

How to get device info?
Vendor Model Serial 10 L

I WD 071A E314534305A44373338 I i §

Permissions JTIE 050
(Modify
Note Read and execute tect
| |read N
| List device content anly

oK Cancel
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d. Manage the Device Control policies

- Copy

The admin can copy any existing customized policy rules. However the
default machine-based rule “All users"” cannot be duplicated.

m ] Copy @ Delete

[] Priority User Accounts
O 1 1+ & osce-rd
M2 ¥ osce-rd
O 3 + ¥ osce-gal
4 All users (default)

- Delete

The admin can select any existing customized policy to delete. It will
show a message box to confirm the action.

The default machine-based rule “All users” cannot be deleted.

C=1

W]  Priority User Accounts
Mo o1 osce-gat Delete Rules
Do you want to permanently delete the selected Device Control rules?
M o2+ osce-gal
M o3ty osce-gat Delete Cancel
M o4t osce-gal

- Adjust priority

The admin can adjust priority for customized policy rules. But we can
NOT adjust the priority for machine-based rule “All users".

The higher priority of the policy rule will override the lower policy if the
same users are in the different policy rules.

] Priority User Accounts
[ 1 ™ ¥ Dsce-ga
] f2 » ¥ osce-rd
Ol + ¢ OSCE
4 All users (default)
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e. Policy matching:

Here is an example workflow for policy matching.

3. User A log on windows
+ Use domain account All of OSCE QA\Sean
+ Match User-base Policy A
A L
[ 2. Save policy settings to Database and deploy to agent “X” }

e

0SCE agent “x” 5. User C log on windows
agen .
* Use local account administrator
TMCM server OSCE server in:
Domain: TREND.com « Match default Policy

' 4. User B log on windows

* Use domain account Michael
‘ * Match User-base Policy B

T
(T

. Deploy DC policy to OSCE agent “X with following rules:
User-base Policy A:
(TREND.com\All of OSCE QA), Block for all devices
User-base Policy B:
(TREND.com\Michael), Read for all devices
Machine-base default Policy (Any users):

Full access for all devices

f.  Check the violation log

The domain user info will be recorded in the violation log on Control
Manager’'s web console.

* Logs>Log Query > System Event > Device Control violations

The user with Device Control violations will be shown on the
console

Log Query

Device Control violations

- All products - Last 24 hours ~ #= | Show advanced filters

£ Customize Columns [ Export to CSV/ [) Export to XML

Generated ~

Received = Product Entityl... * Product & Target Process = File Name = Device Type = Permission = User &
07114/2017 05:12:30 07/14/2017 05:13:03 CA-2012R2DCX64 OfficeScan CWindows\System. E\autorun inf USB storage device List device content._ CA2008AD\osce-qal
07114/2017 04:49-16 07/14/2017 04:49:57 CA-2012R2DCX64 OfficeScan CWindows\explore.__ Alextractexe Floppy disks Modify CA2008AD\osce-gal
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4.Log Query

This chapter explains how Log Query can help with your daily operations.

4.1. Log Query summary

Control Manager allows you to query the Control Manager database for Control Manager
generated logs and log data from registered managed products.

Control Manager also allows you to:

e Use advanced filters to narrow log query search results.

e Configure log aggregation settings to reduce network traffic when sending log data
from managed products to the Control Manager server.

e Manually delete log entries by type or configure automatic log deletion.

4.2. How to query logs

Log Query allows users to generate precise and customized queries. This is done using a
user-friendly interface which does not require an extensive knowledge of SQL or the related
database schema.

In TMCM 7.0, the User Interface (Ul) has been enhanced to allow the query be performed on
a single page. The New Ad Hoc Query and Save Ad Hoc Queries options in previous
versions have been consolidated into single page accessed via Logs > Log Query in TMCM
7.0.

The new design in TMCM 7.0 for Log Query distinguishes itself from Reports to reduce the
similar functions between different features. Thus users should query summary data results
in Reports, and query raw logs in Log Query.

Log Query
Date View Product Scope Time Range

As shown above, the Data View, Product Scope and Time Range fields have been
simplified to ease the output.
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4.2.1. Basic Filters - Data View

The wording of the data views has been refined to make the names in the data view
sections more straightforward.

Log Query
VirusiMalware detections - All products - Last 24 hours ~ = | Show advanced filters
SECURITY LOGS A

System Events

® Virus/Malware detections

() Spyware/Grayware detections.

() Suspicious File detections

() Behavior Monitoring viclations.

) Integrity Monitoring

(O Endpoint Application Centrol violations
() Device Gontrol violations

() Endpoint Security Compliance

(O Endpoint Security violations (v

OK Cancel

For example, Detailed Virus/Malware Information becomes Virus/Malware
detections, and Detailed Endpoint Security Compliance Information has been
changed to Endpoint Security Compliance.

e The following are new Data Views that have been added:

e Detailed Predictive Machine Learning Information

e Virtual Analyzer Detections (sandbox detection)

e Detailed Virtual Analyzer Suspicious Object Impact Information

Correlation between the Data View and the Product Scope/Time Range fields is
automatically applied when the Data View is changed.

For example, the product scope will be disabled if you select Command Tracking in
Data View, because command tracking belongs to TMCM only.

Log Query

Command Tracking - All products Last 24 hours ~ i= | Show advanced filters

If you select Product License as the Data View, the Time Range will be disabled
because it is not required criteria.

Log Query

Product License - All products v Last 24 hours I= | Show advanced filters
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4.2.2.Basic Filters - Product Scope

If the Product Scope field is available, you can either use product Directory or product
Type to define the selection of product scope.

The product Directory allows you to locate and select managed products from the
Product Directory structure.

Log Query

Virus/Malware detections - All products - Last 24 hours ~ Search = | Show advanced filiers

- TMCMCTD
~ [ Local Folder
» IMSVA
3 New Entity
s OSCE
3 ScanMail for Microsoft Exchange
» SPLX

OK Cancel

The product Type dropdown list only shows the products registered to TMCM.

Log Query

Virus/Malware detections - Specified product(s) hd Last 24 hours ~ = | Show advanced filters

Deep Discovery Analyzer

Deep Discovery Email Inspector

Deep Discovery Inspector

InterScan Messaging Security Virtual Appliance
InterScan Web Security Virtual Appliance
OfficeScan

ScanMail for Microsoft Exchange
ServerProtect for Linux

Trend Micro Deep Security

Trend Micro Endpoint Sensor
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4.2.3.Basic Filters - Time Range

You can select default time range, such as Last 24 hours, All dates, or use date picker
to customize the range you want in time filter.

Last 24 hours ~ i= | Show advanced filtters

Lest24 hours From: 08/31/2015 To: 08/31/2018

Today

Last 7 days < August 2018 » < August 2018 >
Last 14 days Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
Last 30 days 29 3 A 1 2 3 4

All dates 5 6 7 8 9 10 u

EISHWERDS 12 13 14 15 16 17 18

19 20 21 22 23 24 25

26 27 28 29 30 1

0K Cancel

4.2.4. Advanced Filters

By clicking the blue Show advanced filters link, you can add up to 20 advanced filters
per query in this panel, to narrow down query results.

The advanced filters correspond to the Customized Criteria used in the older versions’
Ad hoc Query.

Same as with Ad hoc queries, you can select that these filters are applied by matching
“All of the criteria” or “Any of the criteria”.

For example, you want to filter out how many OfficeScan Agents' pattern are out of

Log Query
Product Status - All products - Last 24 hours Search i= | Show advanced filters
Log Query q

Product Status - All products - Last 24 hours ﬁ i= | Hide advanced fitters

Match O Any of the criteria 2 % Clear
Product ~ | isequalto ~ | OfficeScan ~ o
Pattern Status ~  isequalto - Qut-of-date - o
Select criteria -
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4.2.5.Query Results

After configuring the advanced filters and clicking Search, the query result is shown
as a table, with the results shown in the order of log generation time (Generated
column) as the default sorting column, instead of the log received time (Received) as
used in the older versions of TMCM.

The reason for this is that the user may want to pay more attention to the log
generated time that stands for the detection time on the product side instead of the
log received time, which is when the TMCM server received the logs from the product

side.
Log Query
Data Loss Prevention - All products. - Last7 days ~ E= | show advanced filters
£ Customize Columns 3 Export to CSV [& Export to XML
Generated ~ Received Severity Status Manager Department Policy Product Entity/E... Product Pro
08/28/2018 14:24:30 08/28/2018 14:27:09 Undefined New NIA NIA NIA CTD-OSCE-SRV._. OfficeScan 192,
082872018 13:26:54 | 08/28/201813:27:13  Undefined New NIA NIA NIA CTD-OSCE-SRV_. OfficeScan 192
08/28/201813:26:12 | 08/28/201813:27:13  Undefined New NIA NIA NIA CTD-OSCE-SRV._. OfficeScan 192
08/28/2018 13:26:03 | 08/28/201813:27:13  Undefined New NIA NIA NIA CTD-OSCE-SRV._. OfficeScan 192
08/28/2018 12:68:40 | 08/28/201813.02:15  Undefined New NIA NIA NIA CTD-OSCE-SRV._. OfficeScan 192
08/26/2018 12:67:24 08/28/2016 13:02:15 Undefined New NIA NIA NIA CTD-OSCE-SRV._.. OfficeScan 192,
08/28/2018 12:67-24 08/28/2018 13:02:15 Undefined New NIA NIA NIA CTD-OSCE-SRV_ OfficeScan 192
08282018 125724 | 08/28/201813:02:15  Undefined New NIA NIA NIA CTD-OSCE-SRV_. OfficeScan 192
082872018 12:57:24 | 08/28/2018 13:02:15  Undefined New NIA NIA NIA CTD-OSCE-SRV._. OfficeScan 192
08/28/20181257:24 | 08/28/201813:02:15  Undefined New NIA NIA NIA CTD-OSCE-SRV._. OfficeScan 192
< >
1-10/12 ¢ | » 112 10 perpage

Moreover, the user can change the columns displayed via the Customize columns
button, or export data in CSV/XML format.

If you add new columns, the new added column will become the first column in the
current search results.

Log Query
Data Loss Prevention - All products -
£¥ Customize Columns ID Export to CSV l [ Export to XML ]
&= Selectal A | Severity Status
Incident ID
Undefined New
Generated
Received Undefined New
Severity Undefined New
Stay
e Undefined New
Manager
Department Undefined New
Policy Undefined New
Product Entity/Endpgint Undefined New
Product v
Undefined New
oK Cancel Undefined New
08/28/2018 125724 | 08&/28/2018 13.02.15 Undefined New

By default, the maximum number of entries which can be displayed in a query result is
10000, but this can be modified by editing the following key in the ..\Program
Files\Trend Micro\Control Manager\SystemConfiguration.xmi file:

P Name="m_iAdhocQueryUIMaxResultSize" Value="
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4.2.6.Save and Share the Query Results

After performing a Query/Search, the Save Query button (floppy disk icon) becomes
clickable. Users can click Save to save query.

Log Query
Data Loss Prevention - All products - Last7 days ~ = | Show advanced filters
Save Search Criteria:
£+ Customize Columns [ Export to CSV [ Export to XML
Data Loss Prevention_2018_08_31_
Severity Status Manager Department it Enj

Generated ~ Received

Undefined New NIA NIA Cancel SCE|

When at least one query has been saved, user can click the Saved queries button to

08/28/2018 14:24:30 08/28/2018 14:27:09

view a list of saved queries.

Log Query
- Last7days ~ Show advanced filters

- All products.
Data Loss Prevention_2013_08_31_46

Saved-query

[adil |

Data Loss Prevention

£ Customize Columns [ Export to CSV [ Export to XML

The user can share the saved queries to others. Read-only users can also save and

share queries.

Log Query
Data Loss Prevention - All products - Last7days ~ i= | Show advanced filters share/delete,
Data Loss Prevention_2013_03_31_46

£+ Customize Columns M Export to CSV. @ Ex%qn to XML

Log Query

Data Loss Prevention - All products. - Last7days ~ Search = | Show advanced filters
D Data Loss Prevention_2018_08_31_46 a
shared stop-sharing

£+ Customize Columns [ Export to CSV [# Export to XML

After sharing, other users can see and access your shared query. A grey portrait icon
means this query was saved and shared by other users. Hovering the mouse pointer

over the gray portrait reveals the sharer's username.

Log Query
= | show advanced filters

- Last 24 hours ~

- Specified product(s)
shared by other user C]Dam Loss Prevention_2018_08_31_46

Virus/Malware detections
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4.3. Role-Based Access Control Log Queries

In Log Query, the following parts are controlled by Role-Based Access Control (RBAC):
e  Product Scope Filter
e Query Results
e Shared Queries

When a user gets into log query page, the product filter, including product directory and product
type, will be generated based on the user’'s product scope.

For example, if the user can only manage one OSCE server, their options in both product
directory and product type will be limited to the OSCE server that they manage.

Log Query
VirusfMahware detections - Specified product(s) - Last 24 hours ~ iI= | Show advanced filters
'[ v m CTD-OSCE-SRV_OSCE_1 |
OK Cancel
Log Query
Virus/Malware detections - Specified product(s) - Last 24 hours ~ i= | show advanced filters
Directory
OfficeSean
Select all
[ CTD-OSCE-SRV_OSCE_1 ]
OK Cancel
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4.4. Drill-down Query Views

In Log Query, users normally need to provide different conditions before each query. With drill-
down or jump query, it is possible to execute a query within another query without the need of
providing the conditions.

In TMCM 7.0, we can drill down to Log Query from the following:
e Default data views in Log Query
e Widgets
e Inventory view
e Policies

If you drill-down from the query result of Default Data View in Log Query itself, you will find a
Back button which provides users to go back to previous query result.

22
o] w |

Log Query
DatalossPreventionPolicyDetail - Specified product(s) All dates =
€ Back £+ Customize Columns [ Export to CSV [ Export to XML
' Endpoint Incident Source ... Recipient Subject File Location File
CTD-OSCE-WINY root NIA NIA C:\Users'root\Desk.. 201820180828013...
<
=11 <> |1 | perpage

When customers migrate to TMCM 7.0 and have some saved queries with summary or legacy

data views, you will see the data view under the under "LEGACY OR DRILLDOWN DATA VIEWS".

This query cannot be modified, but could be shared.

Control Manager

() Command Tracking
() Control Manager Event
() User Access

() Product License

LEGACY OR DRILLDOWN DATA VIEWS
(®) DatalossPreventionPolicyDetail LY

oK Cancel

Datal.ossPreventionPolicyDetail - Specified product(s) All dates =
Managed Product ~
9 [ Export to XML
() Product Status
O Product Event pient Subject File Location File
() Product Auditing Event A CiUsersirootiDesk...  201820180828013..
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4.5. How to Aggregate Logs

Log aggregation allows you to conserve network bandwidth by sending only selected data from
managed products to the Control Manager server.

By default the feature is disabled.
You can enable it in Log Query > Log Aggregation Settings.

#® Control Manager 8 vena -

[+] Dashboard Reparts Updates Administration

Edit Log Aggregation Rule

¥ Ensbls log sggregation

Log Aggregation Setfings

Clear the check boxes for data that managed products will not send to Cantrol Manager.

= Ovirus log -
Virus name
First action
First action resul
Second action
Second action result
Channel
Infection source
Detecting host
Detacting product type
Detecting product version
Reporting entity
Detection time
Detaction time zone

¥ Infected fie name -

Page 53 of 114| Trend Micro
Best Practice Guide — Control Manager 7.0




L |
-
om
2
o) w)

Best Practice Guide — Control Manager 7.0

4.6. How to Delete Logs

Log Maintenance can help you delete log entries by type manually or configure automatic log
deletion.

e How to delete the logs manually:
The user can click Delete All, in the corresponding row, to delete all logs for the selected
type.

Log Maintenance

|| Log Name Log Entries Maximum Log Entries Purge Offset Maximum Log Age

4] Virus/Spyware/Grayware log 35 1000000 v |logs 1000 v |logs 90 v |daysold
#  Productevent log o 1000000 ¥ |logs 1000 vllogs  [90 ¥ |daysold
¥ Security log 0 1000000 ¥ |logs 1000 |logs 50 v days old
@ Websecurily log 32 1000000 ¥ |logs 1000 vllogs  [90 +|daysold
@ Netwark virus log 0 1000000 ¥ |logs 1000 v |logs 90 v |days old
¥  Endpoint log 0 1000000 ¥ |logs 1000 |lags 90 v days old

e How to delete the logs automatically
Select the check box for the log type.

In the Maximum Log Entries column, specify the maximum number of logs that Control
Manager retains.

In the Purge Offset column, specify the number of logs that Control Manager deletes when
the number of logs reaches the number specified in the Maximum Log Entries column.

In the Maximum Log Age column, specify the age of logs that Control Manager deletes
automatically.

Log Maintenance

L Log Name Log Entries Maximum Log Entries Purge Offset Maximum Log Age

5] Virus/Spyware/Grayware log 35 ogs I 5000 v logs [ 30 v Liays old
[0 Productevent log 0 1000000 * |logs 1000+ |logs 90 v |days old
o Security log 0 1000000 * |logs 1000+ |logs 90 v |days old
=] Web security log 32 1000000 v |logs 1000 v |logs 90 v |days old
] Netwaork virus log 0 1000000 + |logs 1000 v |logs 90 v |days old

By default, TMCM retains a maximum of 1,000,000 log entries, the purge offset value is
1,000 log entries, and the maximum log age is 90 days.
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4.7. Log Query Specifications

e All summary data views have been removed from Log Query. Only saved summary data
views can be queried after migration to TMCM 7.0.

e Users can generate custom reports to create summary data views.

e By design, users with the DLP Incident Reviewer and DLP Compliance Officer roles
cannot click Search in the Log Query page.

4.8. Log Query Data Views

TMCM log types correspond to specific data views used in reports. You can use the following
data views to create custom report templates for your log query results.

System Events:
Virus/Malware Detailed Virus/Malware Provides specific information
Information about the virus/malware
detections on your network, such
as the managed product that
detected the viruses/malware, the
name of the virus/malware, and
the infected endpoint
Spyware/Grayware Detailed Spyware/Grayware Provides specific information
Information about the spyware/grayware
detections on your network, such
as the managed product that
detected the spyware/grayware,
the name of the
spyware/grayware, and the name
of the infected endpoint

Suspicious File Detailed Suspicious File Provides specific information
Information about suspicious files detected on
your network
Behavior Monitoring Detailed Behavior Monitoring Provides specific information
Information about Behavior Monitoring events
on your
network
Integrity Monitoring Integrity Monitoring Information  Used to monitor specific areas on

a computer for changes, such as
installed software, running
services, processes, files,
directories, listening ports,
registry keys, and registry values

Endpoint Application Detailed Endpoint Application Provides specific information

Control violations Control Violation Information about endpoint application
violations on your network, such
as the violated policy and rule

name
Device Control violations Device Access Control Provides specific information
Information about Device Access Control
events on your network
Endpoint Security Detailed Endpoint Security Provides specific information
Compliance Compliance Information about endpoint security

compliance on your network
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Endpoint Security
violations

Detailed Endpoint Security
Violation Information

Provides specific information
about endpoint security violations
on your network

Detailed Predictive
Machine Learning
Information

Detailed Predictive Machine
Learning Information

Provides specific information
about advanced unknown threats
detected by Predictive Machine
Learning

Virtual Analyzer
Detections

Detailed Virtual Analyzer
Detection Information

Provides specific information
about advanced unknown threats
detected by Virtual Analyzer

Network Events:

Spam Connection

Spam Connection Information

Provides specific information
about the source of spam on your
network

Content Violation

Detailed Content Violation
Information

Provides specific information
about content violations on your
network

Email Messages with
Advanced Threats

Email Messages with Advanced
Threats

Provides specific information
about email messages with
suspicious and malicious behavior
patterns

Web Reputation

Detailed Web Reputation
Information

Provides security threat
information about policy or rule
violations detected by Web
Reputation Services

Web Violation

Detailed Web Violation
Information

Provides specific information
about web violations on your
network

Firewall Violation

Detailed Firewall Violation
Information

Provides specific information
about firewall violations on your
network

Network Content
Inspection

Network Content Inspection
Information

Provides specific information
about network content violations
on your network

Intrusion Prevention

Detailed Intrusion Prevention
Information

Provides specific information to
help you achieve timely protection
against known and zero-day
attacks, defend against web
application vulnerabilities, and
identify malicious software
accessing the network

C&C Callback

Detailed C&C Callback
Information

Provides specific information
about C&C callback events
detected on your network

Suspicious Threat

Detailed Suspicious Threat
Information

Provides specific information
about suspicious threats on your
network, such as the managed
product that detected the
suspicious threat, specific
information about the source and
destination, and the total number
of suspicious threats on the
network

Application Activity

Detailed Application Activity

Displays specific information
about application activities that
violate network security policies

Mitigation

Detailed Mitigation Information

Provides specific information
about tasks carried out by

mitigation servers to resolve
threats on your network
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Correlation

Detailed Correlation
Information

Provides specific information
about detailed threat analyses and
remediation recommendations

Data Protection Events:

Data Loss Prevention

DLP Incident Information

Displays specific information
about incidents detected by Data
Loss

Prevention

Data Discovery

Data Discovery Data Loss
Prevention Detection
Information

Displays specific information
about incidents detected by Data
Discovery

Managed Product:

Product Status

Product Status Information

Displays specific information
about managed products
registered to the Control Manager
server

Product Event

Product Event Information

Displays specific information
about managed product events

Product Auditing Event

Product Auditing Event Log

Displays auditing information
related to managed products

Control Manager:

Command Tracking

Command Tracking Information

Displays specific information
about commands issued to
managed products

Control Manager Event

Control Manager Event
Information

Displays specific information
about Control Manager server
events

User Access

User Access Information

Displays Control Manager user
access and the activities users
perform while logged on to
Control Manager

Product License

Detailed Product License
Information

Displays information about the
Activation Code and information
on managed products that use the
Activation Code
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5. Report

Report generation is one of the most important features of TMCM. This is based on the design of the product
being a centralized management platform for Trend Micro business products.

5.1. Static template and Custom template
There are three sets of pre-defined report templates available by default in this release of
TMCM 7.0. These are:
e Custom Templates (Formerly TMCM 5.0 Templates)
e Static Templates (Formerly TMCM 3.0 Templates)
e TMCM 2.5 Templates(hidden by default)

The main difference between the two template sets (Custom\Static Templates) are that the
Static templates used to utilize Crystal Reports while Custom templates utilized MS SQL
reports. As of CM 7.0, Static Reports no longer use Crystal reports, and are implemented
using MS SQL reports as well.

Static Templates:

| Report Content
E(ﬁllc Temglales Report categon|
Custom Templates Gateway products
Py P oor basce prodcts Comparative feports:
O sp Desktop products [ Ransomware, grouped by
[ Most commgf Network products o [ Spyware/Grayware, grouped by
[] Detected S Data Discovery ities [] Viruses, grouped by
Virus detection reports: [ Damage cleanups, grouped by
[ Viruses detscted [ Spam. grouped by
[ Most commonly detected viruses Top usersfendpoints with threats:
[] Virus infection list for all entities Users/Endpoints: [Any v
Suspicious object detection reports: Threat type: [Any V|
[ Suspicious object detections by action resul, grouped by [] Top users with threats
[ Suspicious object detections by channel / infection layer [ Top endpoints with threats
[ Top suspicious object detections on endpoints that require action Summary: ®
[ Users and endpoints overview
[] Threat detections by channel and praduct
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Custom Templates:

@ Control Manager 2 trend +
] Dashba Directories Policies Logs ons Reports. Updates Help
Add One-Time Report @

Step 1: Contents +»» Step2 25 Step 3 105 Step 4

Report Details
Hama"
Description:
y
Report Content
Static Templates
TM-Content Viclation Datection Summary -

SETmy S TM-Daep Dizcovery Email Inspector Daily Summary

TM-Deep Discovery Email Inspector Monthly Summary
TM-Deep Discovery Email Inspactor Weekly Summary

TM-Deep Discovery Inspactor Host Severity Summary

TN-Deep Discovery Inspactor Suspicious Threat Detection Summary
Th-Managed Froduet Connection/Component Status.

TM-Overall Threat Summary

TM-Spam Detection Summary

TM-Spyware/Grayware Detection Summary

Th-VirusiMalware Detection Summary

TN-Web Violation Detestion Summary

Report Format
& Adobe POF Fomat (%.pcf)

Orientation: @ ) Porfrait ¢ = Landscape
) HTML Format {*himi)
) XML Format (*xmi)
© CEV Fomat esv)

=

You can edit or add your own customer template via web console > Reports > Custom
Templates.

For example, the users can create a template of the managed product’s pattern and engine
status.

1. Click Add to create a new custom template.

Custom Templates @
1
[&] Copy i Delete E]Import [ Export 1-100f 12 10 «Page[1 Jof2» n
O Name Description Creator Last editor Latest updated date subscribed Subscriptions
[0  TM-Content Violation Detection Summary System System 111162017 09:52 [
[0  TM-Deep Discovery Email Inspector Daily Summary System System 1111612017 09:52 [
0 | TM-Deep Discovery Email Inspector Monthly Summary System System 111612017 09:52 0
[0 TM-Deep Discovery Email Inspector Weekly Summary System System 111612017 09:52 ]
[J  TM-Deep Discovery Inspector Host Severity Summary System System 111162017 09:52 [
[J  TM-Deep Discovery Inspector Suspicious Threat Detection Summary System System 1111612017 09:52 ]
[0  TM-Managed Product Connection/Component Status System System 111612017 09:52 0
] TM-Overall Threat Summary System System 11162017 09:52 [
[0 TM-Spam Detection Summary System System 111612017 09:52 ]
[0 TM-Spyware/Grayware Detsction Summary System System 1111612017 09:52 )]
[E8 Add. [®] copy fif Delete ] Import [+ Export 1-100f 12 W « Page
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2. Typein a name for the template and drag the needed
content unit from the working panel. Six types of content unit are available:

Category Description

. Generated by the template creator and can be used to provide a summary
Static Text . . .
of the information that the report provides

Bar Chart Display report data using a bar chart
Line Chart Display report data using a line chart
Pie Chart Display report data using a pie chart

Dynamic Table Display report data in a format similar to a pivot table or a spreadsheet

Grid Table Display report data in a format similar to the Log query result

For example, you choose the “Grid Table".
Add Report Template

Working Panel
Template Content 2 Show waorking panel [ sasetes | Fechan |
Bar Chan Dynamic Table
Name* I Template Sample| I ® Linz Chart G Tobe
Description : Temperary ge
3 "
4 Insert page break above Insert row, e
Grid Table - Del
Uniitled
Delete this row Insert row below
Save Cancel

3. After clicking the Edit for the Grid Table, you need to choose the specific date view.
Edit Grid Table

> Step 1: Data View Step 2 Step 3

Data Views

Select the data view:

{CiProduct Information

{Oilicense Information* [a)
E-{3IManaged Product Information

ity n

ry
[ /@ Product Status Information

Product Event Information
“& O Product Auditing Event Log
{C3Compenent Information
{Z)Control Manager Information™
{C3Security Threat Information v
{\Data Protect
*An asterisk (*) indicates all report data containing Control Manager-specific and Lic

Next > Cancel
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4. Set the custom criterial if needed.
Query Criteria

Step 1 » 3> Step 2: Set Query Criteria »»» Step 3

Result Display Settings

Selected View: Product Status Information

Criteria Settings

" Required criteria

¥ Custom criteria

Match: All of the criteria .

Note: Columns marked with asterisk (*) can be selected to filter data only once.

Product Role is equal to Client

< Back Next = Cancel

5. Type in the name of this Grid Table, choose the needed fields, and then click Save.
Edit Grid Table

Step 1 » Step 2 »»» Step 3: Specify Design

Name™

Product Info I

Select fields to display on the report:
Available Fields Selected Fields

Produed Entity/Endpoint

Praduct HostEndpoint A
PraductEndpaint 1P

PraductEndpaint MAC

Wanaging Cantrol Mansger Entity

Managing Server Entity

Domain

Connection Status

Pattern Status

Engine Status

Product

Product Versian

Product Buid

Product Role v
Operating System

Sorting : | Select a field | [Descending v|

Display quantity

< Back Save Cancel

6. The newly added template will now be seen under the Custom Templates.

Custom Templates. 4
[EAcd [&) copy i Deiate E#]import 3 Export 1-100f13 1 1Paga[1 of2rm
a Name Description Creator Last editor Latest updated date Subscribed Subscriptions

O Template Sample root root 0952015 1345 0

[} TM-Content Vigkation Detection Summary System System 11162017 09:52 o
[0 T™-Deep Drscovery Email Inspector Daly Summary System System 1162017 09:52 0
[0  TM-Deep Discavery Email Inspector Monthly Summary System System 11162017 09:52 0
[ TM-Desp Discavery Email Inspsctor Weekly Summary System System 11162017 0852 0
[]  TM-Deep Discavery Inspector Host Severity Summary System System 111162017 08:52 0
[0  TM-Deep Discavery Inspecior Suspicious Threat Defection Summary System System 1162017 0952 0
0 TM-Managed Product Connecbon/Component Status System System 11162017 08.52 0
|} TM-Overall Threat Summary System System 11162017 09:52 o
[ TM-Spam Detection Summary System System 11162017 0952 [
[@Ad | (3lcepy | @Dcketle  falmpo | [E3Espor 19001310 «Page[i  |of2rm  Rowsperpage(1D ~|
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Control Manager 2.5 Templates
With the release of TMCM 5.0 report sets, TMCM 5.0 and higher version users are not
encouraged to use Control Manager 2.5 templates anymore.

By default, Control Manager 2.5 templates are not displayed in the product Ul.

To display the list of Control Manager 2.5 templates on the console, a parameter inside
..\Control Manager\WebUN\WebApp\web.config needs to be modified:

<appSettings>

<add key="EnableCM25Report" value="false" />

<add key="CharSpanToAddWbr" value="20" />

<add key="CrystallmageCleaner-AutoStart" value="true" />
<add key="CrystallmageCleaner-Sleep" value="60000" />
<add key="CrystallmageCleaner-Age" value="120000" />
</appSettings>

After changing the value of the EnableCM25Report key to “true”, Control Manager 2.5
templates will be displayed as illustrated.

5.1.1. New Reports added in Static Template

Executive Summary:

Comparative reports:
e Ransomware

Top users/endpoints with threats:

e Top users with threats

e Top endpoints with threats

Suspicious object detection reports:
e Suspicious object detections by action result by endpoints/users
e Suspicious object detections by channel / infection layer
e Top suspicious object detections on endpoints that require action
- Summary:
e Users and endpoints overview

e Threat detections by channel and product
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Desktop products:

v" Predictive Machine Learning detection reports:

e Unknown threats

e Most commonly detected unknown threats
- Comparative reports:

e Infection channel

e Predictive Machine Learning detections

5.1.2. New Reports added in Static Template

v" Custom Template:
= Adobe PDF format (*.pdf)
= HTML format (*.html)
= XML format (*.xml)

= CSV format (*.csv)

v' Static Template:
= Adobe PDF format (*.pdf)
=  Microsoft Word format (*.docx)

= Microsoft Excel format (*.xlsx)

v' After migration to TMCM7.0, the format in next scheduled report will be converted.
= Rich text (*.rtf) -> Microsoft Word format (*.docx)

= QOther -> Adobe PDF format (*.pdf)
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5.2. Static template and Custom template

You are able to generate your own reports and send out them by emails.

The SMTP settings for sending report notification emails is now located under Notification >
Notification Method Settings.

A setting for attachment file size limit has been added, and is set to 5000 KB by default. If
notification reports exceed the size limit, then the report is sent as a download link in the
email instead of as an attachment. Clicking the link redirects to the TMCM console. After log-
on, the report will be downloaded. This was added due to issues when TMCM reports would
not be sent when the attachment size exceeds the SMTP server attachment size limitations.

] Dashboard Directories Policies Logs Notifications Reports

Notification Method Settings

Event Notifications

SMTP Server Settings I Notification Method Senings]

Server FQDN or IP address™

Contact Groups

IPv4 and IPv6 addresses supported.

Port*: 25

Sender email address™ ‘
ttachment size limit (KB)*:  |5000 ] ‘

[ Enable ESMTP
User name
Password:

Authentication: |Login v

TMCM Report Service <emily@tmcry

FW: Control Manager Report Notification

1 of Control Manager report(s) have been forwarded.

Sender :1

Report : MSReport_RAT_0036

Report coverage : Between 07/02/2017 and 07/03/2017

Attachment(s) : 000C29B28D3A-5959BE93-012D-0454-2E45.docx & 000C29B28D3A-5959BE93-012D-0454-2E452.xlsx

The report by ded the i size limit. You can download the reports using the following links.
MSReport_RAT_0036: https://10.201.130.218:443/webapp/Reports/Report.aspx?InstiD=000C2982803A-59598£93-0120-0454-2E45 & Format=DOC&Location=000C29828D3A-
5959BE93-012D-0454-2E45

This setting can be altered to confirm to the limits set on the domain’s SMTP server.
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5.3. Access Control List

The fourth step during the creation of a new report requires a subscription to define the
recipient list of the report.

Step1 >33 Step2 33> Step3 »3 >[Steu 4: Message Content and Hecmients]

Note: To configure SMTP server settings, go to Notifications = Notification Method Settings.

Message Content

Subject: |

Message:

Report Recipients

[[] Email the report as an attachment

| User Accounts V| Recipient list

-— User Accounts — -— User Accounts —
root

SS0_User > -— Contact Groups —

Note: To define contact groups, go to Notifications = Contact Groups.

< Back Cancel

This configuration, together with the role's menu access control, dictates the operations
that a specific user can perform to report related items.

Template Subscription Instance Maintenance
Create .
N Edit Delete
Edit Create Delete Read ErrEny Read Update
Delete
Role can
access ] ] Q Q Q Q@ Q
Reportmenu
Recipientlist
oty %] @ 90 %] %) o %)
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Details of the report access control are listed below:

e A user assigned with a role that can access the highlighted report menus in the
following figure can perform all operations related to report template, subscription,
instance and maintenance. The behavior listed for “Role can access Report menus" is
only limited by what specific menu a user can or cannot access.

Menu Access Control

Select accessible menus:

IE‘@ O Reports
@ My Reports
o [ One-time Reports

o [Ischeduled Reports

@ [ Custom Templates

o0 Report Maintenance
=200 Updates
@ [JScheduled Update
3 [] Manual Update
H@ [ Administration

E'@ [J Account Management ~
[ S T Ny

e Report template operations and report maintenance can only be performed by a user
who can access the corresponding report menu.

e Creating, editing and deleting report subscriptions can only be performed by a user who
can access the One-time Reports and Scheduled Reports menu.

e Areportinstance can only be forwarded by a user assigned with a role that is
authorized to create, edit and delete report subscriptions.

e A user account that does not have report menu access but is in the recipient list for a
specific report instance gains a read-only permission to that report instance.
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5.4. My Reports

The items listed under My Reports are limited to reports generated using Static and Custom
templates and are dependent on the logged-in account. Two conditions determine whether a
report instance (one-time, scheduled or quick) are included in a user's My Reports view:

e The logged-in account is the creator of the subscription which generated the report
instance

e The logged-in account belongs to the recipient list of the subscription which
generated the report instance

The specific reports that are listed under My Reports are determined by the authorization
module discussed in the Account Management and Access Control.

6. Connected Threat Defense
(CTD)

To help customers locate and mitigate these threats, Trend Micro introduced Connected Threat Defense
(CTD), which provides a comprehensive and more complete solution to this problem.

As a solution, CTD uses the following components:

e Deep Discovery Inspector (DDI) and Deep Discovery Analyzer (DDAn) monitor and generate
Suspicious Objects (SO).

e Trend Micro Endpoint Sensor (TMES) leverages SOs or Indicators of Compromise (I0Cs) to conduct
impact assessment on all clients or a specific one.

e OfficeScan and Smart Protection Server mitigate confirmed threats

e TMCM functions as the controlling component in implementing the CTD functions
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6.1. Architecture

TMCM functions as the control center of the CTD solution framework.

/

o |

-I

Detection
OSCE § SO TMCM
TMES

/,,,pact
4359
ngenr
Endpoint 8
Products == DDEI

S
DDAN [

uo)jidaoxg

| DDI_Jf SMEX |

submit samples

NS

Point Products / m
DDEI

VA

This diagram shows an overview of the CTD Products:
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Products in the Virtual Analyzer (VA) group (DDAN, DDI and DDEI) send SOs to
TMCM, also get Exception lists from TMCM.

Trend Micro Endpoint Sensor (TMES) agents submit samples to the Deep Discovery
Analyzer (DDAN), and received requests for IOC or SO Impact Assessment from
TMCM.

The Endpoint Products, Point Products, and TMEAC get SOs from TMCM and send
back detection information to TMCM.

Point and Endpoint Products submit samples for analysis to DDAN.
Smart Protection Server (SPS) gets SOs from TMCM

Deep Discovery Email Inspector (DDEI) gets SOs from TMCM and also submits
samples to DDAN for analysis.
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6.2. Architecture
6.2.1. Type of Suspicious Objects

» VASQO: Virtual Analyzer Suspicious Object

o File SHA-1
o IP Address
o URL

o Domain

» UDSO : User Defined Suspicious Object
o File (filterCRC)

o File SHA-
o IP Address
o URL

o Domain

» Exception List(s)
The following table explains SO type, available actions and product which
support to configure action from Control Manager.

Type of SO Available Exception handling Note

action

File SHA-1 Log v Only VASO can be added v When Block action is taken
into exception list. by Office Scan, real-time
Block scan deny file access and
manual, scheduled scan or
Quarantine scan now does not take any
action.

v" When quarantine action is
taken by Office Scan, file is

encrypted.
IP address Log v Only VASO can be added
into exception list.
Block
URL Log v Only VASO could be added
into exception list.
Block v' Wild card is supported
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Domain Log
Block
File (UDSO) Log
Block
Quarantine
6.2.2. Suspicious

v" Only VASO can be added
into exception list.

v" Wild card is suppoted

v/ UDSO has the highest
priority

v' CM will still display the

detection log on the UDSO
page even if it matches to
the wildcard exception list

Object Sync Interval

DDAN, DDEI and DDI can be the VASO source, and TMCM can deliver them to OSCE, DSM, TP,

IWSVA, SPS and CAS.

v DDAN sends th

e SO to TMCM every 10 min

v" DDI sends the SO to TMCM every 5 min

Please refer following picture to confirm sync interval for each product.

smin
10min ! 10min
e Smin O_
= omin | =
TWSVA Smin n L HoI
ol ample e
. < Submit only :
Sample s P TR — . P
. Submit only "& (=Xt !
5min ; IMSVA  20sec |
ISME Smin ¢ DDAN->TMCM . v
“1SD 10min
g !
= )
E]S'BGS CAS DDEI ........ 2 Osec ........... ). ......... 6 Omln
4\ 10min —NitM
i 10min
Sample
Submit only
TMES server ;
QSCE Server,
1] o I
WEIESES oS OSCE Client
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&) renD

DDD V3.0 has the ability to do suspicious object synchronization among managed Deep
Discovery products (DDI v5.1, DDAN vé6.1, and DDEI v3.1).

[ DDI v5.1 + DDAN v6.1 as External VA + TMCM v7 with hotfix 2807+ DDD v3.0 ]
Reference Architecture:
O 0 0
O vaso - % o
@ Exception kst (F) ry -
 Fie Submit o o % o S
o m (€] V]
(€]
« 00

After registering DDD to TMCM, TMCM will issue the following requests to DDD every 10 minutes:

e Upload Virtual Analyzer Suspicious Object (VASO) to TMCM.
e Push full exception list if there is an item changed (e.g.: Add/Delete from TMCM
console).

As for the User-Defined Suspicious Object (UDSO), DDD will download them every 30 seconds.

Smin
10min 1 10min
ik 5min _Q
----- =N o | =
TWSVA Smin M ple ooL
Subrit only
sample s - i
Submit cnly ‘El :J S0sec |
5min Smin DDAN IMSVA
ISME 20 s_ec-"""‘ 30 sec
==ty 5" 20sec )
65365 CAS DDEL bl - GOI’TTIn
4\ 10min Z0sec Wrcm
10min

sample VASO sync from DDD to W !
submitonly  TMCM - 10 min |:| |
: . |
TMES server UDSO download from 10min :

TMCM to DDD --30 s2c  OSCE Server:

ge=] S B—

OSCE Client
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6.2.3. Suspicious Object Sync Now

In TMCM 6.0, there were two sections under the Distribution Settings console: Trend Micro
Managed Product Settings and the HP TippingPoint Settings. In TMCM 7.0, these sections are
separated into separate tabs: Managed Products and TippingPoint.

Distribution Settings

Control Manager consolidates Virtual Analyzer and user-defined suspicious objects and then sends them to managed products and third-party solutions.

[ Managed Products l [ TippingPoint ] Hub Control Manager

Managed Product Settings

Send suspicious objects to managed products. More information
Use the following connection details:

Service URL: 1L Wmme Jum . Bve)
APl key: Fevcodie st owes. “== TS0 IO M0

Sync Now

Normally, we can automatically deploy two kinds of APl keys: the DDAN API key and the TMCM
API key.

If you don't have DD products registered as Virtual Analyzers, in order to deploy the CM API key,
we need to disable the DDAN checking in SystemConfiguration.xml by setting
m_EnableDDANCheck to O and restarting the LogProcessor process.

e 0~ Turn off DD products checking. Deploy API key despite no DD product registered
e 1->Turn on DD products checking. Deploy API key if there are DD products registered. If
none, then do not deploy the API key.

Here we will focus on the Managed Products Sync Now.

You can manually trigger synchronization of the managed products by clicking the Sync Now
button in the Administration > Suspicious Objects > Distribution Settings > Managed Products
tab.

Distribution Settings

Control Manager consolidates Virtual Analyzer and user-defined suspicious objects and then sends them to managed products and third-party solutions

Managed Products TippingPoint Hub Control Manager
Managed Product Settings

Send suspicious objects to managed products. More information
Use the following connection details

Service URL: .z iom ou wurwenapy
API key: |- =N LN cmanPin e
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After you click Sync Now, it will do the following steps:

1. Synchronize SO with Vas. You can find the result via Command Tracking

Command Details

Syne Now - Virtual Analyzer

Isuedt: 0711472017 10.08:37 Successtut 1
Last upeatedt 0751472017 100837 Unsucceossiut |
Use: 100t I Progress: 0

Parameters: 1.

Last Reported = Sunver/Entity Status De

escaiption
74017 100337 512001 Successful Sync Now - dd5-1300-1 successhully synchionized susgicious objects fists
TA47017 100837 oot Hat available Sync: Now - localhost varsion unsugportad, Upgrad localhost fa newas! version or wail for schedulad syncheonizati
on ta begn
Back

2. Consolidate the SO in TMCM
Notify products to sync SO

4. Products attempt to synchronize SO with TMCM. If the product does not sync SO
within 3 minutes, then this is considered a failed action. You can find the result via
Command Tracking

Sync How - Send suspicious object ists to managed products

Issuad: 1073142017 045,53

Suscossful 0
Last upeatet: 1073112017 09:45.53 Unsuccasstuk 2
User: adrmin InProgress: 0

Paramutors: Hin

Last Repuried = ServerEntity Status Description
1073112017 09:45:53 IMSvAD1 Tine cut Sync Now - IMSVAD1 unieachsble; Unable to synchicaize suspicious object izts
10312017 09.45:53 oot Hat svalsble Sync Now - lacalhost varsion unsupgorned; Upgrade Iozathost to newest version or wait for scheduled synchronizatio

110 begn

Page 73 of 114| Trend Micro
Best Practice Guide — Control Manager 7.0




Best Practice Guide — Control Manager 7.0

6.3. Hub and Node TMCM
6.3.1. Hub and Node

One of TMCM servers can be set as the hub server, to share Suspicious Object among other
TMCM servers.

The SO can be synced between Hub and Nodes.

All the TMCM servers will have the same VASOs and UDSOs.

SO hub

DDAnN

TMCM A m

P BN

/node ] node
| ooe || DpAn "°d°[ \ DDA | DDI

DDEI DDA DDI
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6.3.2. How to register Hub and Node TMCM

Control Manager which should be the Node needs to register to the Hub TMCM.

Go to Administration -> Suspicious Objects -> Distribution Settings.

Copy the Service URL and API key of the Hub TMCM.
Distribution Settings

Control Manager consolidates Virtual Analyzer and user-defined suspicious objects and then sends them to managed products and third-party solutions.

Managed Products TippingPoint Hub Caontrol Manager

Managed Product Settings

Send suspicious objects to managed products. More information
Use the following connection details:

Service URL:| ma. i3 B8webapp
AP key: LA N CE O e W TGN

Sync Now

Go to Administration -> Suspicious Objects -> Distribution Settings.
Go to the Hub TMCM tab on the Node TMCM.

Enter the Service URL and API key that was copied from Hub TMCM and click
Register. The default sync interval is 5 minutes.

Distribution Settings

Control Manager consolidates Virtual Analyzer and user-defined suspitious objects and then sends them to managed products and third-party solutions
TippingPoint Hub Control Manager

Hub Control Manager Settings

Managed Products

Specify the connection setiings to the Suspicious Object Hub Control Manager for and ion of objects lists across multiple Control Manager servers
Service URL] | <server_name=-port_numberiwebaps
APl key
Sync every: | 5 mins
Register

After becoming a Hub, the “This Server is Hub Control Manager now" message will
be seen on the Hub TMCM tab.

Distribution Settings

This Server is Hub Control Manager now

Control Manager consolidates Virtual Analyzer and user-defined suspicious objects and then sends them to v

Managed Products TippingPoint Hub Control Manager
Hub Control Manager Settings

Specify the connection settings to the Suspicious Object Hub Control Manager for centralized m

Service URL:
APl key

Sync every

c O
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The following operations are allowed for Hub Node mode.

1 Add UDSO o)

X
2 Delete UDSO 0] ®
X

3 Add Exception X*
4 Delete Exception X* X
5 Add VASO 0 0
6 VASO add to Exception A X
7 VASO never expire 0] ®
8 VASO never expire and expire Now 0] ®
) VASO expire Now 0]

&
10 VASO Configure Scan Action 0 ®

® Node can't perform this operation
X Action possible on Node, but not synchronized with Hub
/A Node CM will only remove VASO, but not add to exception
O Action Synchronized
X* Hub to Node exception Sync can be enabled via configuration.
There are two ways to enable exception synchronization from Hub to Node.

» Migrate from TMCM 6.0 and register as hub and node. Exception sync is enabled after
migration
» Enable manually
1. Edit <CM_ROOT>\SystemConfiguration.xml on Hub CM.
2. Set m_iTmcmSoDist_ForceSyncWhitelist to 1.
3. Restart LogProcessor process.
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6.4. Suspicious Object Tools

e ImportSOFromCSV
Users can import properly formatted *.csv files of suspicious object data (UDSO\Exception
lists) into Control Manager. Please refer to the OLH for details:
http://docs.trendmicro.com/en-us/enterprise/control-manager-70/tools-and-additional/suspicious-
object-lil2/using-suspicious-objl.aspx

e  STIX-Import

Structured Threat Information Expression (STIX™) is a structured language for describing
cyber threat information so it can be shared, stored, and analyzed in a consistent manner. It
can be a good SO resource, and as a tool, was created to allow importing STIX data. We
support STIX v1.2.

This tool is located at <CM_ROOT>/ImportSOFromCSV.exe.

The command syntax is “stix-import.bat <STIX_file_with_watchlist>".

The tool looks for certain keyword (Observable, watchlist) in the STIX file, and then
places the SO into a CSV file. The user can then use the ImportSOFromCSYV tool to
import the CSV into UDSO.

e SuspiciousObjectExporter
This tool is used in the following cases:

o Export SO without accessing the Ul
o Export SO into a different format other than CSV

o Please refer to the OLH for details:
http://docs.trendmicro.com/en-us/enterprise/control-manager-70/tools-and-
additional/suspicious-object-1i12/using-suspicious-obj.aspx

e SOMigrationTool
This tool exports SOs from CM and import those SOs into a third-party software or other
device (i.e. CheckPoint Firewall).
Please refer to the OLH for details:
http://docs.trendmicro.com/en-us/enterprise/control-manager-70/tools-and-
additional/suspicious-object-mi/using-the-suspicious.aspx
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6.5. 10C Management

Indicators-of-Compromise (I0OC) Sources:
e DDANnS1
e DDI38
e OpenlOC Samples

It is recommended to use community IOC as an input for TMCM. Though TMCM supports
DDI/DDAN I0C, those DDI/DDAn 10C are automatically converted to SO and sent to TMCM.
To avoid redundancy, it is not recommended to use DDI/DDAn 10Cs. Once 10C is uploaded to
TMCM, the administrator use TMES to perform impact assessment which determines the
endpoints compromised using the criteria found inside the 10C. The mitigation is performed
once the endpoint is validated as compromised and isolated from the network.

: '°c 5.1 3.8

10C 10C

Assess

r ™
TMCM 7 Web Console :>
” TMES Server
indicator of JCﬁ:m act Impact Assessment

Compromise
OSCE Endpoint
Isolation

10C Files

4

At Risk
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6.5.1. Adding IOCs

The Add button allows customers to add IOC files from either Deep Discovery Inspector or
from OpenlOC samples.

1. Open the TMCM console.

2. Go to Administration > Indicators of Compromise.

¥ Control Manager

9 Dashboard Direclories Policies Logs Notifications Reports Updates Administration

Indicators of Compromise (I0Cs)

Upload OpenlOC files to assess impact to your network using Trend Micro Endpoint Sensor.

e | pact | Wy Refresh
Latest Investigation
[ |File Name | Description
Started Progress Settings AtRisk Safe Pending/With Issues
[] 4BEOEF7E068A230506A5D1COBB44BEEG7BD...  OpenlOC For Sample: 4BEQEFTEQ68A230506AD1CEBB44. . NIA NIA NiA NIA NIA NIA
[ | ioc_rule_sha1_for_sensortest.exe.xmi SHAT - by N/A on 03/12/2014 13:36:35 Details: NIA 042002017 01:33:18 0% View 0 0 1

File: 2

6.5.2. Removing I0Cs

The Remove button removes IOC files and reports previously added.

¥ Control Manager

(4] Dashboard Directories. Policies Logs Notifications Reports Updates Administration

Indicators of Compromise (I0Cs)

Upload OpenlOC files to assess impact to your network using Trend Micro Endpoint Sensor.

G0 (s @ et | e

Latest Investigation
[ |File Name | Description
Started Progress Settings At Risk Safe Pending/With Issues
4BECEFTE9BBA230508ASD 1GIBAALBAEITED. . OpenlOG For Sample: BEGEFTEYEBAZI0S0BASIICIBE44.  NIA A NIA NIA NiA A
[ ioc_rule_sha1_for_sensortest exe xmi SHAT - by NIA 0N 31272014 18:36:35 Details: NiA 04202017 0133318 0% View 0 0 1
File: 2
Message from webpage

X Removing an OpenlOC file also removes its investigation histories. Do
WY you want to continue?

[ ok ][ Cancal
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6.5.3. Impact Assessment

The Impact Assessment at this stage uses the same mechanism as the Impact Assessment
in Suspicious Object Management. Instead of assessing only one object, an entire IOC file is
investigated on the endpoints.

Control Manager initiates a command to Trend Micro Endpoint Sensor (TMES) to assess the
endpoints which are at risk.

Indicators of Compromise (I0Cs)

Upload OpenlOC files to assess impactto your network using Trend Micro Endpoint Sensor

R Add | fif Remove || @] Assessimpact ||y Refresh

Latest Investigation

[s] |File Name 4 | Description
Started Progress Settings AtRisk safe Pending/With Issues
[] 4BE9EFTEC63A230506A5D1COB844BGERTBD...  OpenlOC For Sample: 4BE9EFTEQ68A220506A5D1COB44... | NIA NiA NIA NiA NIA NiA
ioc_rule_sha1_for_sensortest exe xmi SHAT - by NIA on D3/1212014 18:36:35 Details: NIA 091182018 105258 0% View 0 0 0
File: 2

[ +/ Impact assessment has started Assessment time varies but will not exceed two hours in most cases. ]

Indicators of Compromise (IOCs)

Upload OpenlOC files to assess impact to your network sing Trend Micro Endpoint Sensor.

B Add | [ Remove | @ Impact | @y Refresh
Latest Investigation
[ | File Name « | Destription
Started Progress Seftings At Risk Safe Pending/With Issues
[] 4BESEF7E9RSA230506ASD1CIBE44BSESTED...  OpenlOC For Sample: 4BEQEF7ESBBA230506A501C9B844 . NIA N/A NiA NIA NiA NIA
[J  ioc_nule_shai_for_sensortest.exe xml SHA1 - by NIA on D3/12/2014 13:36:35 Details: NIA 001122018 105258 0% View 0 o 0
File: 2
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6.5.4. At-risk Endpoints

When endpoints are determined to be at risk, they are displayed with a link in the console:

@ Impact assessment has started.
Indicators of Compromise {I0Cs)

Upload OpentOC files to assess impact to your network using Deep Discovery Endpomt Sensor. Click here to vew indicators supported in an investigation.

Gag | X Fy Refresh
Lastest investigabion
[7] |Fila Name 4 | Description
Started Status Seftings AtRisk Safe Pending
) SEECS24T1650C QpenlOC For Sample: SCF536FSBECS2471650C0BCD 03724120151 Ongoing 0 5 4
E2E - by User_TMCM_Admin on 0114/2015 07-25:13 Det. . 032420151...  Ongoing 2 3 4
[ Geopeniocami OpenlC For Sample: 0C528EBA4S4ECATF2BDD18724.. 0324720150, Complated View D 1 1]

Once clicked, the details of the at-risk endpoint will be shown:

Indicator of Compromuse At Risk Endpoints.

(5) Export af results &isolate | (G Speicty allowed trafic

[ | FustOdbserved ¥ | Host Name P Accress Criticality Matching OBject(s)
0172015 152150 W 10.1.173.164.192 168.197.1,192.16  High file - msnss. exe
8.187.11080:7031.c666:c4c8 16451 file - msnss. exe
€80-8980:5207 20b11203 %680 a1e file  Isass exe
£123ce3c1 4108 file : SmarTest exe

fle : Isass exe

process ; SmarTest exe
process - SmanTest exe
filo - SmarTest exe

fie - 13353 exe

file - msnss exe

file - msnss. exe

fie : Isass exe

fle - SmarTest exe

fle - Isass exe

file - msnss exe

file - msnss exe

file * Isass exe

process - SmarTest exe

M 03162015 155204 tw 10.1.172.27 109675689882 65722 Crtical process - SmarTest exe
9189:621c9c 1200802820 5¢00 75 process - SmarTest ere
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6.5.5. OfficeScan Endpoint Isolation

The network isolation, also known as Network Quarantine, it addresses the user scenario
where an endpoint requires isolation from the network due to potential threat impact. If
endpoint isolation is not performed, enterprise, network or sensitive information can be
stolen from this specific endpoint. Implementing this action gives the TMCM Administrator a
method of mitigation to prevent further damage.

The OfficeScan firewall is used to isolate endpoints at risk. Please also ensure the Single-
Sign On for the OSCE server is enabled.

Deploying Endpoint Isolation Task
1. Find and select the infected endpoint (e.g. EN-WIN70-X64).

User/Endpoint Directory (6]
Search Users. v User name or email address Q Advanced
Endpoints (23)
Al
b Custom Tags Endpoint & 1P Address Type = Operating System Endpoint Server User Threats
(4
. Custom Filters 192166200143 = Windows 7 ] WIN-AAUHCI2L6H2_OSCE, OfficeScan Administrator 5
» ¢ importance £ ~
z
— LY M findows - " , OfficeScan
v 1924682004 @ Windows 10 WIN-EC1HI56PK3IF_OSCE, Offices NiA 0
Al -
5 5 Custom Tags RS 19216320093 @ Windows 10 [ WIN-AAUHCI2LEH2_OSCE, OficeScan Admiristrator 15007
> 7 Fiters
» & importance o mEmATLT 192168200179 @ Windows 10 ] WIN-GE30ES449GG_OSCE, OfficeSean .y 0
4 actve Directory _
b 5 et ot - 192.163200.12 @ Windows 10 [ WIN-AAUHCI2LEH2_OSCE, OficeScan T, 0
2. Click the Task drop-down list, and click the Isolate option.
< 8 EN-WINT-X64 ]
‘ Threats | Policy Status. ‘ Notes H General Information ‘ Task A ‘
4 [B) ENWINT-X64 (Windows 7) S Assign tags
OfficeScan Agent 121 4345 Test_Sample Pending
OfficeScan Agent 1.0 8054 Test_Sample Pending
‘OfficeScan Data Loss Prevention 121 4345 'Without policy

3. Click Isolate Endpoint.

Endpoint Isolation

The endpeint that you wish to isolate will be
disconnected from the network. Restore the
connection after you finish your investigation.

Isolation and connection restoration reguire OfficeScan
a0e Fiorla rIEle sure that the agent?™s I

[
firewall is enabled.

Mote: You can control allowed traffic on endpoints while
they are isolated.

Isolate Endpoint Isolate Cancel
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Verifying Endpoint Isolation
Once the OfficeScan agent has implemented endpoint isolation, the following pieces of
tracking information are generated:

7. OfficeScan Server System Event Logs

* Dashhoard Assessment ~  Agents ~ | Logs v | Updates ~  Adm

System Event Logs

System Event Logs

Last system event 1/23/2015 17:26.45

Date/Time « Endpoint Event

112312015 17:26:45 ISA_W81PROG4

112312015 17:26:41 ISAAC_W2012 User "root" logged in with following roles: Administrator (Built-in).
112312015 17:25:12 ISA_W81PROG4

112312015 17.24:27 ISAAC_W2012 User "root" logged in with following roles: Administrator (Built-in).
112312015 17.24:147 ISA_W81PROG4 Endpoint isolation enabled.

112312015 17.14:42 ISAAC_W2012 User "root” logged in with following roles: Administrator (Built-in).
1/23/2015 17:13:03 ISA_W81PROG4 Endpoint isolation enabled.

1/23/2015 17.12:54 ISAAC_W2012 User "root” logged in with following roles: Adminisirator (Built-in).
1i2212015 15:58:3¢ ISAAC_W2012 Retrive VDI info from 10.201.144.1 failed. err = 12175
112212015 15:43:31 ISAAC_W2012 User "root" logged in with following roles: Administrator (Built-in).

8. OfficeScan Server console displaying Client status

= https://[:11:4343/ - View Status - Windows Internet Explorer == -
Reset statistics for the following security risks:

VirusMalware Firewall policy violations e~
Spyware/Grayware

= Expand All

Z ISA_WS1PROG4

Basic Information

GuUID: 534c5c55-e819-4a21-a3d0-3137c2a83157
Scan method Smart scan
Connection status Online
File Reputation Services status: Available
File Reputation Services URL: http:#isaac_w2012:8080/tmcss/
Web Reputation Services status: Available
Web Reputation Services URL: hitp:#isaac_w2012:8080/
Virus/Malware detected: 0
Spyware/Grayware detected- (4]
Qutbreak prevention policy: Disabled
I Control Manager - Endpoint isolation policy: Enabled I
Restari required Mo
Data Protection status: Mot installed
Platform: Windows 2.1 6.3.9500
Architecture: B8 (v
IP addrace- AN 204 141 R4
< >
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9. Pop-up Notification

@ Endpoint Isolated
Suspicious connections detected on your endpoint.
Contact your O or Control admi_..

Virus / Malware 0
Since 1/8/2015 (Thu) 16:38

Spyware / Grayware 0 Q
Scan
Since 1/8/2015 (Thu) 16:38
Scheduled Scan Disabled 1 v
Scheduled scan is disabled
Update

Smart Scan Agent Pattern 11.431.00

0 Endpoint Isolated
Last update: 1/23/2015 (Fri) 16:44

Of has detected
(] (1T @ 3 originating from your endpoint. To prevent the risk from spreading,
Soss the Control Manager has enforced that

restrict you from accessing network resources.

6.6. CTD Integrated Products

Access this KB article to see the list of the detailed CTD product support capabilities in TMCM
7.0: http://esupport.trendmicro.com/solution/en-US/1118544.aspx
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7. Major Functions and Tips

Below are the major functions of Control Manager:
v' Dashboard can show current threat status
Collect and gquery managed product logs
Execute malware scan for managed product
Single Sign On for the managed product
Provide product license status and update it
Deliver policy like function settings and exception rules
Deliver latest pattern and engine

Generate report with managed product information

AN N N N N NN

Receive or share suspicious object (SO) between Control Manager and managed product to
minimize threat impact

\

Share exception list to minimize false alarm impact

(\

Notify alert or information by email (SMTP), SNMP, Syslog, Windows event log and Trigger
Application Settings.

Refer to Appendix to know which function(s) each product could be supported.
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7.1. Early Discovery

To realize the possible incident earlier, email notification, syslog or SNMP could be enabled by
Control Manager.

Event Notifications
v Email notification

To identify possible issues earlier, email notification could be configured.

a. Configure the SMTP Server Settings.

@ Control Manager @ Dashboard Directories Policies Logs Natifications. Reports

Notification Method Settings Event Notifications

| SMTP Server Settings | [ Notification Method Settings ]

Server FQDN or IP address™ | ‘ Contact Groups

IPv4 and IPv6 addresses supported.

Port* 25

Sender email address™ | ‘
Attachment size limit (KB)™:  |5000

[ Enable ESMTP

User name

Password

Authentication:

b. Enable the specific event type, and click on the event name.

@ Control Manager @ Dashboard Directories Policies Logs

Event Notifications

Enable and configure event notification settings to receive automated alerts about your company network. Noification Method Settings

Advanced Threat Activity Status Event Contact Groups
Content Policy Violation @ b c

Data Loss Prevention C&C callback outbreak alert

Known Threat Activity Correlated incident detections

Network Access Control Email messages with advanced threats
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c. Enable Email message. Modify the Subject and Message is needed.

Notification Methods

Email message

Subject: Control Manager Netification: C&C Callback Alert

Message: Server: %cmserverth -
Event: %event%%
Time: %lime%

Compromised host: %COMPR_HOST%
Callback address: %CALLBACK_ADDR%
C&C list source: %CnC_LIST_SRC%

Product: %oname% e
Windows event log
Message: Server: %omserverts =
Event: %event?%
Time: %time%

Compromised host: %COMPR_HOST%
Callback address: %CALLBACK_ADDR%
CA&C list source: %CnC_LIST _SRC%
Product: %oname%%

Syslog

Save Test Cancel

d. Click Save.
v SNMP

SNMP Trap sends a notification using Simple Network Management Protocol. TMCM
stores notifications in Management Information Bases (MIBs) and MIB browsers are
used to view the SNMP notification.

Dashboard Directories Policies. Logs Notifications. Reports
0g P
Notification Method Settings Event Notifications
SMTP Server Settings I Notification Method Settings I
Server FQDN or IP address™ ‘ Contact Groups &

IPv4 and IPv6 addresses supported

por

Sender email address® ‘
Attachment size limit (KB)*: 5000

[} Enable ESMTP

User name:
Password:

Authentication

SNMP Trap Settings I b

Community name* |publ\c ‘

Server |P address® | ‘

IPv4 and IPvE addresses supported.
Download MIB file
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In the SNMP Trap Settings section, specify the following:

a. Community name: Type the SNMP community name.

b. Server IP address: Type the IPv4 or IPv6 address of the SNMP server.

Check if the SNMP trap is supported.

Dashboard Drectories Policies Notifications Notification Methods

@ Control Manager

9

Logs

Email message

Subject: antrol Manager Notficaton. Emal Policy Viclatien

Fvent Noiicatons Mannage: ‘Cantrol Manager (%cmservars) ntficaton: Jeoventss

A 6t haw e GHlEE180 ioialInG Cantent securty polcy.
Sugpect: sesudjects

Sender. Tesenderth

Recipiant %rec/pants

Securty poscy. Stzemamets

Action on the tentant WAiteraEtd

Enable and configure event nofification setfings to receive automated alerts about your company network,

Advanced Threat Actiity Status Event Action on the mal: msaactss

Windows avent log

. . \ Message: Cantol Manager (Scrserert) Actfeaton %oventts
Content Policy Violation n ‘ An emai has besn Setecied vioitng content securty polcy
Data Loss Prevention (:\
Action on the :wle;ﬂ Sefiteractte
Known Thieat Actiit Action on tne mall: msoact.
'
ager application

Network Access Control Fla Marse

Paramaters:
Unusual Produt Befiavior sysiog

Update

Cancel
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v Syslog
The following are the characteristics of the syslog message:
e Easier regular expression parsing
e Enhanced readability
e Uses the name value pair __name ="__value__"
e Follows RFC 3164 for syslog format
e Applies ISO 8601 time format

e Maintains the same event ID with the SNMP message for better
consistency

’J Control Manager [x] Dashboard Directories Policies Logs. Notifications Reports

Notification Method Settings

Event Nofifications

SMTP Server Settings Notification Method Settings

Server FUDN or IP address™ ‘ | Contact Groups

IPv4 and IPv6 addresses supported
Port* 25

Sender email address™ |
Attachment size limit (KB)*: 5000

[ Enable ESMTP

User name:
Password:

Authentication

SNMP Trap Settings

Community name* |publ\: ‘

Server IP address”: | |

IPv4 and IPv6 addresses supported
Download MIB file

Syslog Settings l b

Server IP address™ | Port" ‘ M=
IPv4 and IPv6 addresses supported.

Faclity: [Locald v

In the Syslog Settings section, specify the following:
e Server IP address: Type the IPv4 or IPv6 address of the syslog server.
e Port: The port number of the syslog server.
e  Facility: Select the facility code.

e Add multiple syslog servers using the add icon if you have.
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Check if Syslog is supported.

"

E
g

N
R

Event Notifications Subject:

Enable. 0 rmceive o company network Message:

Advanced Thsat Resivity

Sttus vont
« = click

Data Loss Pravention a ” ot -

Kiram Threat Actiiy « ’ ;

Metwaric Acuss Convol

Updaia e Message:

Notification Methods

Email message

Control Manager Notfication: CAC Caliback Alert

Server: Hcmserver®
Event: %event%
Time: Selimet

Compromised host %COMPR_HOST%
Calback agaress. %CALLBACK_ADDR%
C&C st source: %OnC_LIST_SRC%
Product: $onames

Urnssus! Product Belce o VY Artyzer Coiecs Windows event log

Senver. Kemsarvers
Event: %aventde

Time: Stime

Compromised host %COMPR_HOST%
Callback address: %CALLBACK_ADDR%
CA&C bst source: %OnC_LIST_SRC%
Product: %onama%.

This table shows which event is supported by syslog.

D
0

Group Events

Support Syslog

Advanced Threat Activity C&C Callback alert

Y

C&C Callback outbreak alert

Correlated Incident Detections

Threats

Email Messages with Advanced

N
N
N

High Risk Virtual Analyzer
Detections

=z

High Risk Host Detections

=z

Known Targeted Attack Behavior

=z

Potential Document Exploit
Detections

Rootkit or Hacking Tool
Detections

SHA-1 Deny List Detections

=z

Worm or File Infector
Propagation Detections

Pz

Content Policy Violation Email Policy Violation

Web Access Security Violation

Data Loss Prevention Incident Details Updated

Scheduled Incident Summary

Significant Incident Increase

Channel

Significant Incident Increase by

Z|1Z|Z2|Z2|<|<

Sender

Significant Incident Increase by

pz4

User

Significant Incident Increase by

Significant Template Match
Increase
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Known Threat Activity

Network Virus Alert

Special Spyware/Grayware Alert

Special Virus Alert

Spyware/Grayware Found -
Action Successful

Spyware/Grayware Found -
Further Action Required

Virus Found - First Action
Successful

Virus Found - First Action
Unsuccessful and Second
Action Unavailable

<| =<| =< -<-<-<-<®

Virus Found - First and Second
Actions Unsuccessful

Virus Found - Second Action
Successful

Virus Outbreak Alert

Network Access Control

Network VirusWall Policy
Violations

Zz|<

Potential Vulnerability Attacks

Unusual Product Behavior

Managed Product Unreachable

Product Service Started

Product Service Stopped

Real-time Scan Disabled

Real-time Scan Enabled

Updates

Antispam Rule Update Successful

Antispam Rule Update
Unsuccessful

<< <|<L|<[<]Z|<

Pattern File/Cleanup Template
Update Successful

<

Pattern File/Cleanup Template
Update Unsuccessful

Scan Engine Update Successful

Scan Engine Update
Unsuccessful
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LogForwarder Tool

LogForwarder Tool can send several log types from the Control Manager database to a
syslog server, in either ArcSight Common Event Format (CEF) or Control Manager (CM)
format.

The following are the types of logs that the Log Forwarder Tool supports:

Log Types CEF Log Format Support TMCM Log Format Support
Behavior Monitoring Yes Yes
CBC Callback Yes No
Data Loss Prevention Yes Yes
Device Access Control Yes Yes
Engine Update Status Yes Yes
Suspicious File Yes Mo
Network Content Inspection Yes Mo
Virus/Malware Yes Nao
Pattern Update Status Yes Yes
Content Security Yes Mo
Spyware/Grayware Yes Mo
Web Security Yes No
Predictive Learning Machine Yes Mo
Endpoint Application Control* Yes No
Sandbox Detection Logs* Yes Mo

* Means it is available after TMCM 7.0 Patch 1.

Attention

v' TMCM 7.0 discontinues support for the DataExport Tool. Administrators should use
the new LogForwarder Tool (LogForwarder.exe).

v" The LogForwarder Tool only supports UDP protocol.
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Configuring LogForwarder Settings

a. Go tothe TMCM installation directory. By default, the installation directory is
C:\Program Files (x86)\Trend Micro\Control Manager.

b. Execute the LogForwarder.exe file using administrator rights (Run as administrator)
to open the LogForwarder console.

c. Configure the Log Receiver set

tings.

Log Receiver

P address: | 127.0.0.1 |
Port

Facilty: | Localo v

Severit: | Notice v|

[] Do not ping the server before establishing a connection

I Log Forwarding Settings

Frequency: |12 Vlhousand |0 v | minutes

Format: ® CEF (O Control Manager format

Logs to forward: |["] Behavior Monitoring Al
[] CaC Calbback
[] Content Security =

[7] Data Loss Prevention

["] Device Access Control

["] Engine Update Status

[] Network Content Inspection v

Last log forwarded: N/A St

ghts reserved. '

| Copyright® 2017 Trend Micro Incorporated. All ri

AR

o IP address: Syslog server IP address
o Port: Syslog server port number

o Facility: Facility code of the syslog message
This setting only applies to Control Manager format logs.

o Severity: Severity level of the syslog message
This setting only applies to Control Manager format logs.

Page 93 of 114| Trend Micro
Best Practice Guide — Control Manager 7.0




&) renD

Best Practice Guide — Control Manager 7.0

o (Optional) Do not ping the server before
establishing a connection:

Select to send the syslog message without having to ping the destination
server first

d. Configure the Log Forwarding Settings.
o Frequency: The frequency in which the tool sends logs
o Format: Select whether to use CEF or Control Manager log format
o Logs to forward: Select the log types to forward to Control Manager

e. Click Start.
Note: Users will need to manually stop the LogForwarder Tool from its console,

because it will continue to run in the background even after a successful restart of
the TMCM services.
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7.2. Minimize Threat Influence

By delivering VASO and UDSO to managed products, they will be protected from possible

threats.
f® Control Manager 2 end -
[x] Dashboard Directories. Palicies Logs Notifications Reports Updates Administration Help

Virtual Analyzer Suspicious Objects

Suspicious objects assessed by Virtual Analyzer in managed products have the potential to expose systems to danger or loss

A\ Suspicious objects impact assessment requires that administrators add Trend Micro Endpoint Sensor servers to Managed Servers.

Objects Exceptions
View Al v Q
() Export an i 45 Configure Scan Action
Al Risk
) | Object Rigk Level Type Expiration Endpoints/Recipients
No data to display
Record
f® Control Manager 2 trend

0 Dashboard Directories Policies Notifications Reports Updates Administration

User-Defined Suspicious Objects

Protect against objects not yet identified on your network by manually adding suspicious objects to the list

View Al v Q
&k Add [ import il [ Export All
[ | Object Type At Risk Endpoints/Recipients Scan action Notes

No data fo display

Recq

Note:
e Expired SO will be deleted every hour.
e From TMCM web console, expiration period can be configure to:
o Expire now

o Never expire
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7.3. Deliver latest pattern and engine

Deliver latest pattern and engine to detect threats by managed products.
Scheduled Update the Manual Update are available.

For Scheduled Update, administrators can set the Download Schedule and Deployment Plan
accordingly based on the network bandwidth and site scale.

%) Control Manager ] Directories Logs Nofifications Reporis Updates Administration

Download Schedule
Scheduled Update

Enable scheduled downloads
Manual Update

D Every
© Every
Starttme:| 00 v 00 v | (hh:mm)

® Every| day v

D Every on

Deployment Plan

© Deploy 1o al selected managed products:
Immediately
Start time: (hh:mm)
Delay hours minutes
@® Define different deployment plans for managed products

+ Add & Remove

] Schedule Destination

Delay 0 hours 0 minutes Al

Delay 0 hours 30 minutes Al
[ Delay 1 hours 0 minutes Al

2 Do not deploy (@)

Cancel

Add Schedule

Schedule: ® Starttime: | 00 v :| 00 v (hmm)

Delay: hours minutes

Managed Products/Folder: ~ ® & TMCMCTD

» © [ Local Folder

“ i

For Manual Update, administrators should consider the reasonable and suitable the Deployment
Plan.
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7.4. Minimize false alarm detection

Deploying the exception list to managed products will minimize the false alarm detection impact.
Because Control Manager can sync exception list to DDAN, DDEI and DDI only, you need to
configure exception list for other product with managed product console.

@ Control Manager § trend o

(<] Dashboard Directories Logs Reports Updates Administration

User-Defined Suspicious Objects

Protect against objects not yet identified on your network by manually adding suspicious ohjects to the list.

view| All v Q

dp Add 2 Import 1 ) Export Al
Chbject Type At Risk Endpoints/Recipients Scan action Notes

No data to display

Recof

7.5. Modify Settings after incident review

Once incident happens and is reviewed for future protection, you may want to change settings
for managed products. Then, you can deliver updated policy settings from Control Manger.
Please refer Section 3 in detail.

7 Control Manager § wend -

0 Dashboard Directories Paolicies Logs Notifications Reports Updates Administration

< Create Policy

o “You have nof selected any targets. Some options in the Settings section may be unavailable.

Policy Name:
Targets: . j None (Draft only) (? Filter by Criteria Set Filte ﬁ? Specify Target(s) Select

Deep Discovery Inspector Settings:

Deny List/Allow List

Deny List ” Allow List M Import/Export ]

View: | Files ¥ | [Specify an [P Address, SHA-1, Domain. or URL []
| aed [ Delste
(W] Status Priority |:] Deny List Entity Source Type Type Action Comm|

No data available
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8. Migration from Cascading
Mode

To simplify centralized management and reduce latency, TMCM 7.0 is moving away from cascading
management, in which a single Control Manager parent server controls multiple Control Manager child
servers.

New deployments should plan for a single Control Manager architecture. New features and functions will not
be available for cascaded deployments in the future.

Based on the production experience of TMCM customers, cascading management does not alleviate capacity
limitations. Instead, cascading management only moves the problem from the child servers to the parent
server through increased network complexity and latency.

Full-fledged role-based access control on a single TMCM server also allows administrators to assign clear
roles and responsibilities for teams in highly distributed organizations, for easier collaboration and
coordination.

The new structure offers a single pane of glass on a single TMCM server.

We believe this is the right direction for our customers and greatly improves centralized management.

8.1. Collect Configurations

Various configurations from all child TMCM and the parent TMCM server can be collected. Refer
to the information below:

8.1.1. User Accounts and Roles

1. Go to Administration > Account Management > User Accounts and take note of
the user role and access control for each account.

2. Go to Administration > Account Management > User Roles and take note of the
Menu Access Control for customized roles.

8.1.2. Product List

1. Go to Directories > Products and take note of all the product servers.

2. Go to Administration > Managed Servers and take note of all the product servers
(URL sand assigned names).
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8.1.3. Policy

1.

Go to Policies > Policy Management, and export all policies in the policy list.
2.

Go to Policies > Policy Management > click on the number right after “Total
endpoints/products:”, and then export the entire list to a CSV format.

Policy Management

Product:  OfficeScan Agent Vi

a
[ Creste  [[] Copy Setfings  [4] inheri Seftings (=) import Setings I Delete 28 Change Owner g Refresh
Priorty
1

Policy.

LR

Parent Poicy Deviations | Targets «  Deployed | Pendin g | Winissues |Owner | LastEator
Test Sample NA

NA 7 Fitered | 0 % 0

0 % 0

o0t root
Endpomts/Progucts without policies: 0

Total mdmmlupmducu: b

Take note of the policy names, exported policy file names, and filter criteriain a

table. If the policy is a specify policy, the targets should be listed in the endpoint
policy list.

8.1.4. DLP Templates and Identifiers

1. a.Go to Policies > Policy Resources > DLP Data Identifiers/DLP Templates, find

out the customized DLP templates and identifiers, and then export them.

8.1.5. Report

1.

Go to Reports > Custom Templates, select and export all custom templates.
2.

Go to Reports > Scheduled Reports, then take note of the necessary schedule

report settings (e.g. Report Name, Report content, Format, Targets, Frequency and
description for purpose).

8.1.6. Notifications

1. Go to Notifications, and take note of the following:

all settings from Notification Method Settings

e all customized contact groups

all enabled notifications and its settings

2. Check the settings of LogForwarder tool:

e the IP address\Port of the syslog server

the frequency that TMCM send the logs to syslog server

o the logs need to be forwarded to syslog server
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8.1.7. Update

1. Go to Updates > Scheduled Update, then take note of the:
e Download Schedule

e Deployment Plan
8.1.8. Suspicious Objects

1. Go to Administration > Suspicious Objects > Virtual Analyzer Objects, export the
Exception list.

2. Go to Administration > Suspicious Objects > User Defined Objects, export the
User Defined Objects.

3. Note the TippingPoint information if it is set in Administration > Suspicious
Objects > Distribution Settings.

8.1.9. Other Settings

1. Go to Administration > Settings, then take note of the settings that are required.
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8.2. Review/Re-design of management model

Since all child/parent TMCM users will be merged into one TMCM. Please refer to the questions
below to re-design the management model.

8.2.1. Account and Access Control

e Review all accounts and access control scope from all Child/Parent TMCM to
remove non-used accounts and leave only necessary accounts and privilege.

e The TMCM root account is a super user. By default, this account should login by
purpose, not for daily administration. Users should login using their own account.

e Account management should depend on a central account manager (e.g.sync Active
Directory to manage accounts).

e Group accounts into an AD group and import the AD group as TMCM user account.
You can grant the access control for the AD group.

e All AD accounts belong to the last imported AD group will have the AD group access
control and its privilege.

e Accounts who are in DLP_Compliance_Officer\DLP_Incident_Reviewer roles only
have DLP Incident Widget privilege.

e The access control for an account decides the data from which products that the
account can View, Execute or Deploy policy.
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8.2.2.Product Grouping

e Review all products from Child/Parent TMCM.

e Design a grouping model for all products (e.g. by geography or by function).
e Use Product Directory Management to sort the products.

Product Directory

Find entity: Search

PAdvanced Search [EConfigure [E]Tasks ~ ﬁLogs I T::Directory Management I

DTMCMCTD

i \TMCMCTD\Local Folder\

= OlLocal Folder e -

- @=3DIMsvA Period: | Last7 days [v|

. E-DNew Entity

. BHC)oscE Antivirus Summary

: {Z)ScanMail for Microsoft Excha

“{Z)Search Result Action Viruses

¢ Directory Management

[] Keep the current user access permissions when moving managed products/folders

d Add Folder %Rename @ Delete

D@TMCMCTD
E-@Local Folder
2ImMsva
#-New Entity
#-{20SCE
#-{2)ScanMail for Microsoft Exchange

Note: Select a product/directory and drag it to the destination fi

older to move
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8.2.3.Policy

e Products in the “"New Entity"” folder, will NOT be assigned to any policy.
e For OfficeScan Agent policies:

e Consolidate all the policies from Child/Parent TMCM and define some
parent policies as draft.

e Login with AD group account to create an inherit policy from parent policy
and assign targets.

e The assignable targets are depended on AD group account access control
scope.

e The policy owner will be the AD group. All accounts that belong to this AD
group can edit the policy.

e Be careful of the Filtered policies. They only filter the targets who belong to
the policy creator’s access control scope.

e For some important and critical endpoints, please use the Specify Target
policy

e Change the policy name to represent the function of that policy.
e For other policies:

e Consolidate all the policies from Child/Parent TMCM.

e Login with AD group account to create policies and assign the targets.
e For DLP related policies:

e The DLP Template and Identifiers should be merged from all Child/Parent
TMCM, and then configure the DLP policies.

e Before deploying one policy, please expand the settings and double check them.
8.2.4.Notifications

e Consolidate all the notification settings and may consider to use Syslog or
Logforwarder tool as the notification method

e Refine users in the Contact Group

Note: Currently, TMCM only supports one SNMP receiver. However, multiple Syslog
servers and Email addresses are supported.

8.2.5.Reports

e Users who have the “Report menu access” rights can manage reports

e Administrators can create reports that their own requirement and divide them by
the name of the reports
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8.2.6.Scheduled Update/Deploy Plan

e Finalize a suitable download frequency for all regions

e The Deployment Plan should group all the server into some different zones. For
example, the servers in the Testing Zone should get the component first to evaluate
the update.

8.2.7.Register Products

Some products (MCP) are registered from the product-side to TMCM, but some products
(WSI\SCO) are added on TMCM side.

So, the network connections between TMCM and managed products should be
configured to allow two-way communication for TMCM ports and product ports.

8.3. Migration and Configuration
8.3.1. Evaluate when to do the migration

e Older data or reports will not be available after the migration to the new TMCM
Server.

e If a monthly or weekly report is required, it needs to be generated before doing a
migration.

8.3.2.Install TMCM

. Perform a fresh installation of TMCM 7.0 on a new machine.
8.3.3. Apply some of the basic configuration

e Sync Active Directory
e Create the product tree structure

Note: Create a backup of all child/parent TMCM Databases and upgrade the
managed products to the version that are supported by TMCM 7.0
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8.3.4.Moving managed products

e Move products from child TMCM first, and then parent TMCM
e Unregister the MCP products from TMCM on managed product’'s web console.
e Register the MCP products to TMCM from managed product’s web console.

e Delete all the products on the TMCM Administration > Managed Servers > Server
Registration page manually.

e Add all the products you removed in above step back to the new TMCM console
manually.

Note: Trend Micro recommends that customer add Deep Discovery Analyzer
(DDAN) first.

8.3.5. Post Migration

1. Logon with “root" account.

2. Move the products to their designated folders (refer to Chapter 9.2.2 for
recommended Product Groupings).

Import AD users/groups from AD and apply the access control scopes

(If an AD user belongs to two AD groups, he will be sorted into the latest import AD
group).

Configure the notifications.

Import the report templates.

Import the SO exception lists and User-Defined SO.
Import 10C.

O ® N o !

Create the parent policies.

10. Configure the update schedule and deployment plan.
8.3.6. Administrator logon

e The administrator start to logon to check their own access control scopes.
e Create their own child policies.

e Create their own reports.
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Appendix A: TMCM
functions with managed

products

This section provide which functions contol manager support for the managed product.

Function Description OfficeScan Office Scan Plug-in
11, XG, DLP Vulnerability
XG SP1 option detection
Dashboard Dashboard can show Supported N/A N/A
connection status with
managed product
Directory > Product Directory > Product Supported N/A N/A
can show product
information
Directory > Endpoint When Endpoint name is Supported N/A N/A
selected, product
information is shown in
policy status or threat
status.
Scan Now TMCM can send scan Supported N/A N/A
now command to
product
Log Query TMCM can query Supported Supported N/A
collected product logs.
Single Sign On TMCM allow single sign Supported Supported N/A
on to product
management console.
License Management TMCM show expired Supported N/A N/A
Expired date date for product
License Management TMCM can renew AC Supported N/A N/A
Renew AC for product
License Management TMCM can register new Supported

Register new AC

AC for product
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Update > Component TMCM can deliver Supported N/A N/A
delivery components to product
Update > AU source TMCM can be set as the Supported N/A N/A
Active Update source
for product
Policy Management TMCM can deliver Supported Supported N/A
policy to product
Report TMCM can include Supported Supported N/A
product log
information in TMCM
report
Suspicious Object TMCM can receive N/A N/A N/A
collection Suspicious object
information from
product
Suspicious Object TMCM can share Supported N/A N/A
sharing Suspicious object
information to product
Function Office Trend Trend Smart Worry
Scan Micro Micro Protectio Free
Plug-in Security Virtual n Server Business
for Mac Patch for Security
Endpoint
Trend 2.0 2.0 3.0 9.5
Micro VDI
option 3.0 31 10
Dashboard N/A Supported Supported Supported Supported
Directory > N/A N/A N/A N/A N/A
Product
Directory » N/A Supported Supported N/A Supported
Endpoint
Scan Now N/A N/A N/A N/A N/A
Log Query N/A Supported Supported N/A Supported
Single Sign N/A Supported Supported N/A Supported
On
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Management
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Expired date

License N/A N/A N/A N/A N/A
Management

Renew AC

License N/A N/A Supported N/A N/A
Management

Register new
AC

Update » N/A N/A N/A N/A N/A
Component
delivery

Update > AU N/A Supported Supported Supported N/A
Source

Policy N/A Supported N/A N/A N/A
Management

Report N/A Supported Supported N/A Supported

Suspicious N/A N/A N/A N/A N/A
Object
collection

Suspicious N/A N/A N/A Supported N/A
Object
sharing
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(@) TREND

Function Trend Trend Trend Trend Trend
Micro Micro Micro Micro Micro
Endpoint Portable Safe Deep Secure
Sensor Security Lock Security Cloud
1.6 2.0 1.0 9.6 =
1.1 10.0
2.0
Dashboard Supported N/A N/A Supported N/A
Directory > N/A N/A N/A N/A N/A
Product
Directory » Supported N/A N/A N/A N/A
Endpoint
Scan Now N/A N/A N/A N/A N/A
Log Query Supported N/A N/A Supported N/A
Single Sign On Supported N/A N/A N/A N/A
License N/A N/A N/A N/A N/A
Management
Expired date
License N/A N/A N/A N/A N/A
Management
Renew AC
License N/A N/A N/A N/A N/A
Management
Register new
AC
Update > N/A N/A N/A N/A N/A
Component
delivery
Update > AU Supported N/A N/A N/A N/A
Source
Policy Supported N/A N/A N/A N/A
Management
Report N/A N/A N/A
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Suspicious N/A N/A N/A N/A N/A
Object
collection
Suspicious N/A N/A N/A Supported N/A
Object sharing
Function Server Server Deep Trend Deep

Protect for Protect Discovery Micro Discovery

Windows/ for Linux Email Deep Analyzer

NetWare Inspector Discovery
Inspector
5.8 3.0 3.0 5.0 6.0

Dashboard Supported Supported Supported Supported Supported
Directory > Supported Supported Supported Supported N/A
Product
Directory > N/A N/A N/A N/A N/A
Endpoint
Scan Now N/A N/A N/A N/A N/A
Log Query Supported Supported Supported Supported Supported
Single Sign On N/A Supported Supported Supported Supported
License Supported Supported Supported N/A N/A
Management
Expired date
License N/A Supported N/A N/A N/A
Management
Renew AC
License N/A Supported N/A N/A N/A
Management
Register new
AC
Update > Supported Supported Supported Supported N/A
Component
delivery
Update > AU Supported Supported Supported Supported Supported
Source
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Policy N/A N/A N/A Supported N/A
Management
Report Supported Supported Supported Supported N/A
Suspicious N/A N/A Supported Supported Supported
Object
collection
Suspicious N/A N/A N/A N/A N/A
Object sharing
Function Deep InterScan Trend InterScan InterScan
Discovery Messaging Micro Web Web
Director Security Hosted Security Security
Virtual Email Virtual Suite
Appliance Security Appliance Linux
3.0 9.0 6.5 6.5
9.1
Dashboard N/A Supported Supported Supported Supported
Directory > N/A Supported N/A Supported Supported
Product
Directory > N/A Supported N/A Supported Supported
Endpoint
Scan Now N/A Supported N/A Supported Supported
Log Query N/A Supported Supported Supported Supported
Single Sign On N/A N/A Supported Supported Supported
License N/A Supported Supported Supported Supported
Management
Expired date
License N/A N/A N/A Supported Supported
Management
Renew AC
License N/A N/A N/A Supported Supported
Management
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Register new
AC

Update » N/A Supported N/A Supported Supported
Component
delivery
Update > AU N/A Supported N/A Supported Supported
source
Policy N/A Supported N/A Supported Supported
Management
Report N/A Supported Supported Supported Supported
Suspicious Supported N/A N/A N/A N/A
Object
collection
Suspicious N/A N/A N/A Supported N/A
Object sharing
Function Trend InterScan InterScan Portal Server
Micro for for IBM Protect Protect
Cloud App Microsoft Domino for EMC
Security Exchange
6.0 12.5 5.6 2.5 5.8

Dashboard Supported Supported Supported Supported Supported
Directory > N/A Supported Supported Supported Supported
Product
Directory » N/A Supported Supported Supported N/A
Endpoint
Scan Now N/A N/A N/A N/A N/A
Log Query Supported Supported Supported Supported Supported
Single Sign On Supported Supported N/A Supported Supported
License Supported Supported Supported Supported Supported
Management
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Expired date

License
Management

Renew AC

N/A

Supported

Supported

Supported

License
Management

Register new
AC

N/A

Supported

Supported

Supported

N/A

Update >
Component
delivery

N/A

Supported

Supported

Supported

Supported

Update > AU
Source

N/A

Supported

Supported

Supported

Supported

Policy
Management

N/A

Supported

N/A

N/A

N/A

Report

Supported

Supported

Supported

Supported

Supported

Suspicious
Object
collection

N/A

N/A

N/A

N/A

N/A

Suspicious
Object sharing

Supported

N/A

N/A

N/A

N/A
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Function Server ServerPro Trend Network

Protect tect for Micro VirusWall

for Storage Mobile Enforcer
NetApp Security
5.8 6.0 9.6 3.5
9.7

Dashboard Supported Supported Supported Supported
Directory > Product Supported Supported N/A Supported
Directory > Endpoint N/A N/A Supported N/A
Scan Now N/A N/A N/A N/A
Log Query Supported Supported Supported Supported
Single Sign On Supported Supported N/A Supported
License Management Supported Supported Supported Supported
Expired date
License Management N/A N/A Supported Supported
Renew AC
License Management N/A N/A Supported Supported
Register new AC
Update > Component Supported Supported Supported Supported
delivery
Update > AU Source Supported Supported Supported Supported
Policy Management N/A N/A Supported N/A
Report Supported Supported Supported Supported
Suspicious Object N/A N/A N/A N/A
collection
Suspicious Object N/A N/A N/A N/A
sharing
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