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Purpose

This document serves as a guideline to help customers develop a set of best practices when provisioning and

managing Cloud App Security (TMCAS).

Deployment

Provision CAS to Protect Exchange Online

To Provision, hover the mouse to the Exchange Online service in the Dashboard of CAS console and click

Provision.
NOTE We suggest that the customer use a testing environment to run a POC first. Afterwards, we can contact
the backend team to help move this account to production environment.
Get Started

Thank you for choosing Cloud App Security. Check out the following information to help you get started.

Configure Policy Other Features

Configure and apply policies to protect your Check the Online Help to learn more
users against various security threats and about the features available in Cloud

unauthorized transmission of sensitive data. App Security.

Provision Service Account

ice account for each
service and grant Cloud

\l/ Create a servi
,_‘I protected clo:
App Security limited access to your

service data for threat protection.

Go to Data Loss Praventior Open the Online Help

Add Service Arenunt
No account provisioned for Exchange.
Provisior

N

Service:

Follow the Steps in Provisioning CAS to protect Exchange Online:

Provision Service Account for Exchange Online

Provide your Office 365 Global Administrator credentials to grant Cloud App Security the permission to use the Exchange Web

Step 1:

Service Managed API for quarantine management. Click here
Step 2:  Grant Cloud App Security the permission to use the Graph API to access all mailboxes. Click here
Step 3: Synchronize all users and groups v

Done
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Provision CAS to Protect SharePoint, OneDrive, an

Q. =z

Teams

To Provision, hover the mouse to the SharePoint/OneDrive/Teams service in the Dashboard of CAS

console and click Provision.

For SharePoint:

Get Started

Thank you for choosing Cloud App Security. Check out the following informatien to help you get started.

Provision Service Account Configure Policy Other Features

\l/ Create a service account for each Configure and apply policies to protect your Check the Online Help to learn more
.| Protected cloud service and grant Cloud users against various security threats and about the features available in Cloud
App Security limited access to your

unauthorized transmission of sensitive data App Security.
service data for threat protection.

Add Service Account Advanced Thraat 0 tn Nata Locs Dravention Open the Online Help
No account provisioned for SharePoint.
Provisi A@

Service: & Exchange Online

Provision Service Account for SharePoint Online

Authorized Account Delegate Account Delegate Account (Manually)
Step 1: Grant Cloud App Security the permission to use the Graph API to access all domains. Click here
Step 2:  Grant Cloud App Security the permission to obtain all SharePoint site collections. Click here
Step 3: Grant Cloud App Security the permission to access resources in all SharePoint sites. Click here

Step 4:  Follow the instructions to grant Cloud App Security permissions to receive notifications from Microsoft for real-time scanning on

your SharePoint sites. Learn more.

Submit Cancel

Itis VERY IMPORTANT to do the instructions in Step 4 by clicking “Learn More” for CAS to receive any
file changes notification from Microsoft for Real-time Scanning on your SharePoint sites.

For OneDrive:
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Get Started

Add Service Account

Service:

Thank you for choosing Cloud App Security. Check out the following information to help you get started.

Provision Service Account Configure Policy Other Features

service data for threat protection

! Configure and apply policies to protect your Check the Online Help to learn more
- users against various security threats and about the features available in Cloud

unauthorized transmission of sensitive data App Security

Go ta Advancad Threjt Go to Data Loss Prevention Open the Online Helg

No account provisioned for OneDrive.

Pm.l{‘:)l\

& Exchange Online P

Provision Service Account for OneDrive

Authorized Account

Step 1:

Step 2:

Step 3:

Grant Cloud App Security the permission to use the Graph API to access all domains, users and groups. Click here

Grant Cloud App Security the permission to access resources in all OneDrive sites. Click here

Follow the instructions to grant Cloud App Security permissions to receive notifications from Microsoft for real-time scanning on

your OneDrive sites. Learn more.

Submit Cancel

Itis VERY IMPORTANT to do the instructions in Step 3 by clicking “Learn More” for CAS to receive any
file changes notification from Microsoft for Real-time Scanning on your OneDrive sites.

For Teams:

NOTE

Currently, Cloud App Security scans and protects only files stored on a SharePoint team site.

Get Started

Add Service Account

Service:

Thank you for choosing Cloud App Security. Check out the following information to help you get started

Provision Service Account Configure Policy Other Features

\J/ Create a service account for each

seree| Protected cloud service and grant Cloud
App Security limited access to your
service data for threat protection

users against various security threats and about the features available in Cloud
unauthorized transmission of sensitive data App Security.

Configure and apply policies to protect your ﬁ Check the Online Help to learn more

anced Threat Go to Data Lasc Drovantian Onen the Online Hely

No account provisioned for Microsoft Teams

i‘p;@u.;m

& Exchange Online O OneDrive for Business 0 SharePc

Page 6 of 35| Trend Micro
CAS Best Practice Guide




' TREND
. . MICRDO
CAS Best Practice Guide

Provision Service Account for Microsoft Teams

Step 1:  Provide your Office 365 Global Administrator credentials for Cloud App Security to get permissions on teams in your

organization. Click here
Step 2:  Grant Cloud App Security the permission to access all site collections of the protected teams. Click here

Step 3:  Follow the instructions to grant Cloud App Security permissions to receive notifications from Microsoft for real-time

scanning on your teams. Learn more.

Step 4:  Click Done

Done

Itis VERY IMPORTANT to do the instructions in Step 3 by clicking “Learn More” for CAS to receive any

file changes notification from Microsoft for Real-time Scanning on your Teams sites.

Since Microsoft Teams sites are basically located in SharePoint, CAS Policy scanning priority for Microsoft
Teams and SharePoint Sites are as follows:

Teams policy > SharePoint policy

Microsoft Teams Support Scope:

CAS only scans uploaded files in Microsoft Teams site.

Conversations Wiki  Home
I

C}+
pa=—

October 30, 2018

0/24/18 1:283 PM
1Z @all
©
10/30/18 9:46 AM
42, Hello
<" Reply
N
NOTE Currently, Cloud App Security can only do Real-Time scanning for Microsoft Teams and

running Manual Scan is not an option.
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Provision CAS to Protect Gmail

e  Before Provisioning, please make sure that:

v You have the administrator's credentials for G Suite.
v" You have not logged on to G Suite using any other user account.

e  Provisioning a Service Account for Gmail Provision a service account for Gmail to allow Cloud App

Security to scan emails in Gmail.

Provision CAS to Protect Box, Dropbox and Google Drive

e  Before Provisioning, please make sure that:

v" You have the administrator's credentials for your cloud application, for example, Box.
v" You have not logged on to the cloud application using any other user account.

e  Provisioning a Service Account for Box Provision a service account for Box to allow Cloud App
Security to scan files stored in Box.

e  Provisioning a Service Account for Dropbox Provision a service account for Dropbox to allow Cloud
App Security to scan files stored in Dropbox.

‘ NOTE Dropbox provision needs extra steps to input the team admin account for the provision.

Provision Service Account for Dropbox

@ Step 1: Provide your Dropbox administrator credentials. Click here

Step 2: Specify the administrator email address you used in Step 1.

name@example.com

Step 3: Click Dom

e  Provisioning a Service Account for Google Drive Provision a service account for Google Drive to
allow Cloud App Security to scan files stored in Google Drive

Page 8 of 35| Trend Micro
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Provision CAS to protect Salesforce Production or/and
Salesforce Sandbox

e  Before Provisioning, please make sure that:

v" You have a valid Cloud App Security for Salesforce license.

v" You have purchased the Salesforce environment with a license that supports RESTful APIs.
v You have the administrator's credentials for your Salesforce environment.

v" You have not logged on to your Salesforce environment using any other user account.

To Provision, hover the mouse to Salesforce Production in the Dashboard of CAS console and click Provision.

Dashboard Advanced Threat Protection Data Loss Prevention Logs Quarantine Administration

| No account provisioned for Salesforce Production. |
- ) : Provision
Service: ® Exchange Online O OneDrive |

Follow the Steps in Provision Service Account for Salesforce Production:

Provision Service Account for Salesforce Production

Step 1:  Click here to install the TrendMicro Cloud App Security app.

Step 2:  Grant Cloud App Security the permissions to access and manage the

Salesforce user data in vour organization. Click here

Step 3:  Click Done

ZZ2) In the preview period, you can try this feature with your current valid Cloud App
Security license. After it is officially announced, a separate license is required to
continue the protection of your Salesforce environment.

Done

Itis VERY IMPORTANT to finish the instructions in Step 1 before Step 2. Please do NOT skip Step 1
even if you are doing re-provision.
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Login to Salesforce with the administrator’s credential. Please note that the administrator will not be

protected by CAS. You may want to create a dedicated Salesforce administrator account only used to do
administrative tasks.

CAS Best Practice Guide

salesforce

To access this page, you have to log in to Salesforce.

Username

Passwaord

Log In to Sandbox

[] Remember me

Forgot Your Password? Use Custom Domain

Page 10 of 35| Trend Micro
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When prompted to install TrendMicro Cloud App Security, make sure to install the APP for All Users.

¥ Install TrendMicro Cloud App Security

By TrendMicro

Install for Admins Only o Install for All Users Install for Specific Profiles...
App Name Publisher Version Name Version Number
TrendMicro Cloud App TrendMicro Spring 2021 13

Security

Additional Details  View Components

If you are doing re-provision, you will be prompted to Upgrade the App, please also choose “Install for
All Users” option and click on Upgrade button.

3 Upgrade TrendMicro Cloud App Security

By TrendMicro

An earlier version is installed. It can be upgraded while preserving the existing data.
Installed: Spring 2021 (1.3) New Version: Spring 2021 (1.3)

Install for Admins Only o Install for All Users Install for Specific Profiles...
App Name Publisher Version Name Version Number
TrendMicro Cloud App TrendMicro Spring 2021 1.3
Security
Additional Details View Components
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In Step 2, please also make sure to use the same administrator as used in Step 1 to grant the permission.
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salesforce

Allow Access?

LS Sandbox TrendMicro Connected App is asking to:

= Access your basic information

+ Access and manage your data

» Provide access to your data via the Web
= Access and manage your Chatter data
» Provide access to custom applications
» Allow access to your unique identifier
» Access custom permissions

« Access and manage your Wave data

» Access and manage your Eclair data

= Manage hub connections

» Access Pardot services

= Perform requests on your behalf at any time

Do you want to allow access for

test002@castestdemo.onmicrosoft.com.sd? (Mot you?)

Deny

To revoke access at any time, go te your personal settings.

Page 12 of 35| Trend Micro
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How to Verify Provision Status

For Office365 services

To evaluate the current provision status for Office365 services:

¢ Exchange Online Provision with Authorized Account (access token)
Exchange Online provision using an access token includes three steps, two of which are to grant

required permission for the O365 Graph API and EWS API, and the other is to synchronize all users
and groups.

Provision Service Account for Exchange Online

Step 1: | Provide your Office 365 Global Administrator credentials to grant Cloud App Security the permission to use the Exchange Web
Service Managed API for quarantine management. Click here

Step 2: | Grant Cloud App Security the permission to use the Graph API to access all mailboxes. Click here

Step 3:

Synchronize all users and groups v

Done

Provision Service Account for Exchange Online

@ Step 1:  Provide your Office 365 Global Administrator credentials to grant Cloud App Security the permission to use the Exchange Web
Service Managed API for quarantine management. Click here

@ Step 2:  Grant Cloud App Security the permission to use the Graph API to access all mailboxes. Click here

Step 3: Synchronize all users and groups v

Step 1:  After Step 1 is done, the status of “Provisioning the service account for Exchange
Online” displayed under Notifications is Pending. This step takes only a few seconds.
If it lasts for more than one minute, there must be something wrong.

Hover the mouse to this icon in the top-right corner, notification list will show
up like below

Page 13 of 35| Trend Micro
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' Notifications (3) '
@ Dropbox not protected.  Provision for Dropbox Required
¢
2 Provisioning the service account for Exchange Online
Jun 12, 2019 16:52:36
@ Microsoft Teams not protected.  Provision for Microsoft Teams Required

Step 2:  After Step 2 is done, the status of “Exchange Online protected” displayed under
Notifications will indicate that the backend progress is successful. This step takes only
a few seconds. If it lasts for more than one minute, there must be something wrong,.

Ly BT
Notifications (1)
&) Exchange Online protected. % m
ct] Jun 13, 2019 09:50:46

Step 3:  CAS synchronizes users and groups from the customer’s Office 365. The time
required will depend on the scale of the O365 tenant. An estimated time will show for
this task, like “Update users and groups for Exchange Online. ** completed, About **
remaining”. If the status is “pending” and keeps for a long time, for example over 30
minutes, there should be something wrong with this synchronization task. If the task
status is running but for much more time than the estimated time, for example over
10 hours, there should be something wrong in CAS.

I Tasks (1)

&) Updated users and groups for Exchange Online. %
tac Jun 13, 2019 09:53:25
O A1) =1} W
1
nd groups for Exchange Online
kac sted. About 1 minutes remaining.
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e SharePoint, OneDrive and Teams with Authorized Account
Verifying SharePoint, OneDrive and Teams provision status with Authorized Account (access token)
is similar to Exchange Online provision with Authorized Account.

The provision status can be found by hovering the mouse to Tasks icon and Notifications icon

Provision Service Account for SharePoint Online

Authorized Account Delegate Account Delegate Account (Manually)
@ Step 1:  Grant Cloud App Security the permission to use the Graph API to access all domains. Click here
@ Step 2:  Grant Cloud App Security the permission to obtain all SharePoint site collections. Click here
@ Step 3:  Grant Cloud App Security the permission to access resources in all SharePoint sites. Click here

Step 4:  Follow the instructions to grant Cloud App Security permissions to receive notifications from Microsoft for real-time scanning on

your SharePoint sites. Learn more.

@ Successfully assigned an App Id: 527280f3-2b40-47e5-8f06-c262c601106a . Copy it for use in this step.

Provision Service Account for OneDrive

Authorized Account
@ Step 1: Grant Cloud App Security the permission to use the Graph API to access all domains, users and groups. Click here
@ Step 2: Grant Cloud App Security the permission to access resources in all OneDrive sites. Click here

Step 3:  Follow the instructions to grant Cloud App Security permissions to receive notifications from Microsoft for real-time scanning on

your OneDrive sites. Learn more.

@ Successfully assigned an App Id: 9d65d44d-5adc-4bf5-8cbf-c92a98e87069 . Copy it for use in this step.

m Can CEI
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Provision Service Account for Microsoft Teams

@ Step 1: Provide your Office 365 Global Administrator credentials for Cloud App Security to get permissions on teams in your

organization. Click here
@ Step 2:  Grant Cloud App Security the permission to access all site collections of the protected teams. Click here

Step 3: Follow the instructions to grant Cloud App Security permissions to receive notifications from Microsoft for real-time

scanning on your teams. Learn more.

@ Successfully assigned an App Id: 08439efd-62b5-4e3d-9a5d-74f61990f6d5 . Copy it for use in this step.

Step 4:  Click Done

Tasks (7)
@) Updated users and groups for Exchange Online. PRl Success |
Jan 27, 2021 11:27:58
@ Updated data for Microsoft Teams. P8l Success |
Jan 27, 2021 14:33:10
@ Created access token for Microsoft Teams. Pl Success |
Jan 27, 2021 14:32:54
@ Created access token for SharePoint Online. PRl Success |
Jan 27, 2021 11:24:16
@ Updated SharePoint Online site collections and subsites. Pl Success |
Jan 27, 2021 11:25:44
@ Created access token for OneDrive. Pl Success |
Jan 27, 2021 14:28:52
@ Updated OneDrive user profiles. PRl Success |

Jan 27, 2021 14:31:20
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Notifications (5) |

# SharePoint Online protected.

Jan 27 25:39
@ OneDrive protected. s
Jan 27, 2021 14:31:20
@ Create an account for Azure Rights Management (Azure RMS) =
protected file scanning.
® Exchange Online protected.
Jan 27
® Microsoft Teams protected.
Jan 27

Conlfirm if you have successfully granted Cloud App Security permissions to receive notifications
from Microsoft upon any change to the files on your SharePoint sites, for SharePoint, OneDrive
and/or Teams.

In the SharePoint admin hidden page

{sharepoint_admin_site}/ layouts/15/TA_AllAppPrincipals.aspxRetla\slsRvstisl
corresponding App Identifier should appear for SharePoint, OneDrive and/or Teams :

@] E|| https:// s =8 "=-admin.sharepoint.com/_layouts/15/TA_AllAppPrincipals.aspx | i) O

kis
- le

Apps

Find app principal by identifier, [ ] #

App Display Name

X Common Data Service

x Office 365 Exchange Online

x Trend Micre Cloud App Security
x Trend Micro Cloud App Security
X Trend Micro Cloud App Security

App Identifier

i:0i.t|ms.sp.ext|00000007 -0000-0000-c000-000000000000@ 1fd0b080-43c8-4cee-8951-fc07e63f2b17

i:0i.t]ms.5p.ext|00000002-0000-0ff1-ce00-000000000000@ 1fd0b080-43c8-4cee-8851-fc07e63f2b17

i:0i.t|ms. sp.exi\ﬁdS5dd4d'53dt'4hf5'8[bf192398€87069ﬁ11debDSD'dB(S'd(EE—BQSI—l[OTeSBle'\7

\:Cli‘t\mS‘Sp.ex(iﬁ37280f3'2b4U'47ES'Bf9E'CZESC6011OEabﬂdObD&O'dSCSﬂcEE'EDN -feo7e63f2b17

i:0i.t|ms.sp.ext|08430efd-a2b d d 74f61990|6d5‘t‘4‘IfdﬂhOBO-dkS-d(Ee-BQS‘I-f(EITEéSbeW

The App Id can be found from CAS Administration > Service Account list:
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Dashboard Advanced Threat Protection Data Loss Prevention Logs Quarantine Administration

Administration > Service Account

Remove
Account Name / Registration Token Service Type Expira
O pm ' u Exchange Online M/ A
O | — | SharePoint Online N/ A
] =R ARumE | |
O | I OneDrive M/A
|
‘A

O | A | Microsoft Teams N/

In case any of the Apps doesn’t exist in the SharePoint admin hidden page, you may find the
guidance from the following online help pages to add the App:

o SharePoint Step 11

o OneDrive Step 9

o Microsoft Teams Step 9

e Automatic SharePoint/OneDrive Provision with the delegate account

During the automatic SharePoint/OneDrive provision, two statuses display under Task, which will
indicate the backend progress:

o Creating a delegate account
o Updating SharePoint Online site collections and subsites
o Updating OneDrive for Business users and groups

“Creating the delegate account” means that CAS is creating a delegate account for the customer.
Normally it does not take too long, no longer than 30 minutes. If this status keeps pending for
more than 30 minutes, there should be something wrong in CAS.

“Updating SharePoint Online site collections” and subsites” and “updating OneDrive for
Business users and groups” mean that CAS is synchronizing the SharePoint/OneDrive sites
from the customer’s Office 365. The time required will depend on the scale of the O365 tenant.
An estimated time will show for this task, like “this may take about xxx minutes”. If the status is
“pending” without estimation time displayed and keeps for a long time, for example over 30
minutes, there should be something wrong with this synchronization task. If the task status is
running but for much more time than the estimated time, for example over 10 hours for a
company whose size is less than 10,000 users, there should be something wrong in CAS.
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For Gmail
After the Gmail App installed, Admin can confirm the following settings:

1. Make sure necessary access privileges are granted to CAS in the G Suite admin console: Apps >
Marketplace apps and locate Trend Micro Cloud App Security. Make sure the Data access section
status is “Granted”.

2" EDIT SERVICE

Trend Micro Cloud App...

ON for everyone

hitp://¢ trendmicro.c f curity help/about-cloud-3

~ Data access

Granted Revoke data access

This application is allowed to access specific data in your domain via the following APIs: Leam more

2. Access the Google admin App page to ensure that the CAS App enabled for all uses.

€ 5 C 8 hitps//sdmingoogiecom;

icro.com/AdminHome? S AppaL Type=MARKETPLACE T O O

! oApes @ Testo ASCHAnGe. @ MY

Teend lnternal Wb Server Git Hub Project Studdy Tacls prestanaew Kafiy AdminlTE Crack Saal G Sute

Apps » Marketplace apps + -

Services Status o

,) Trend Micre Cloud App Security

On for everyo
10 Clowd App Security provides advanced data and threat protection for Google Drive and Gmad i ToEemnfons

3. Check whether the provisioned user has CAS App.
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= M Gmail Q  searchmail - ® # G Suite o
e g e .
o- ¢
*— Compose Q ]
. Tl ‘:b
Inbox 2 - Kee, Jamboard  Cloud Search
Q —— - P
* Starred
© Snoozed ~ I
>  Sent Earth Collections
& .
Using 0 GB Program Policies
Manage Powered by Google
Classroom  Cloud Prin Trend Micro
Cloud A
Mo recent chats "
Security
Start a new one -

Maore from G Suite Marketplace

L9

4. Check Google Admin page about the advanced G Suite API setting. On the Google Admin console,
go to Security > Settings.

Google Admin api setting
ﬁ Home

BS  Dashboard

- Directory »

o Devices »

B aees »

Q@ secuity 4 Alert center
m Reparting Security rules
B Billing

@ Account ]

5. Refer to the G Suite Admin help article to enable API access, then check the apps for Gmail.
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= Google Admin Q

api setting

Security

~ API Permissions

APl access @ G Suite

Gmail (® Enable () Disable

1app, 1 user

6. Ensure Trend Micro Cloud App Security has permission for Gmail.

= Google Admin Q

api setting

Security > API Permissions

INSTALLED TRUSTED

Filters App Name App Id App Type

Trend Micro Cloud
App Security

211086893919-

AP Permission dsr33jodp57félemilgmeihaf72vbg1t.apps.googleusercont

Web Application
Gmail

Permissions

Gmail JDrive, Admin

Users «

During the Gmail provision, one status display under Task, which will indicate the backend progress:

e  Updating Gmail users and groups

Updating Gmail users and groups means that CAS is synchronizing the mailboxes and groups from the
customer’s G Suite organization. The time required will depend on the scale of the G Suite organization. If
the task status is running but for much more time than 2 hours for a company whose size is less than 10,000

users, there should be something wrong in CAS.
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For Salesforce

e The provision status can be found by hovering the mouse to Tasks icon and Notifications

icon

[ ] A (15

Notifications (15)
@ Exchange Online protected. x e
May 19, 201 13:56
& SharePoint Online protected. el Success |
& OneDrive protected. 3l Success |
& Salesforce Production protected. el Success |
lan 25, 2021 46153

L A Q1s5) =|Q2)

Tasks (12)
i @ Provisioned Delegate Accounts. Pl Success |
9 Updated SharePoint Online site collections and subsites. Pl Success |
& Updated OneDrive users. I Success |
@ Updated users and groups. Bl Success |

an 06, 202 5
@ Updated users and groups for Google Drive. »
@ Synchronized data and created Apex triggers for Salesforce Bl Success |
Production. Jan 25, 2021 11:45:53
L]

NOTE Before uploading test files or inputting URLs in Salesforce to verify the provision, please make sure
to login to Salesforce with a regular user rather than the administrator user, because the
administrator user used to grant the permissions will NOT be protected by CAS.

—
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Key to Success

The key to success is how to maximize Cloud App Security protection. Below product settings are strongly

recommended during POC testing.

e  Enable most of the Cloud App Security features (such as: advanced spam prevention, malware
scanning etc.)

e After new user is created, suggest to firstly click the “click here” link to sync new users before
testing

¢ When a mailbox is newly migrated from on-prem to cloud, a manual cloud mailbox scan is needed.

e After done the RMS protection provision, go to the policy to enable the RMS protection.

Customers will NOT have any risk when enabling more testing users or more protections during POC, due
to Cloud App Security architecture advantage—Cloud App Security have “Zero” impact to customer’s mail,
SharePoint/OneDrive/Teams and Box/Dropbox/Google Drive/Salesforce flow.

Configure ATP Polices

We suggest our customer to create a new policy for the specific targets, instead of using the default policy.

v Create a new policy.

s
[m] I | PoC All Users
Scan History

v Select the specific targets.
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ATP Policy | Exchange Online

m Enable Real-time Scanning

Advanced Spam
Protection @
Malware Scanning @ Policy Name*: poc
File Blocking @ Description:
Web Reputation @ Priority: 1 o
Virtual Analyzer @
Search... (press enter to search) Search...
~ [l % Al Users / Groups - > & Selected Users / Groups
R
» O] & Plan 001 <
S
NOTE In order to run a successful POC, we suggest our customer selecting the target group which can
contains several hundred users. It's NOT RECOMMENDED select only individual users for POC
customers.

Configure Advanced Spam Protection

v' Apply the Rules to the <All messages>.

Rules

IAppIyto: All messages v i@ I

Detection Level: (O High Detects the most spam with a greater chance of false positives
® Medium Detects a high rate of spam with a moderate chance of false
positives
O Low Detects obvious spam with the lowest chance of false positives

v" Enable the Writing Style Analysis

Writing Style Analysis for BEC

[#] Enable writing style analysis i@

NOTE Please click HERE to get the Writing Style BP.
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V" In order to reduce the FP, we suggest the customer to add the trust sender into CAS Approved Sender
List.

General X
¥ Enable Advanced Spam Protection

Advanced Spam ) Allow Trend Micro to collect suspicious email information to improve its detection capabilities.
Protection

Trend Micro Cloud App Security provides Content Scanning to detect Business Email Compromise (BEC), ransomware, advanced phishing,
and other high-profile attacks distributed through email messages. Get more information.

Malware Scanning

File Blocking Rules

Web Reputation Writing Style Analysis for BEC

Virtual Analyzer Approved/Blocked Sender List

[[] Enable the approved sender list

Add > “ Delete
To approve all senders from a domain, m
enter *@domain. Example:

*@example.com
Export
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Malware Scanning

Setup a malware policy to detect malicious files, which uses the virus scan engine to detect emerging threats.
User can set a scan for all file types, and enable all of Trend Micro’s technology.

Click HERE to get testing sample.

ATP Policy | Exchange Online

General

Rules
Advanced Spam @
Protection

Apply to: | All messages T @

Malware Scanning

Malware Scanning: ) Scan all files

®

File Blocking () Scan files identified by the true file type

. ) Scan selected file types
Web Reputation

@ Enable Predictive Machine Learning i@

(<R

Virtual Analyzer

(@ Allow Trend Micro to collect suspicious files to improve its detection capabilities.

¥ Scan message body

@ Enable IntelliTrap @

-

NOTE £ Predictive Machine Learning is disabled by default.
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File Blocking

Setup a File Blocking policy to block according to the file type.

=—
om
22
)

ATP Policy | Exchange Online
General [ Enable File Blocking
Adwvanced Spam
Protection @ Rules
Malware Scanning
Aoy to: o
File Blocking
Type of File Blocking: () Block All Files
Web Reputation @ Block Specific Files
Virtual Analyzer Blocking list: [# File types to block |
Search
> W P predefined File Exfansions
B 1 Application and executables
Documents
Images
Video
Sound
Compressed files
[ File extensions to block
[] File names to block
Vs
NOTE Normally, we'd like to suggest the customer blocking exe files, but this depends on the
customer’s company’s specific security policy.
A
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Web Reputation

Setup a web reputation policy to detect the bad URLs. (Especially, we have ability to detect the O365
credential phishing URL.)

General .
[# Enable Web Reputation
Advanced Spam
Protection @ Rules
Malware Scanning @
Apply to: | All messages v i@
File Blocking @
Security Level: @ High Applies to more web threats but increases the risk of false
Web Reputation (A\J positives
n_;
Virtual Analyzer @ © Medium Applies to most web threats while keeping the false positive count
low
O Low Applies to fewer web threats but reduces the risk of false positives
Message Attachments: [#| Scan message attachment content for suspicious URLs
Vs
NOTE “scan message attachment for suspicious URLs” is disabled by default, we suggest our
customer enabling it for POC purpose.

It is also highly recommended the customer add “internal domains to the approved URL List”.

General .
[# Enable Web Reputation

Advanced Spam @

Protection Rules

Malware Scanning @ Approved Sender List

File Blocki
fle Blocking @ | Approved/Blocked URL List

Y
)

)

Web Reputation [

Q

QK

Virtual Analyzer [#| Enable the approved URL list

| [#| Add internal domains to the approved URL list |

Add > - Delete

Export

-
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Virtual Analyzer

Setup a virtual analyzer policy to test sand boxing capability. A cloud-based virtual environment designed for
analyzing suspicious files.

Click HERE to get testing sample.

-
NOTE In order to make our customer understand this feature better, we suggest the customer to use

monitor mode first. In this mode, CAS's VA feature will only record the VA detection result, but
will not take any action.

-

General )
[# Enable Virtual Analyzer
Advanced Spam @] [# M™onitor and log only (monitor mode) i@
Protection

Malware Scanning Rules

File Blocking Analyze the following:

¥ Files
Web Reputation

(NN

g,-' Apply to: | All messages T D

-

Virtual Analyzer

_
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Displaying Detection Results

Perform a Manual Scan

Running a manual scan performs an on-demand scan of targets based on the selected policy configuration. It
can detect the potential threat existing before the customer deploys CAS.

Priority @  Ppolicy Targets

Exchange Online Policies

W | plan 001 All Users

Then there will be new pop-up window:

Manual Scan For Advanced Threat Protection

Selected Policy for Manual Scan

Policy Name Type Targets Rules Scan Details

POC Exchange Online All Users Estimated time required: 30
minutes

Showing 1 to 1 of 1 entries

Scan Type
® Scan and protect

Scan only i@

Scan recently: | 1 day(s)

® Scan between: Sep 01, 2018 g and Sep 07, 2018

Report Recipients

¥ pocatrendmicre.com

Z=] Manual scan does not include Virtual Analyzer scanning.

The estimated completion time is shown during a scan.

Refer to the Scan Result to see how long the manual scan took.
Add Report Recipient to set users who will receive the notification when the manual scan is finished
For trial account users, it allows you to select the Scope period as 1 day only. For example, you can select
“Scan recently: 1 day” or Scan between Sep 01, 2018 and Sep 02, 2018.
Manual Scan does not contain the Virtual Analyzer scanning.

AN N NN
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Check the Manual Scan Result

Click the scan history to get the manual scan result.

=>» Show details

B Search:
Scan started at: Jul 19, 2018 22:49
priority ©  Policy Targets Last scanned: Jul 18, 2018 22:51 Rules
Scan type:Scan and protect
Exchange Online Policies Scan status : Completed
See details
N ) pian 001 Al Users R
o5 @ [Scan History
O Policy 2 Trend Micro Postman
O Policy 1 michael_domingo

Scan History

Dashboard View

Manage the widgets to show CAS’s detections

Advanced Threat Protection  Data Loss Prevention  Logs  Quarantine  Administration

Service: ® Exchange Online ® SharePoint Online ® OneDrive for Business E

Then, please select all:

Select the Dashboard Section(s)
to view

[ Overall Threat Detections

& Ransomware

& Business Email Compromise (BEC)

™ Summary

# advanced Threat Protection

™ Security Risk Scan

& virtual Analyzer for Suspicious
Objects

¥ Data Loss Prevention
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Overall Threat Detections

g
&= 4w 4 4% %
g 635 9 16 2 2 38
o Email Messages and BEC Phishing Ransomware Malicious File Malicious URL.
Files Scanned
NOTE Select the right time range for the detection result that will be displayed on dashboard. (You can

select “Apply to all widgets”).

Last 30 days =

L Last 24 hours
) Last 7 days

® | ast 30 days

# Apply to all widgets
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Log Console

On CAS console, the user is provided with a place to view the scan logs that are collected from different CAS
server roles and detections.

Dashboard  Advanced Threat Protection  Data revention  Anomaly Detection Administration
Templates Q search Select Date Range ~
Timestamp ~ ~ Scan Source ¥ Security Filter ¥  Security Risk Name ~ Detected by ¥ Risk Level
Sep 05, 2018 17:33 Exchange Online Web Reputation [75"1: [http]: [/1/Iwww[.Ix[.. | Web Reputation Dangerous =
Sep 05, 2018 17:08 SharePoint Online Malware Scanning Malware: test00.pdf Suspicious Object list
I rype rer— I Sep 05, 2018 16:51 Sharepoint Online Malware Scanning Malware: test00.pdf Suspicious Object list
Sep 05, 2018 15:41 Exchange Online Web Reputation ['75"]: [http]: [/][/Imercada. Dangerous
Security Risk Scan
L/ Scan Sour¢ 8 i g
Ransomware Sep 05, 2018 15:41 Exchange Online Web Reputation ['75"]: [http]: [/1[/Imercada. Dangerous
OBxchange OF  viryal Analyzer Sep 05, 2018 14:50 Exchange Online Web Reputation Newly Observed Domain: [ht . Web Reputation Suspicious
DSharePoint ¢ Data Loss Prevention Sep 05, 2018 14:57 Exchange Online Web Reputation Newly Observed Domain: [ht... | Web Reputation Suspicious
OOneDrive Quarantine - "
Audit Logs Sep 05, 2018 14:32 Exchange Online Web Reputation Newly Observed Domain: [ht. Web Reputation Suspicious
O s ity Fi User Activity Sep 04, 2018 16:47 Exchange Online Web Reputation Ransomware - C&C Server - Web Reputation Dangerous
* security Fi
e popy ot USerActivity Anomaly Detection Sep 04, 2018 16:47 Exchange Online Web Reputation Ransomware - C&C Server - . | Web Reputation Dangerous
NOTE Select the right time range for the detection result on log view console.

Select Date Range =

Default: all dates

Last 24 hours
Last 1 week

Last 1 month

b Date Range
4 September 2018 o September 2018

Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
26 27 28 29 30 31 1 26 27 28 29 30 31 1

2 3 4 5 6 7 8 2 32 4 5 6 7 B8
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Export the Logs

revention Anomaly Detection Quarantine Administration

Q Search /
B

Timestamp -~ Current View Irce ~  Sacurity Filter
All Records @

Sep 05, 2018 17 Online Web Reputation

Generate the Report

Loss Prevention Anomaly Detection Quarantine Administration
Q Search /

- |

Report ,‘ ¥  Scan Source ¥  Security Filter
Template |
Scheduled Report

Exchange Online Web Reputation

Choraloint Melin BAabsinen Cronnineg

Switch the Log View

Jrevention Anomaly Detection Quarantine Administration

Q Search \

= Top 10 by Scan Source %
Top 10 by Scan Source

+ Top 10 by Security Filter %
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Appendix

TMCAS Related Documentations

CAS Writing Style Best Practice Guide

Apply for a Trial Account

Go to Cloud App Security Console to Apply a Trial Account

e  For EU customers/partners go to https://admin-eu.tmcas.trendmicro.com/#!/
e  For JP customers/partners go to https://admin.tmcas.trendmicro.co.jp/#!/
e  Other region customers/partners go to https://admin.tmcas.trendmicro.com/#!/

NOTE CAS trial license will expire within 2 months. You may contact Trend Micro Support to
extend trial license.

Trend Micro Incorporated, a global leader in security software, strives to make the world safe

T E N D for exchanging digital information. Our innovative solutions for consumers, businesses and
o5 governments provide layered content security to protect information on mobile devices,
MICRDO endpoints, gateways, servers and the cloud. All of our solutions are powered by cloud-based
global threat intelligence, the Trend Micro™ Smart Protection Network™, and are
Securing Your Journey to the Cloud supported by over 1,200 threat experts around the globe. For more information, visit

www.trendmicro.com.

©2020 by Trend Micro Incorporated. All rights reserved. Trend Micro, the Trend Micro t-ball logo, and Smart Protection Network are trademarks or
registered trademarks of Trend Micro Incorporated. All other company and/or product names may be trademarks or registered trademarks of their owners.
Information contained in this document is subject to change without notice.
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