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Worry-Free Business Security (WFBS) is comprised of the following: 

 

The Security Server is at the center of Worry-Free Business Security. It hosts the centralized 
web-based management console for WFBS. It installs agents to computers in the network and 
along with the agents, forms an agent-server relationship.  

The Security Server enables: 

● Viewing security status information  

● Viewing agents 

● Configuring system security 

● Downloading components from a centralized location  

The Security Server contains a database of detected Internet Threats, logged/reported by the 
agents.The Security Server also performs these important functions such as: 

● Installation, monitoring, and management of agents 

● Downloads the components needed by agents (By default, the Security Server downloads 
components from the Trend Micro ActiveUpdate server, and then distributes them to 
agents). 

 

The Security Server includes a service called Scan Server, which is automatically installed during 
Security Server installation. The Scan Server runs under the process name iCRCService.exe and 
appears as Trend Micro Smart Scan Service from Microsoft Management Console. When 
Security Agents use a scan method called Smart Scan, the Scan Server helps these agents run 
scans more efficiently. The Smart Scan process can be described as follows: 

● The Security Agent scans the client for security threats using the Smart Scan Agent 
Pattern, a lightweight version of the traditional Virus Pattern. The Smart Scan Agent Pattern 
holds most of the threat signatures available on the Virus Pattern. 

● If the Security Agent cannot determine the risk of the file during the scan. It verifies the risk 
by sending a scan query to the Scan Server. The Scan Server verifies the risk using the Smart 
Scan Pattern, which holds the threat signatures not available on the Smart Scan Agent 
Pattern. 

● The Security Agent "caches" the scan query result provided by the Scan Server to improve 
the scan performance. 
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The Web Console is the central point for monitoring clients throughout the corporate network. 
It comes with a set of default settings and values that can be configured based on the security 
requirements and specifications. The web console uses standard Internet technologies, such as 
Java, CGI, HTML, and HTTP. 

Use the web console to: 

● Deploy agents to clients. 

● Organize agents into logical groups for simultaneous configuration and management. 

● Set antivirus and anti-spyware scan configurations, and start Manual Scan on a single group 
or on multiple groups. 

● Receive notifications and view log reports for threat-related activities. 

● Receive notifications and send outbreak alerts through email messages, SNMP Trap, or 
Windows Event Log when threats are detected on clients. 

● Control outbreaks by configuring, and enabling Outbreak Defense. 

 

Agents protect clients from security threats. Clients include desktops, servers, and Microsoft 
Exchange servers. The WFBS agents are: 

 

An agent reports to the Security Server from which it was installed. To provide the Security 
Server with the latest client information, the agent sends event status such as threat detection, 
startup, shutdown, start of a scan and update completion, real time.  
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These are basic key questions that need to be answered prior to the actual deployment:  
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In order to have a successful implementation of WFBS, there are several things necessary to 
consider regarding the components that will be protected. 

http://esupport.trendmicro.com/solution/en-US/1060980.aspx
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Figure 2 shows a typical small business network. A majority of small businesses use Microsoft 
Small Business Server because it comes with the necessary network applications for a small 
business such as mail, collaboration, and remote access. The network is typically flat, with 1-2 
servers, and less than 75 other computers. 

Internet connectivity is provided by a leased line/DSL or cable connection, depending on what 
is available on the area. A commercial off-the-shelf firewall provides network address translation 
and VPN connectivity. The network is usually managed by a single person, usually not full time. 

On some occasions, a remote office or home network needs access to the main office. A point-
to-point VPN connection is made available for this purpose. Mobile computers can access 
essential office services using SBS’ Remote Web Workplace 

 





 

 

Figure 1 above summarizes the deployment strategy for the typical small business network 
previously described. 

Install WFBS 9.0’s Security Server (SS) on the Microsoft SBS if a single server on the network is 
used. Otherwise, it can be installed on another available under-utilized server. 

Messaging Security Agent (MSA) can be installed remotely once the Security Server is installed. 
MSA needs to reside on the server hosting of the Microsoft Exchange. 

Security Agents (SA) can be installed on local and remote computers using several methods. 
Refer to the WFBS9_Installation_and_Upgrade guide for the preferred client deployment 
method. 

An Update Agent (UA) for remote networks can be specified. It  acts as the update source for 
specified computers and is responsible for pulling out the updates from the WFBS 9.0 server. 
This reduces bandwidth, since only the update agent computers download the updates for the 
entire remote network. 

http://docs.trendmicro.com/all/smb/wfbs-s/v9.0/en-us/wfbs_9.0_iug.pdf
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Special firewall policies need to be added if the remote computer’s SA is necessary to 
communicate back to the SS. This is not a requirement as remote computers will download 
updates from Internet when not connected to the office. Any security logs will be uploaded once 
the mobile computer returns back to the office network. To make the SS report an up-to-date 
security event from remote clients, ports need to be opened on the firewall and redirect 
(forward) it to the WFBS 9.0 server IP. These ports are documented in Figure 1
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The following are the recommended setup to maximize performance of WFBS. 

For the list of minimum requirements in deploying, refer to the following documents: 

System requirements: 

http://docs.trendmicro.com/all/smb/wfbs-s/v9.0/en-us/wfbs_9.0_sysreq.pdf   

Security Server 

Memory:  

● 32 Bit: Conventional Scan: 1GB; Smart Scan: 2GB 

● 64 Bit: Conventional or Smart Scan: 2GB 

Available Disk Space:  

● 4.1GB for the Security Server program files 

● 6.9GB for Security Server operations 

● 11 GB total 

 

● Smart Scan: 

○ 450MB total for Security Agents 

300MB for the Security Agent program files 

150MB for Security Agent operations 

○ 800MB total for Update Agents 

300MB for the Update Agent program files 

500MB for Update Agent operations 

● Conventional Scan: 

○ 700MB total for Security Agents 



http://docs.trendmicro.com/all/smb/wfbs-s/v9.0/en-us/wfbs_9.0_sysreq.pdf
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400MB for the Security Agent program files 

300MB for Security Agent operations 

○ 1050MB total for Update Agents 

400MB for the Update Agent program files 

650MB for Update Agent operations 

 

The typical installation method automatically makes decisions about the installation by selecting 
default values for certain pre-configuration questions. To change the default values, a custom 
installation is necessary. Below is a table of the installation steps available for typical and custom 
installations. 

 

Welcome 

License Agreement 

System Check 

Setup Type: Typical or 
Custom 

Product Activation: 
Full / Trial 

Components Overview 

Console and Agent 
Password 

SMTP/ 

Notification Settings 

Smart Protection 
Network Feedback 

Review Settings 

Review 3
rd

 Party 
Components 

Installation 

Finish 

Domain Account for 
MSA 
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WFBS installer packages can be downloaded using a downloader utility. There are several 
advantages when using the utility: 

● The downloader utility uses multiple connections to download the package. 

● The download can be paused/resumed if needed. 

● It checks the available disk space prior to downloading. 

● It verifies the MD5 hash of the downloaded package to detect corrupted downloads. 

○ The downloader uses proxy setting configured on the browser (IE).  It does not support 
the proxy auto config script file, therefore IE needs to be explicitly pointed to the server 
IP address or hostname. 

Welcome 

License 
Agreeme

nt 

System 
Check 

Setup 
Type: 

Typical or 

Product 
Activation: 
Full / Trial 

Compone
nts 

Overview 

Target 
Location 

Select 
Component(
s) to Install 

Pre-
Installation 

Scan 

HTTP 
Server 

(IIS/Apach

FQDN/IP 
address / 

HTTP Port 

Console 
and Agent 
Password 

SMTP/ 

Notificatio
n Settings 

Smart 
Protection 
Network 

General 
Proxy 

Setting 

(Security 
Agent 

Graphic) 

Install 
Path & 

Port 

Default 
Server and 

Desktop 

Proxy 
Settings 

for 

Domain 
Account 
for MSA 

MSA folder 
/ 

Spam 

Review 
Settings 

Review  

3
rd

 Party 
Componen

Installing 

Finish 
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Installation of WFBS 9.0 requires some planning. Recommendations include the following: 

1. Before deploying WFBS 9.0, plan the order of how the installation will progress. To learn 
more about the deployment options available for WFBS 9.0, refer to the Administrator’s 
Guide.  

2. On the average, a typical fresh installation of WFBS 9.0 Security Server takes 15-25 minutes. 
Typical installation invokes prescan and  can affect the time.  During prescan, if there are 
detected malwares, it requires user-intervention in selecting the desired action for the 
detected viruses. 

3. The Messaging Security Agent (MSA) installs in about the same amount of time as WFBS 
9.0 Security Server  installation, while a Security Agent (SA) can be installed in 5-10 minutes. 
Typically, a small company can roll out all the WFBS components in a single day. 

4. Schedule the installation during off peak hours, preferably, after a system backup so that in 
the event of any possible failure, all system settings can be recovered. 

5. Uninstall any 3rd Party antivirus management component on the server that will host the 
Worry-Free Business Security Server. If this server is a Microsoft Exchange Server, uninstall 
any 3rd party antivirus solution for Exchange.   

6. Prior to installing WFBS, consider the following disk recommendations: 

● If possible, install WFBS on a partition, other than the boot partition. If the system has two 
disks, install WFBS on the disk, not hosting the boot/system partition. By doing these, it 
improves the overall disk performance. 

● WFBS server components require 4.1GB of disk space for installation and another 6.9GB 
for operation. Ensure that there is sufficient space to host the installation directory.  

http://docs.trendmicro.com/all/smb/wfbs-s/v9.0/en-us/wfbs_9.0_ag.pdf
http://docs.trendmicro.com/all/smb/wfbs-s/v9.0/en-us/wfbs_9.0_ag.pdf
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7. During the Security Server installation process, there are other options which needs to be 
selected: 

● Pre-scanning - This basic pre-scan is recommended initiated after the pattern and engine 
files have been updated.  

● Fully Qualified Domain Name (FQDN) – prior to WFBS 9.0, the FQDN setting is 
automatically detected by the setup program and cannot be changed. On an SBS network, 
the FQDN is defaulted to the internal FQDN of the SBS server. In WFBS 9, an option to 
specify an externally-accessible FQDN.  Setting this value to an externally-accessible FQDN 
allows remote Security Agents to upload log information while outside the company 
network. Choose the appropriate IP addressing, either IPv4 or IPv6 for the Security Server. 
Check the IPv6 Limitations before deploying using IPv6 addressing. Refer to Security Server 
IPv6 requirements in Installation and Upgrade Guide. 

● Target Directory - Choose a directory with more than 11GB of free space 

● IIS vs. Apache - Use IIS for integrated Windows Authentication - Recommended. Use 
Apache when IIS is not available on the hosting server.  

8. Remote Installation is one of the easiest deployment options for WFBS. Take note of the 
following points when using this deployment option: 

● The Windows “Server” system service should be started 

● For Windows XP Professional computers, Simple File Sharing must be disabled.  Remote 
Installation on Windows XP Home computers is not supported. 

● For computers running Windows Vista, 7, 8, 8.1, 2012 and 2012 R2 the following should be 
performed before the Remote Install: 

○ The “Remote Registry” system service should be started. 

○ User Access Control (UAC) should be disabled Allow File and Print Sharing through 
the Windows Firewall Exception. 

○ For Windows 8, 8.1, 2012 and 2012 R2: Modify the following registry key to turn off 
User Account Control (Reboot is required to let setting take effect.): 
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Pol
icies\System] “EnableLUA”=dword:00000000. 
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9. A single Security Server installation can manage up to 2,500 clients. If there are more clients, 
Trend Micro suggests installing more than one Security Server. If the security server 
manages clients, bandwidth consumption in the network can increase especially when Smart 
Scan is enabled on the server.  

Verify if sections identified on the network between Security Agents and the Security Server 
as “low-bandwidth” or “heavy traffic”, Security Agents can be specified to act as update 
sources (Update Agents) for other agents. This helps distribute the burden of deploying 
components to all agents.  

For example, if the network is segmented by location, and the network link between 
segments experiences a heavy traffic load, Trend Micro recommends allowing at least one 
Security Agent on each segment to act as an Update Agent. 

10. Internet Explorer Enhanced Security Configuration - Internet Explorer’s Enhanced Security 
Configuration can cause the WFBS web console to be inaccessible. Add the URL: 
http://servername:port as an allowed site in order to access the WFBS web console. 

11. Update the scan engine and pattern files immediately. By default, WFBS 9.0 initiates an 
update task after installation. 

12. Check installation success. Access the WFBS 9.0 web console 

13. Download the test file from:  http://eicar.org/anti_virus_test_file.htm  

14. Configure the settings for the Security Server and Messaging Security Agent after installation. 

15. Create different client/server agent groups and customize settings such as client privileges, 
scan settings, directory exclusions, etc. 

16. Management Console publishing (Optional) - Publish the secured web console on the 
firewall.  It allows users secure web access to the WFBS web console. 



http://servername:port
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1. If upgrading from a previous version of WFBS,  the upgrade procedure in the Security 
server takes 20-30 minutes. The Security Agent (SA) and Messaging Security Agent (MSA) 
computers are automatically upgraded. The component versions can be verified on the SA 
computers by right-clicking the SA system tray icon and selecting Component Versions.  

2. After installing, uninstalling or upgrading an SA computer, make sure to restart the system. 
The restart deletes any temporarily files that were previously tagged as locked. Upgrade of 
firewall and proxy drivers requires a restart and the SA notifies the user via popup message.  

3. Assuming there is an existing WFBS installation on a Windows 2003/SBS 2003 server and 
there is a need to move the Security Server to a new machine, the following can be 
performed:  

Online Clients – For online clients, the Move feature can be used on the old Security 
Server to move SA to the new Security Server: 

3.1. In WFBS 9 Management Console Security Settings page, just select the clients to 
move, click Manage Client Tree and then click Move icon. 

 

3.2. Specify the IP address or computer name of the new Security Server and the server 
port. The default server port is 8059.  

 

 

3.3. Wait for a few minutes, then check the clients’ status in the WFBS management 
console. 
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Offline Clients – the Move function cannot be used for offline clients. To automatically 
move offline clients when they get online and logs in to the network, the ipXfer utility can 
be used. The tool can be found under ..\Trend Micro\Security 
Server\PCCSRV\Admin\Utility\IpXfer directory of the Security Server.  

Add this line to the user logon script so that it automatically executes when user logs onto 
the domain. The utility has the following syntax:  

ipXfer.exe -s Server_Name -p Server_Port [-c Client_Port] 
ex: ipXfer.exe -s 172.20.0.2 -p 8059 –c 49273 

Verify if the clients are reporting to the new Security Server. To verify, open the SA console 
and click the green icon on the bottom right. The Security Server that the agent is reporting 
to is listed on the “Connected to Server” section. 

 

1. Check if the 3rd party antivirus software can be uninstalled automatically by Trend Micro 
Security Agent setup. Check the following Knowledgebase article:  

http://esupport.trendmicro.com/solution/en-US/1060980.aspx 

2. If the antivirus software is listed under Anti-virus software that WFBS can detect and 
uninstall section, the WFBS agent setup can be run on top. Otherwise, manually uninstall the 
antivirus software from the system’s Add/Remove Programs. 

3. If the antivirus software is listed under “Anti-virus software that WFBS can detect, but 
cannot uninstall” section, these software can be detected by the WFBS agent setup, but it 
has to be manually uninstalled from the system’s Add/Remove Programs.   

 

4. If the uninstallation of the antivirus software failed, contact the software vendor.  Trend 
Micro Security Agent setup only launches the software’s uninstallation program. 

5. If the antivirus software is not listed in either “Anti-virus software that WFBS can detect but 
cannot uninstall” or “Anti-virus software that WFBS can detect and uninstall” sections, 
Trend Micro Support can help modify the WFBS agent installer to detect these antivirus 
software.   


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Before contacting Trend Micro Technical Support, prepare the existing antivirus software’s 
installer.  Otherwise, if the installer cannot be retrieve, there is still an option to manually 
uninstall it from the system’s Add/Remove Programs. 

 

The IPv6 requirements for the Security Server are as follows: 

● The Security Server to be upgraded must be installed on Windows Server 2008/2012, SBS 
2008/2011, 7, and Vista. Security Servers on Windows XP, Server 2003, and SBS 2003 
cannot be upgraded because these operating systems only support IPv6 addressing partially. 

● The Security Server must already be using an IIS web server. Apache web server does not 
support IPv6 addressing. 

Assign an IPv6 address to the Security Server. In addition, the server must be identified by its 
host name, preferably its Fully Qualified Domain Name (FQDN). If the server is identified by its 
IPv6 address, all clients currently managed by the server will lose connection with the server. If 
the server is identified by its IPv4 address, it will not be able to deploy the agent to pure IPv6 
clients. 

Verify that the Security Server host machine’s IPv6 or IPv4 address can be retrieved, for 
example, the “ping” or “nslookup” command. 

 

The client settings can be preserved when upgrading to the newest version of WFBS. 

To ensure that that the existing settings can be easily restored if the upgrade is unsuccessful, 
Trend Micro recommends the following: 

● Backing up the Security Server database 

● Deleting all log files from the Security Server  

● Backing up configuration files.  

 

1. Stop the Trend Micro Security Server Master Service. 

2. In Windows Explorer, go to the Security Server folder and copy the contents of 
..\PCCSRV\HTTPDB to another location (such as a different folder on the same server, to 
another computer, or to a removable drive). 

1. Go to  >  > . 
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2. Set  to  for a log type. 

3. Click Delete. 

4. Repeat steps 2 to 3 for all log types. 

 

This product version supports upgrades from any of the following WFBS or WFBS Advanced 
versions: 

● 8.x (8.0 and 8 SP1) 

● 7.x (7.0 and 7 SP1) 

● 6.x (6.0, SP1, SP2, and SP3) 

This product version does not support upgrades from any of the following: 

● All upgrades that supported Windows 2000 

● Client/Server Messaging Security 3.6 (except for Japanese version) 

● Client/Server/Messaging Security 3.5 

● Client/Server/Messaging Security 3.0 

● Client/Server Security 3.0 

● Client/Server Suite 2.0 

● Client/Server/Messaging Suite 2.0 

● WFBS 5.x 

● OfficeScan or ScanMail for Microsoft Exchange 

● One language to another 

● Forbidding upgrade is not supported since WFBS 7.x. We can only delay upgrade or upgrade 
all agents immediately. 

 

This section explains compatibility issues that may arise with certain third-party applications. 
Always refer to the documentation of all third-party applications that are installed on the same 
computer which the Security Server and other Worry Free components will be installed. 
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WFBS uses the following ports: 

Used to access the Security Server. By default, WFBS uses one of the following: 

● IIS server default website:  The same port number as the HTTP server’ TCP port. 

● IIS server virtual website: 8059 

● Apache server: 8059 

A randomly generated port number through which the Security Agent and Messaging Security 
Agent receive commands from the Security Server. 
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 Used by the Scan Server to communicate with Security Agents for scan queries. 

 

Used by the Trend Micro Security (for Mac) server to communicate with Mac clients. The 
default is port 61617. 

 

Used by the Security Server to send reports and notifications to administrators through email. 
The default is port 25. 

Used for connections through a proxy server. 

 

IPv6 support for Worry-Free Business Security started in version 8.0. Earlier WFBS versions do 
not support IPv6 addressing. IPv6 support is automatically enabled after installing or upgrading 
the Security Server, Security Agents, and Messaging Security Agents that satisfy the IPv6 
requirements. 




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The IPv6 requirements for the Security Server are as follows: 

● The server must be installed on Windows Server 2008/2012/2012 R2, SBS 2008/2011, 7, 
8/8.1 and Vista. It cannot be installed on Windows XP or Server/SBS 2003 because these 
operating systems only support IPv6 addressing partially. 

●  The server must use an IIS web server. Apache web server does not support IPv6 
addressing. 

● If the server manages IPv4 and IPv6 agents, it has both IPv4 and IPv6 addresses, and must 
be identified by its host name. If a server is identified by its IPv4 address, pure IPv6 agents 
cannot connect to the server. The same issue occurs if pure IPv4 clients connect to a server 
identified by its IPv6 address. 

● If the server manages only IPv6 agents, the minimum requirement is an IPv6 address. The 
server can be identified by its host name or IPv6 address. When the server is identified by its 
host name, it is preferable to use its Fully Qualified Domain Name (FQDN). This is because 
in a pure IPv6 environment, a WINS server cannot translate a host name to its 
corresponding IPv6 address. 

● Verify that the host machine’s IPv6 or IPv4 address can be retrieved, for example, the 
“ping” or “nslookup” command. 

● If the Security Server is being installed to a pure IPv6 computer, set up a dual-stack proxy 
server that can convert between IPv4 and IPv6 addresses (such as DeleGate). Position the 
proxy server between the Security Server and the Internet to allow the server successful 
connection to Trend Micro hosted services, such as the ActiveUpdate server, the Online 
Registration website, and Smart Protection Network. 

The Security Agent must be installed on: 

● Windows Vista (all editions) 

● Windows 7 (all editions) 

● Windows 8 (all editions) 

● Windows 8.1 (all editions) 

● Windows Server 2008 (all editions) 

● Windows SBS 2011 

● Windows Server 2012 (all editions) 

● Windows Server 2012 R2 (all editions) 

It cannot be installed on Windows Server/SBS 2003 and Windows XP because these operating 
systems only support IPv6 addressing partially. 

It is preferable for a Security Agent to have both IPv4 and IPv6 addresses as some of the entities 
to which it connects only support IPv4 addressing. 
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The Messaging Security Agent (Advanced only) must be installed on a dual-stack or pure IPv6 
Microsoft Exchange server. It is preferable for a Messaging Security Agent to have both IPv4 
and IPv6 addresses as some of the entities to which it connects only support IPv4 Addressing 

 

TMSM does not support deployment on a Windows Domain Controller (DC). This is because of 
the Network Service account being used by TMSM hard-code for SQL TMSM instance 
installation. Microsoft SQL Server has a limitation that prevents it from running SQL Server 
services on a DC under a local privilege account which includes both Network Server and Local 
Server. See the following link for more information: 

http://msdn.microsoft.com/en-us/library/ms143506.aspx#DC_Support 

1. Recreate the kahaDB of activeMQ: 

1.1. Rename /Security Server/Addon/TMSM/Apache-activemq/data folder 

1.2. Execute restart_TMSM.bat under /Security Server/Addon/TMSM folder. A new 
'data' folder will be created automatically. 

2. Check if: 

2.1. Broker.cert in the following locations if it has the same file size, modification date, 
and contents: 

○ ..\TMSM\TMSM_HTML\ActiveUpdate\ClientInstall\tmsminstall.mpkg.zip/Contents\
Resources\conf\broker.pem 

○ ..\TMSM\apache-activemq\conf\broker.pem 

2.2. The following information are reflected in 
..\TMSM\TMSM_HTML\ActiveUpdate\ClientInstall\tmsminstall.mpkg.zip/Conte
nts\Resources\conf\ServerInfo.plist 

○ Server current IP should be the same as current TMSM server 

○ Password after <string>!CRYPT! is the same as the one in: ..\Trend Micro\Security 
Server\Addon\TMSM\ServerInfo.plist 

3. If the information is not the same: 

● Manually unzip tmsminstall.mpkg.zip to a folder 

● Replace the two files in ..\TMSM\apache-activemq\conf 

● Compress the folder to tmsminstall.mpkg.zip  

4. Use the new tmsminstall.mpkg.zip a new installation.
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1. Move clients and servers to the appropriate domain/group - Move clients to the proper 
Groups through the WFBS management console. Notify clients so that settings take effect. 
Replicate settings from one group for efficiency. 

2. Assign Update Agents on remote sites. Assign Update sources to groups of clients. This will 
reduce WAN bandwidth consumption. Administrators can also use this strategy in order to 
deploy updates by network segments. This method used in conjunction with scheduled 
updates will effectively distribute update traffic. 

2.1. In the WFBS console, go to Updates > Source > Update Agents tab. 

2.2. Click Add 

 

3. Select the Security Agents that will act as Update Agent then click Save. 
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3.1. Choose whether the update agents will download update components directly from the 
server or from the Internet through Trend Micro Activeupdate Server. 

 

3.2. In the  section, select 
. 

 

 

3.3. Click Add. A new screen opens. 
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3.4. Type the IP addresses of the Security Agents that will update from an Update Agent, 
select the update agent from the dropdown box and then click Save 

 

3.5. Click Save to apply new settings 

 

 

Trend Micro Vulnerability Assessment offers threat – virus correlation and maps vulnerabilities 
to Microsoft patches. Use this tool to assess security risks in a network. The information 
generated by the tool gives a clear guide on how to resolve known vulnerabilities. To use this 
feature, do the following: 

1. In the WFBS management console, go to Outbreak Defense. 

2. In the Vulnerable Computer(s) section, click Scheduled Assessment 
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3. To turn on scheduled vulnerability assessments, select Enable Scheduled Vulnerability 
Prevention 

4. In the Schedule section, select the frequency of vulnerability assessments: 

● Daily 

● Weekly 

● Monthly 

● Start Time 

5. In the Target section, select the group(s)  to assess for vulnerabilities: 

● All groups: All groups in the Security Group Tree 

● Specified groups: Server or desktop groups in the Security Group Tree. 

6. Click Save. 
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TMVS (Trend Micro Vulnerability Scanner) detects installed antivirus software, searches for 
unprotected computers on the network, and offers an option to install the Security Agent. An 
account with administrative privilege on the target PCs is needed to run TMVS. 

 
1. On the local server, go to the following folder and open TMVS.exe: 

..\Trend Micro\Security Server\PCCSRV\Admin\Utility\TMVS 

 

2. An on-demand Vulnerability Scan can be initiated. Set and schedule vulnerability scans. 

3. Under the Settings Menu, additional configuration options can be specified. Note that the 
Security Server is automatically detected by the tool. 
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● The Auto-install Client/Server Security Agent installation needs an account that has 
administrative rights on the target PCs. 

● Trend Micro Vulnerability Scanner can even detect 3rd party antivirus protection 
components. 

If the Install SA option does not work, ensure that the File and Print Sharing Exception under 
Windows Firewall is checked. This can be configured on the client computer’s Windows Firewall 
settings.  
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In an Active Directory domain, Firewall settings can be configured using a Group Policy Object 
to multiple computers. This allows users to enable the firewall exception without having to visit 
each of the client computers. Refer to the Microsoft Knowledge Base document for instructions 
on below: 

http://technet.microsoft.com/en-us/library/bb490626.aspx 

Enable the Allow File and Print Exception setting, under Computer Configuration | 
Administrative Templates | Network | Network Connections | Windows Firewall. 

 

If Internet Explorer 7 is used, a certificate error appears on the first time the WFBS console is 
used. Proceed and click Continue to this Website or to prevent the browser error from appearing 
again, the Security Server certificate can be installed. Here’s how to install the server certificate: 

1. On the Certificate Error message, click . 

2. Click the  bar on the right side of the IE7 address bar. The Untrusted 
Certificate message window displays. 

 

 

http://technet.microsoft.com/en-us/library/bb490626.aspx
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3. Click  to open the Certificate window. 

 
4. Click  >  >  > . 

5. Click  when  the Security Warning prompt appears. 
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When deploying Behavior Monitoring feature, make sure to address the following: 

1. Set up and deploy a pilot environment that matches the production environment as closely 
as possible. 

 

2. Ensure that the following are included in the pilot environment: 

● Business applications 

● Custom developed applications 

● Critical applications used by groups or individuals (such as Payroll, Inventory, Accounting 
and Database applications) 

3. Deploy the Client/Server Security Agents into the pilot environment with the features that 
will be enabled. 

4. Allow the pilot environment to run for a reasonable amount of time (a “soak time”) with the 
standard applications running and with an average daily use. 

5. Identify system-intensive applications by using TMPerftool. 

Use this performance tuning tool to help identify applications that could potentially cause a 
performance impact during deployment. Trend Micro recommends running the TMPerfTool on 
a standard workstation image and/or a few target workstations during the pilot process to 
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determine any potential software or driver conflicts that may cause disruptions during the final 
deployment of the Behavioral Monitoring and Device Control features. To use the TMPerfTool: 

1. Obtain a copy of the TMPerTool utility from the program directory of the Security Server 
under ..\Trend Micro\Security Server\PCCSRV\Admin\Utility\TmPerfTool 

2. Choose the proper version based on the platform of the Security Agent being tested (32- bit 
or 64-bit). Place the  file in the  folder under the Client Security Agent 
directory (%ProgramDir%/Trend Micro/BM). 

3. Double-click . 

4. Put a checkmark on the terms of license agreement box then click . 

5. Click  when the system or applications start to slow down. 

6. When a red highlighted row appears, it means that the TMPerfTool found the resource- 
intensive process. 

7. Select the highlighted row and click . 

8. After excluding the process, verify if the system or application performance improves, then 
perform one of the following: 

● If the performance drops again, it means that the root cause is found. 

9. Note the name of the application. 

10. Click . 

11. Review the applications and associated processes that have been identified as conflicting. 

These will automatically be added to the Exceptions list in the Behavior Monitoring 
configuration. Review the list and make any necessary modifications. To add an additional 
application: 

1. Open the WFBS console. 

2. Go to  >  >  > . 

3. Under  section, add the applications. 
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There may be some programs that are active and consume many resources such as a Database 
Server or a backup program. If performance issues occur even after the programs have been 
excluded from Behavior Monitoring, the program can be further excluded from real-time 
scanning to prevent added performance issues. 

1. From the Security Settings page, click on the group that contains machines with the 
application to be excluded. Click . 

2. Click on . 

3. Type in the full file path to the specific program executable. 

4. Click  to Trusted Program List. 

5. Click . 
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Most Trend Micro patches are applied to the Security Server. The Security Server then 
automatically updates the Client/Server Security Agents. Monitor and update to the latest Trend 
Micro WFBS patches. 

When a major hotfix, service pack, or patch release occurs, a notification is displayed on the Live 
Status page of the WFBS dashboard. 
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Trend Micro recommends using strong passwords for the web console.  

A strong password has:  

● At least eight characters long, has one or more uppercase letters (A-Z),  

● One or more lowercase letters (a-z),  

● One or more numerals (0-9),  

● One or more special characters or punctuation marks (!@#$%^&,.:;?) 

Strong passwords should not be the same as the user’s login name or contain the login name in 
the password itself. It should not consist of the user’s given or family name, birth dates, or any 
other information that is easily identified with the user. 

1. In the WFBS management console, navigate to  > . Or alternatively go 
to shortcut option under   >  > 

 >  

 

2. Type in the user’s Windows account and password then click  

 





3. In the next window, enter the following information  

● New password 

● Confirm password 

4. Click  

 

Unlike the Console Administrator Password that can be manually reset if there is a physical 
access to the system, the Uninstall and Unload passwords for the Security Agent can only be 
reset from the Administrator Console. Refer to the previous section if there is no access to the 
console. 

To specify/clear  password during agent unload or removal, go to  >  
>  and set password. Refer to Figure 17 below. 

 
 

 

In the event that there is a need to uninstall a Security Agent, and the Uninstall Password is 
unavailable, any of the following procedures can be performed: 

● Use the Security Agent Uninstall Tool: 

http://esupport.trendmicro.com/solution/en-us/1057237.aspx 
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● On the computer where the Security Agent will be uninstalled, set the value of “Allow 
Uninstall” to 1 in registry editor. Then remove Security Agent from the control panel. This 
entry can be found under: 

○ For 32-Bit OS:  

HKLM\Software\TrendMicro\PC-cillinNTCorp\CurrentVersion\Misc\ 

○ For 64-Bit OS: 

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\TrendMicro\PC-
cillinNTCorp\CurrentVersion\Misc\ 

● On the computer where the Security Agent will be uninstalled, launch cmd.exe with elevated 
privilege (Run as Administrator) and run the following command:  

For 64-bit OS: 

msiexec /x {A38F51ED-D01A-4CE4-91EB-B824A00A8BDF} /qf DASH331=1 

For 32-bit OS: 

msiexec /x {C1F6E833-B25E-4C39-A026-D3253958B0D0} /qf DASH331=1
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http://global.sitesafety.trendmicro.com/
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The Import/Export feature allows an administrator to replicate an existing server’s configuration 
to another server. This saves deployment time since there is no need to configure individual 
security features’ setting. The feature is available under the Security Settings tab. For more 
information on how to import and export the configuration, refer to the WFBS 9.0 
Administrator’s Guide. 

 
 

Your configuration on two levels can be exported, namely: 

1. Company settings – Select the root icon (My Company) on the Security Settings Network 
Tree (refer to ). This allows the Security Server’s general (as well as its default group 
security) settings to be saved. This scope can be selected if there are multiple Security Servers 
in the company. It can, also, be used to create a backup of the settings of the Security Server.  

Note that this option does not save any custom groups’ settings. If there’s a need to have a 
full back up, then export the settings per custom group. 

By design, WFBS 9.0 will NOT export company-specific settings like Proxy, SMTP, 
Location Awareness, etc. (refer to the unchecked boxes in ).  

2. Per Group settings - select the custom group in the WFBS 9.0 Security Settings Network 
Tree (refer to ). It allows the Security Settings defined for the group to be saved. 

http://docs.trendmicro.com/all/smb/wfbs-s/v9.0/en-us/wfbs_9.0_ag.pdf
http://docs.trendmicro.com/all/smb/wfbs-s/v9.0/en-us/wfbs_9.0_ag.pdf
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WFBS 9.0 checks the following information before importing a saved configuration: 

 
● If the scope of the exported file doesn’t match the target import scope. Configurations 

exported under Company or per group scope can only be imported on Company and per 
group scope respectively. 

● If the exported file is corrupted 

● If the exported file is exported from a different version 

● If the language is not the same as that of the target server 

  


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 

 

 

 

 

 

 

For Content Filtering, Data Loss Prevention, Attachment Blocking and Mobile 
Security, settings such as allow or block list,  rules and policies would depend on business 
security requirements.  
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The database flush is now configurable. This allows setting a schedule for flushing data from the 
memory to the disk and resolve issues associated with corrupted database. 

To configure the database flushing and customized the frequency of the database flush, do the 
following: 

1. Go to ..\PCCSRV\ folder of the Security Server (SS). 

2. Open the ofcscan.ini. with a text editor (e.g. Notepad). 

3. Find "INI_DBFILE_SECTION". 

4. Under the "INI_DBFILE_SECTION" section, find the following and assign the 
appropriate values:  

DB_ENFORCE_DBFLUSH_PERIOD={y} 

Where y = value from 300 to 86400 seconds. This is the frequency of the flush process and 
the default value is 7200. 

By default, the database process runs the flush task every two hours after the latest flush. 

 

5. Save and close the file. 

6. Restart the Security Server Master Service using the Services console. 

For corrupted database, recreate DB by performing this article:  

How to recreate the HTTPDB database in Worry-Free Business Security (WFBS) 

 
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WFBS is set to automatically back up the database weekly on Sundays at 5 AM system time. To 
change the directory where the backup is placed and the scheduled back-up frequency, perform 
the following: 

1. Open the Registry Editor (regedit.exe). 

2. Go to the Database Backup registry hive: 

For 32-bit OS: HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\Database Backup  

For 64-bit OS: 
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432node\TrendMicro\Database 
Backup 

3. On the right pane, double-click BackupPath and then change the path where the backup 
will be placed. 

4. If there is a need to specify when to perform a backup, please do follow the steps below. 
Otherwise, proceed to Step 5. 

a. On the right pane, look for "Frequence” and set the preferred value based on the 
following: 

            "1" for Monthly 

            "2" for Weekly 

            "3" for Daily 

c. On the right pane, look for "DayOfWeek" and set the preferred value based on the 
following. 

            "0" - for Sunday 

            "1" - for Monday 

            "2" - for Tuesday 

            "3" - for Wednesday 

            "4" - for Thursday 

            "5" - for Friday 

            "6" - for Saturday 

5. Close the Registry Editor. 
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The following are the important files and/or folders to back up before upgrading: 

● Ofcscan.ini - This file contains the global settings. This can be found in the ..\Trend 
Micro\Security Server\PCCSRV folder. 

● Ous.ini - This file contains the update source table for component deployment. This can be 
found in the ..\Trend Micro\Security Server\PCCSRV folder. 

● Private folder - This contains the firewall settings and license information. This can be found 
in the ..\Trend Micro\Security Server\PCCSRV folder. 

● HTTPDB folder - This contains the server and client settings and information. This can be 
found in the ..\Trend Micro\Security Server\PCCSRV folder. 

● TMOPP folder - This contains the Outbreak Defense settings. This can be found in the 
..\PCCSRV\Web folder. 

● OfcPfw.dat - This file contains the personal firewall settings. This can be found in the 
..\PCCSRV\Pccnt\Common folder. 

● OfcPFW.dat file - This one contains the firewall deployment settings. This can be found in 
the ..\PCCSRV\Download folder 

The following can be found in the ..\Trend Micro\Messaging Security Agent folder. 

● Config folder - This contains the XML files used for generating MSA databases. 

● EUQ folder - This contains the End User Quarantine logs and configuration files. 

● Data folder - This contains the database configuration such as MSA rules, reports, etc. 

● Storage folder - This storage area allows the configuration of dedicated storage for archives, 
backups, and quarantined items on a filter basis. It enables administrators to relocate 
resource intensive storage areas on separate partitions or hard drives. 
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Make sure to apply the latest patches for WFBS. There is no need to re-apply if the latest patch 
has been installed already.  Patches can be downloaded from the Trend Micro website (URLs 
specified below) or Live Status in the WFBS console. 

● WFBS-Advanced 

http://downloadcenter.trendmicro.com/index.php?prodid=39 

●  WFBS-Standard  

http://downloadcenter.trendmicro.com/index.php?prodid=40  

 

 

Keeping the Microsoft operating system always updated is very important.  Updates should be 
applied to avoid attacks leveraging old (but reliable) or new vulnerabilities. Configure WFBS 
Vulnerability Scanner to perform an assessment on all computers to detect unpatched machines : 

1. On the WFBS web console, go to Outbreak Defense  

2. Under Vulnerable computer(s), click on Schedule Assessment 

3. Check Enable Scheduled Vulnerability Prevention 

4. Select the preferred schedule (once a week is recommended) 

5. Select the target groups 

6. Click Save 

This is not limited to Microsoft updates only -- other 3rd party applications such as Adobe, Java, 
and others should be updated as well. Run Microsoft Baseline Security Analyzer once a month to 
check for machines that have unpatched 3rd party applications. Refer to the link below for more 
information about this tool: 

http://www.microsoft.com/download/en/details.aspx?id=7558   



http://downloadcenter.trendmicro.com/index.php?prodid=39
http://downloadcenter.trendmicro.com/index.php?prodid=39
http://downloadcenter.trendmicro.com/index.php?prodid=40
http://downloadcenter.trendmicro.com/index.php?prodid=40
http://www.microsoft.com/download/en/details.aspx?id=7558
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This can be checked from the WFBS web console under the Security Settings tab. The Trend 
Micro Vulnerability Scanner (TMVS.exe) can also be utilized to check if there is an AV installed 
and what pattern is in use. 

1. On the WFBS web console, go to Preferences > Management Tools 

2. Click on Vulnerability Scanner to launch another window with all the information and 
steps on how to use TMVS.exe 

 

Trend Micro Smart Feedback provides continuous communication between Trend Micro 
products as well as Trend Micro 24/7 threat research centers and technologies.  Each new threat 
identified during the routine reputation checking of one customer automatically updates the 
Trend Micro threat databases to help better protect all customers. 

1. On the WFBS web console, go to Preferences > Smart Protection Network  

2. Check Enable Trend Micro Smart Feedback 

3. Check Enable feedback of suspicious program files  

4. Enter the type of Industry (optional) 

5. Click Save 

 

Smart Scan is a technology that utilizes a central scan server on the network to take the burden 
of scanning off your endpoint machines.  Smart Scan leverages threat signatures that are stored 
in the cloud.  

1. Login to the WFBS web console 

2. Go to Preferences > Global Settings > Desktop/Server tab 

3. Under General Scan Settings section, make sure that Disable Smart Scan Service is 
NOT checked 
 

 
 

4. Click Save 

5. Still on the WFBS web console, go to Security Settings 

6. Select the group to configure 

7. Click on Configure Settings 
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8. Under Scan Method, make sure that Smart Scan is selected 

9. Click Save 

For more information about this feature, visit the following links: 

Difference between Smart Scan and Conventional Scan 

Frequently Asked Questions (FAQs) about Smart Scan in Worry-Free Business Security (WFBS): 

 

Configuring Scan options involves settings the target files to scan and the action that will be 
taken againt threats. Scheduled scan is disabled by default. If Scheduled scan is enabled, make 
sure to run scan during off-peak time for your clients. 

1. On the WFBS web console,  go to Security Settings 

2. Select the group that you want to configure 

3. Click on Configure Settings 

4. Go to Antivirus/Anti-spyware 

5. Make sure that the Enable real-time Antivirus/Anti-spyware is checked 

6. Under the Target tab, select All Scannable files 

7. Choose Read or write for the condition 

8. Expand Advanced Settings and enable Scan POP3 messages 

9. Make sure that Enable IntelliTrap is checked 

10. Also, enable the Memory Scan so that packed malware process/es running in the memory 
will be scanned and taken care of 

11. Check Scan compressed files:  up to 2 or more layers of compression 
 
 
 

12. Under the Action tab, select ActiveAction 

13. Check Set action of Probable malware and select Quarantine to ActiveAction 
 

 
 

http://esupport.trendmicro.com/solution/en-us/1053817.aspx
http://esupport.trendmicro.com/pages/Frequently-Asked-Questions-(FAQs)-about-Smart-Scan-in-Worry-Free-Business-Security-(WFBS)-Standard--Advanced-60.aspx
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14. Expand Advanced Settings and put a check mark on Run cleanup when probable 
virus/malware is detected 
 

 
 

15. Click Save for any changes 

This feature is a detection improvement in common clients to prevent 0-day attacks. This feature 
leverages Behavior Monitoring and Web Reputation, thus both must be enabled in order for the 
feature to function properly. 

1. Log in to the WFBS Security Server console. 

2. Go to Security Settings > Desktop (defaults) > Configure Settings. 

3. On the left pane, click Web Repuation and make sure it is enabled. 

4. Go back to the left pane and select Behavior Monitoring. 

5. Make sure that the Enable Behavior Monitoring checkbox is ticked. Tick the Prompt 
users before executing newly encountered programs through HTTP or email 
applications option as well. 

6. Click Save.

 

1. On the WFBS web console, go to Scans > Manual Scan 

2. Click on the name of the group to configure 

3. Under the Target tab, select All scannable files.  

 

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4. Check the Scan mapped drives and shared folders on the network 

5. Check the Scan compressed files: up to 2 or more layers of compression 

6. Expand Advanced Settings, put a check mark on Run advanced cleanup (For FakeAV) 
 

 
 

7. For Malware Detections, select ActiveAction 

8. Check Set action of Probable malware and select Quarantine to ActiveAction 
 

 

 

9. Under Advanced Settings, put a check mark on Run cleanup when probable 
virus/malware is detected 
 

 
 

10. Click Save to apply changes 

11. Repeat steps to the other groups as necessary 

1. On the WFBS web console, go to Scans > Scheduled Scan 

2. Click on the name of the group to configure 

3. Under the Target tab, select All scannable files. Scan time may increase once this option is 
enabled. 

 

4. Check the Scan compressed files: up to 2 or more  layers of compression 

5. Expand Advanced Settings, put a check mark on Run advanced cleanup (For FakeAV) 
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6. For Malware Detections, select ActiveAction 

7. Check Set action of Probable malware and select Quarantine to ActiveAction 
 

 

 

8. Under Advanced Settings, put a check mark on Run cleanup when probable 
virus/malware is detected 
 

 
 

9. Click on Save to apply changes 

10. Make sure all groups are checked to have the scheduled scan enabled 

11. Under Schedule tab, select the preferred frequency of the scheduled scan 

12. Repeat steps to the other groups as necessary 
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O  =  enabled 

X  =  disabled or other setting is applied 

N/A = not applicable 

 

Behavior Monitoring regulates application behavior and verifies program trustworthiness.  It also 
uses a separate pattern file to determine if the behavior of a particular file is similar to a malware.  

 

1. On the WFBS web console, go to Security Settings 

2. Select the group that you want to configure and click on Configure Settings 


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3. Go to Behavior Monitoring and enable the Behavior Monitoring feature  

4. Ensure that the following are enabled: 

4.1. Enable Malware Behavior Blocking for known and potential threats 

4.2. Prompt users before executing newly encountered programs downloaded through 
HTTP or email applications 

5. Click Save 

6. Repeat steps to the other groups as necessary 

 

Web Reputation Service (WRS) stops web-based threats based on the URL that a user attempts 
to access.  Device Access Control (DAC) regulates access to external storage devices and 
network resources connected to computers. 

1. On the WFBS web console, go to Security Settings 

2. Select the group that you want to configure and click on Configure Settings 

3. Go to Web Reputation and put a check mark on Enable Web Reputation for both In 
Office and Out of Office (click on Save on each) 

4. Enable Browser Exploit Prevention for both In Office and Out of Office (click on Save 
on each) 
 

 
 

5. Click on Save 

6. Go to Device Control and enable device control 

7. Make sure that Enable USB Autorun Prevention is checked 

8. Configure the permissions depending on the needs or work environment 

9. Click Save for any changes 

10. Repeat steps to the other groups as necessary 

 

The administrator’s ability to define an endpoint machine's internal/external status and apply 
different policies will allow more flexible management of mobile endpoint machines. 
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1. On the WFBS web console, go to Preferences > Global Settings > Desktop/Server 
tab 

2. Put a check mark on Enable location awareness 

3. Enter the IP address of the internal gateway, then click Add 

4. Click Save 

 

This will let the Security Agents scan the files inside a compressed archive (.zip files, etc.) 

1. On the WFBS web console, go to Preferences > Global Settings > Desktop/Server tab 

2. Under Virus Scan Settings, change the value of Do not scan if extracted size is over to 
20 MB 

3. Change the value of Scan the first __ files in the compressed file to 100 

4. Check Clean compressed files 

5. Click Save 

 

Malware authors often use social engineering to trick users into doing what they want. Educate 
users not to open suspicious links or files especially from instant messengers, emails from 
unidentified users and from pop-up windows.  Be wary on downloading, executing or accessing 
files/links that are from social media sites like Facebook. 

The following links are useful for user education: 

● Best practices in preventing virus infection 

http://esupport.trendmicro.com/solution/en-US/1104639.aspx 

● Preventing Ransomware infection  

http://esupport.trendmicro.com/solution/en-US/1099580.aspx   

  

http://esupport.trendmicro.com/solution/en-US/1104639.aspx
http://esupport.trendmicro.com/solution/en-US/1099580.aspx
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Database and encrypted type files should generally be excluded from scanning to avoid 
performance and functionality issues.  Below are exclusions to consider depending on the type of 
machine you are installing the Security Agent. For other software, contact the vendor about their 
recommendation. 

http://support.microsoft.com/kb/822158
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http://technet.microsoft.com/en-us/library/cc707727.aspx
http://support.microsoft.com/kb/975931
http://support.microsoft.com/kb/952167
http://support.microsoft.com/kb/309422
http://support.microsoft.com/kb/327453
http://technet.microsoft.com/en-us/library/dd939908(WS.10).aspx#av
http://technet.microsoft.com/en-us/library/dd939908(WS.10).aspx#av
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http://esupport.trendmicro.com/solution/en-us/1055703.aspx
http://esupport.trendmicro.com/solution/en-us/1055703.aspx
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For updated exclusion list, please refer to the link below: 

http://esupport.trendmicro.com/solution/en-us/1059795.aspx 

 

Lack of free space may prevent the Security Server from updating. Security Server requires 4.1 
GB disk space for program files and 6.9 GB for operation. Take into consideration the disk 
space that will be used by the Security Agent and the Messaging Security Agent.  

 

To save disk space, use the Disk Cleaner Tool to delete unused backup, log, and pattern files 
from the following directories: 

<Security Agent>\AU_Data\AU_Temp\* 

<Security Agent>\Reserve\* 

<Security Server>\PCCSRV\TEMP\* (except hidden files) 

<Security Server>\PCCSRV\Web\Service\AU_Data\AU_Temp\* 

<Security Server>\PCCSRV\wss\*.log 

<Security Server>\PCCSRV\wss\AU_Data\AU_Temp\* 

<Security Server>\PCCSRV\Backup\* 

<Security Server>\PCCSRV\Virus\* (Delete quarantined files older than two weeks, except 
NOTVIRUS file) 

<Security Server>\PCCSRV\ssaptpn.* (keep the latest pattern only) 

<Security Server>\PCCSRV\lpt$vpn.* (keep the latest three patterns only) 

<Security Server>\PCCSRV\icrc$oth.* (keep the latest three patterns only) 

<Security Server>\DBBackup\* (keep latest two subfolders only) 

<Security Server>\AU_Data\AU_Temp\* 

<Security Server>\Debug\* 

<Security Server>\engine\vsapi\latest\pattern\* 

 

The Disk Cleaner can be used through any of the following: 

● Via User Interface (UI) Mode 

● Via command line 







1. Go to: ..\Trend Micro\Security Server\PCCSRV\Admin\Utility 

2. Double-click the  file.  

3. Click  to start the cleaning of unused files. 

 

4. Once the cleanup process is finished, click . 

 

1. Open a command prompt window. 

2. Go to: ..\Trend Micro\Security Server\PCCSRV\Admin\Utility 

3. Run the following command: TMDiskCleaner.exe /<condition> 

/hide - Execute tool in the background. 

/log – Works only when “/hide” is set. Saves the DiskClean.log file to current folder. 

allow/undo - Move files to the Recycle Bin only. 

To run the Disk Cleaner in regular intervals, Windows Scheduled Tasks can be used. Perform the 
following: 

1. Go to  >  >  >  > . 

2. Double-click . 

3. When the Scheduled Task Wizard window appears, click . 

4. Select . 


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5. Specify the frequency of the cleanup, the time, and the user account that will be used to run 
the tool. 

 

5. Go back to the Scheduled Task window, right-click  and select . 

6. On the  field, specify "/hide /log" as shown below. 

 

7. Click Apply. 
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An Update Agent is a Security Agent that can receive updated components from the Security 
Server or ActiveUpdate server and then deploy to other Security Agents. For networks 
segmented by location, Trend Micro recommends allowing at least one Security Agent on each 
segment to act as an Update Agent to save bandwidth. See the link below on how to setup an 
Update Agent: 

http://esupport.trendmicro.com/solution/en-us/1057531.aspx 

 

Virtualization creates specific conditions that must be accounted for: 

● On Windows Vista/7/2008 guest operating systems running VMware ESX 3.5 servers, 
PccNTmon cannot render the SA console correctly. The system hangs and eventually 
crashes. To prevent this issue, go to  >  > 
Visual Effects and select " ". 

● Client/Server Security Agent supports Citrix Presentation Server™ 4.0/4.5/5.0 and Remote 
Desktop. 

● WFBS-A supports VMware© ESX™ 3.0/3.5, VMware Server 1.0.3/2.0.1, VMware 
Workstation 6.0/6.5, and Microsoft Hyper-V™ Server 2008 

● WFBS 8 now supports Microsoft Hyper-V 3.0 and Vmware Workstation 8.0 

● On VMware clients, the SA firewall may block all incoming packets. To address this issue, 
add the following value to the client's registry: 

Key: HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\NSC\PFW 

Name: EnableBypassRule 

Type: REG_DWORD 

 

Support for the following client platforms has been discontinued: 

● Windows 95  

● Windows 98  

● Windows Me 

● Windows XP SP2 and below 

● Windows NT server / 
workstation  

● Intel IA64 (Itanium) 

● Windows 2000 series 
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When planning an upgrade to version 9.0, check whether there are clients installed on these 
unsupported platforms. If there are clients running any of these supported platforms; 

● Do not upgrade all servers to version 9.0 

● Designate an existing CSM server, which is running a version prior to 5.1 to manage these 
clients 

● Before upgrading, open the Web console and move the clients to the designated server. 
Alternatively, use the Client Mover tool 

 

 

The following summarizes the supported upgrade procedure for WFBS 9.0: 

● WFBS 6.x, 7.x, 8.x  WFBS 9.0 

● CSM 3.0  CSM 3.6  WFBS 5.x  WFBS 6.x  WFBS 7.x  WFBS 8.0  WFBS 9.0 

WFBS 9.0 supports direct upgrade from WFBS 6.x, 7.x, and 8.x. Direct upgrade preserves 
configuration settings. Environments running CSM 3.0 must upgrade to version 3.6 first before 
upgrading to WFBS 6.0, and then version 9.0. Alternatively, uninstall both Security Server and 
Client/Server Security Agent and then do a fresh install of WFBS 9.0. 

Upgrade options can be classified into the following modes:  

In-place migration Deploys WFBS on an existing CSM 
server, and the installation program 
handles all the relevant changes. 

New server migration Deploys WFBS to a separate server, and 
migrate supported agents from the 
existing server to the new server. 

The second option presents the fewest issues. If an in-place migration happens on a server that 
manages unsupported clients, these clients will have to be migrated to another server running 
WFBS 6.0 SP3.  

Many instances of the PccNTMon process will be created in the memory where the agent is 
installed. This happens when users access the computer from a terminal session. 

To avoid this issue, do the following: 

1. Open the Registry Editor using a text editor like Notepad. 

<WFBS  directory>:\Trend Micro\Security 
Server\PCCSRV\Private\unsupclient.txt
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2. Look for the HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\PC 
cillinNTCorp\CurrentVersion\Misc registry hive. 

3. Change the value of the registry key "RCS" (REG_DWORD) to decimal "202". The default 
value is "101". 

4. Set the TmPreFilter to run in MiniFilter-Mode. 

a. Look for the HKLM\SYSTEM\CurrentControlSet\Services\TmPreFilter\Parameters 
registry hive. 

b. Change the value of the "EnableMiniFilter" registry key to "1". 

c. Restart the computer. 

5. Change the memory usage of the PagedPool. 

 

a. Go to the 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session 
Manager\Memory Management registry hive. 

b. Change the value of the "PagedPoolSize" registry key to "FFFFFFFF". 

c. Restart the computer. Memory management will be set. 

6. Exclude the following file extensions from scanning on a Citrix and Terminal Server:  

7. Exclude the roaming profiles from the RealTime scan on the fileserver. 

8. Create a daily/weekly scheduled scan of the roaming profiles in off-peak hours on the 
fileserver. 

 

The web console allows user to configure an IPv6 address or an IPv6 address range. The 
following are some configuration guidelines. 

● Worry-Free Business Security accepts standard IPv6 address presentations. 

For example: 

2001:0db7:85a3:0000:0000:8a2e:0370:7334 

2001:db7:85a3:0:0:8a2e:370:7334 


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2001:db7:85a3::8a2e:370:7334 

::ffff:192.0.2.128 

● Worry-Free Business Security also accepts link-local IPv6 addresses, such as: 

 fe80::210:5aff:feaa:20a2 

● When the IPv6 address is part of a URL, enclose the address in square brackets. 

● For IPv6 address ranges, a prefix and prefix length are usually required. For configurations 
that require the server to query IP addresses, prefix length restrictions apply to prevent 
performance issues that may occur when the server queries a significant number of IP  

● Some settings that involve IPv6 addresses or address ranges will be deployed to agents but 
agents will ignore them. For example, if the Update is configured. 

● Agent list and included an Update Agent identified by its IPv6 address, pure IPv4 agents will 
ignore this Update Agent and connect to IPv4 or dual-stack Update Agents, if any. 

This topic enumerates places in the web console where IP addresses are shown. 

● Security Groups Tree 

Whenever the Security Groups Tree displays, the IPv6 addresses of pure IPv6 agents display 
under the IP address column. For dual-stack agents, their IPv6 addresses display if they used 
their IPv6 address to register to the server. 

 

When the agent settings are exported to a file, the IPv6 addresses also display in the exported 
file. 

● Logs 

● The IPv6 addresses of dual-stack and pure IPv6 agents display on the logs. 

● Refer to EN-1095282 for the settings and components that IPv6 supports. 

Check this KB for IPv6 Limitations. 

  



http://esupport.trendmicro.com/solution/en-us/1095282.aspx
http://esupport.trendmicro.com/solution/en-us/1061370.aspx
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Table below lists the tools that can be used for troubleshooting WFBS. 

 

http://esupport.trendmicro.com/solution/en-us/1057237.aspx
http://esupport.trendmicro.com/solution/en-us/1056871.aspx
http://esupport.trendmicro.com/solution/en-us/1095439.aspx
http://esupport.trendmicro.com/solution/en-us/1057604.aspx
http://esupport.trendmicro.com/solution/en-us/1055060.aspx
http://esupport.trendmicro.com/solution/en-us/1056642.aspx
http://esupport.trendmicro.com/solution/en-us/1056323.aspx
http://esupport.trendmicro.com/solution/en-US/1058013.aspx
https://blogs.technet.com/b/askperf/archive/2007/06/15/capturing-application-crash-dumps.aspx
http://esupport.trendmicro.com/solution/en-us/1056642.aspx
http://esupport.trendmicro.com/solution/en-us/1055290.aspx
http://esupport.trendmicro.com/solution/en-us/1055229.aspx
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Resellers and partners can add their contact information to the Security Server web console by 
performing the following steps: 

1. On the computer where the Security Server is installed, navigate to {Security Server 
installation folder}\PCCSRV\Private. 

2. {Security Server installation folder} is typically C:\Program Files\Trend Micro\Security 
Server. 

3. Open contact_info.ini using a text editor such as Notepad and then type the relevant contact 
information. Save the file. 

4. Log on to the Security Server web console and navigate to Preferences > Product License. A 
Reseller Information section is added to the Product License screen. 


