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Chapter 1: Preface

1.1> Audience

The audience for this document are system administrators who are responsible for the setup and
maintenance of Windows servers and OfficeScan servers. Readers should have a working
knowledge of Windows Failover Clustering and the OfficeScan server.

1.2 > Purpose

This document provides the information and guidelines for OfficeScan 11.0/XG setver
installation on Windows 2016 Failover Clustering. This document uses OfficeScan XG to
demonstrate.
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Chapter 2: Installing OfficeScan
on Windows Server 2016
Failover Clustering

‘ NOTE 2 The OfficeScan server only supports Active/Passive clusters.

The following process must be followed on each node.
To install OfficeScan XG on Windows Server 2016 Failover Clustering:

1. Execute the OfficeScan XG installer on Node 1, then click Next.

Trend Micro OfficeScan Setup Program

Welcome to the OfficeScan Setup program.

The Setup program install: OfficeScan. For successful
completion of the installation process, an active Internet
connection is necessan.

Click MNest to continue or Cancel to exit.

WARMIMG : Thiz program is protected by copyright lawes
and international treaties,

Help < Back Cancel

Figure 1. OfficeScan Setup Program

<© 2017 Trend Micro Inc.
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2. Read the license agreement carefully and accept the license agreement terms to proceed with
installation, then lick Next.

Software License Agreement >
License Agreement
Please read the following license agreement carefully. " Illq E':t‘ E.
-

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO
SOFTWARE AND SERVICES BY BUSINESS AND OTHER
ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL
TERMS AND CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License - Enterprise and SMB Software and 4

(®)1 accept the terms of the license agreement Print

()1 do not accept the terms of the license agreement

Figure 2. License Agreement

3. Run the setup and install the OfficeScan server on the current endpoint, then click Next.

Trend Micro OfficeScan Setup Program

Installation Destination

) REND

Install/Uparade the OfficeScan server

(®) On this endpaint

() Or one or more remote endpaints

Help ¢ Back Cancel

Figure 3. Installation Destination

(@ 2017 Trend Micro Inc.
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4. Choose whether to scan or not to scan the target endpoint, then click Next.

Trend Micro OfficeScan Setup Program

Endpoint Prescan

) TREND

The Setup program can scan the target endpoint for security rigsks before inztalling the product.
Whould you like Setup to scan the target endpaint?

(") Scan the target endpoint

(®) Do not scan the target endpoint

Help < Back Cancel

Figure 4. Endpoint Prescan

5. Click the Browse button and select the Cluster Storage disk as the installation path, then
click Next.

Trend Micro OfficeScan Setup Program

Installation Path

) REND

Specify the OfficeScan installation path. Accept the default path ar specify a different location.

S:A\Program Files [«86AT rend Micro\OfficeScan'

Browse...

¢ Back Cancel

Figure 5. Installation Path
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6. You can enable proxy settings on this page and click Next.

Trend Micro OfficeScan Setup Program

Proxy Server
%) TREND
MICRO

When uzing a proxy server to access the Internet, specify the prowsy settingz below. OfficeScan uses
thiz information when downloading updates from the Trend Micro update server.

Prowy settings
[ Use a prosy server
Prosy type: HTTP SOCES 4
Server name or P addrezs:
Part:
Authentication [optional): |lzer name:
Paszword:

Help < Back Cancel

Figure 6. Proxy Server

7. Choose IIS web server and click Next.

Trend Micro OfficeScan Setup Program

Web Server
/) TREND
MI1CRO
Configure web server to uze for the QfficeScan server.
OfficeScan uses S50 as the zerver web conzole tranzfer protocal.
5 sepver 15 wirtual website ~

HTTF part: a0an

S5L Settings

Certific:ate walidity period: D yeails]
S5L port: 4343

Help < Back Cancel

Figure 7. Web Server
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8. Enter a name or IP address that agents use to access the OfficeScan server. Please select
arbitrary one and click Next.. It still has to be reconfigured in later procedure.

Trend Micro OfficeScan Setup Program

Server ldentification
/) TREND
MICRO

Specify whether OfficeScan agents identify the server by domain name or IF address.

Trend Micro recommends uzing the [P addres: when the server uges multiple network, cards and
uzing the fully qualified dormain name [FADM] ar host name when the IP addrezs iz subject to
change.

) Fully qualified domain name WM -niode fail. over. com

(HEIDGY e (DS Tip: Before proceeding, verify that the domain name is

resolvable.

(®) |P address:

Help < Back Cancel

Figure 8. Server Identification

NOTE & Do not use the host name for the server-agent connection.

9. Click Next again.

(@ 2017 Trend Micro Inc.
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10. Enter the OfficeScan activation code (AC) and click Next.

Trend Micro OfficeScan Setup Program

Product Activation
Step 2. Type the Activation Code(z) 6' IIIR E'E E

Type the Activation Codes for the DfficeScan services uzing the following format:
Ersscsfsrsriirnrsrssriuse ey
Antivirus:

|lze the zame Activation Code for Damage Cleanup Services and Web Reputation and
Anti-zpyware

Damage Cleanup Services:

YWeb Reputation and Anti-zpyveare:

Help < Back Cancel

Figure 9. Product Activation

11. Click Next.

12. Choose whether to install Integrated Smart Scan Protection Server or not and click Next.

Trend Micro OfficeScan Setup Program

Inztall Integrated Smart Protection Server

/) TREND
MICRO

Setup can install the integrated Smart Protection Server an the target OfficeScan server, which

provides file and web reputation, and facilitates a connection to Deep Digcovery Advizor,

Trend Micro recommends installing a standalone Smart Pratection Server, which provides the zame
functionality but can suppart more agents.

Do pou want to install the integrated server?
(i Mo, | have installed or plan to install a standalone Smart Protection Server.

® ez, install the integrated Smart Pratection Server. (OfficeScan will uze S5L for File Beputation

Semices)
S5L Setftings
Certificate walidity period: 3 year(z]
S50 port: 4343

Help < Back Cancel

Figure 10. Install Integrated Smart Protection Server
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13. Choose whether to install the OfficeScan agent on the target endpoint and click Next.

Trend Micro OfficeScan Setup Program

Install OfficeScan Agent

%) TREND
MICRO
Chooze to install the OfficeScan agent an the target endpoint.

Ingtall OfficeScan agent

Help < Back Cancel

Figure 1. Install OfficeScan Agent

NOTE B If you are running OfficeScan agent on a cluster, make sure that you exclude these
locations from virus scanning:

e Q:\ (Quorum drive)
e C:\Windows\Cluster

14. Click Next again.

(@ 2017 Trend Micro Inc.
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15. Choose whether to enable TrendMicro Smart Feedback or not and click Next.

Trend Micro OfficeScan Setup Program

Smart Protection Metwork

) TREND

(/ | TROND MICRO" The Trend Micro Smart Protection Metwork is a
[ @! : SMART next-generation cloud-client content security
: TECTI : : : ;
"\_ . ERUTECTION infrastructure designed to deliver proactive
= ; HETWORHK

protection against the latest threats,

Enable Trend Micro Smart Feedback [recommended)

When enabled, Smart Feedback zhares anongmous threat information to the Smart
Protection Metwark. for analysis. |t iz possible to dizable Smart Feedback angtime through
the product console.

Your industry [optionall: | Mot specified w

Help < Back Cancel

Figure 12. Smart Protection Network

16. Enter the OfficeScan web console password as well as agents’ unload and uninstall password
and click Next.

Trend Micro OfficeScan Setup Program

Administrator Account Password
/) TREND
MICROD

Specify the pazswords for opening the web conzale or unloading/uninztalling the OfficeScan
agent. Paszwords prevent unautharized modification of web console settings or remowval of the
OfficeScan agent.

YWeb conzole password:

Account: roak

Pazsword: || |

Canfirm password: | |

OfficeScan agent unload and uninstall password:

Pazsword: | |

Canfirm password: | |

Help ¢ Back Cancel

Figure 13. Administrator Account Password
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17. Please input arbitrary port number. The port number will be replaced by last installed node.
Click Next.

Trend Micro OfficeScan Setup Program >

/%) TREND

Dffice5 can Agent Installation

OfficeScan uses the same OfficeScan agent installation path for all endpoints that the server
manages. Type the OfficeScan agent inztallation path below,
Waming: The OfficeScan agent installation path is unchangeable after Setup completes.

$ProgramFileshTrend Micro\OfficeS can Clent

Port numnber: 29033

Help < Back Cancel

Figure 14. OfficeScan Agent Installation

18. Click Next.

19. Choose whether to enable assessment mode or not and click Next.

Trend Micro OfficeScan Setup Program

Anti-zpyware Feature

) TREND

Azzezzment mode was designed to allow adminiztrators o evaluate the legitimacy of
spyware/grayware before taking action on the suspect programs. Click Help for more information.

“whould pou like to enable azzeszment mode?

() '¥es, enable assessment mode for; 4 w | week(z)

(®) Mo, do not enable asseszment mode.,

Help < Back Cancel

Figure 15. Anti-spyware Feature

( © 2017 Trend Micro Inc.
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20. Click Next.

21. Generate a new authentication certificate and enter the password, then click Next.

Trend Micro OfficeScan Setup Program

Server Authentication Certificate

) TREND

Allow OfficeScan to generate a new certificate for communication with OfficeScan agents, or
import an existing certificate.

Mote: OfficeScan creates a backup of the new or imported certificate in the
<Server_installation_folder: WhuthCentB ackuph folder.

(®) Generate a new authentication certificate

Backup pazzword: | |

Confirn password: | |

Import an existing certificate
() Mote: The certificate is sither a ZIP package generated by the S erver Authentication
Certificate Manager Tool ar a properly formatted PR file.

Browse

Password:

< Back MHest > Cancel

Figure 16. Server Authentication Certificate

22. Make sure that the shortcut folder name should be the same on each node, then click Next.

Trend Micro OfficeScan Setup Program

OfficeScan Program Shortcuts

) TREND

Setup addz a folder containing the DfficeScan program shortcuts on the Start menw. Accept
the default folder name or specify a new one. |t iz possible to add the shortcuts to an existing
folder.

Folder name:

Trend Micro OfficeScan Server

Exizting folders:

By iliky
Arceszones
Adminiztrative Toolz
Maintenance
Startllp

System Tools

< Back Cancel

Figure 17. OffieScan Program Shortcuts

(@ 2017 Trend Micro Inc.
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23. Click Install.
24. After the installation process, stop following OfficeScan services:

e OfficeScan Master Service

e OfficeScan Active Directory Integration Service
e OfficeScan Log Receiver Service

e OfficeScan Plug-in Manager

e Trend Micro Local Web Classification Service

e Trend Micro Smart Scan Server

25. Change the cluster storage owner to Node 2.

26. Delete the following OfficeScan installation folder: Cluster storage disk\Trend
Micro\OfficeScan\PCCSRYV.

27. Repeat steps 1 to 20 on Node 2.

28. On the Server Authentication Certificate screen, browse and import the existing certificate in
cluster storage disk \'Trend Micro\OfficeScan\AuthCertBAckup, then enter the password
that you set on Node 1. Afterwards, click Next.

Trend Micro OfficeScan Setup Program

Server Authentication Certificate

() TREND

Setup has detected a preesizting OfficeScan authentication certificate on the target endpaint in
the following location: <Server_installation_folder:\AuthCertBackuph. If this certificate iz
currently uzed by OfficeScan agents, Trend Micra recommends imparting thiz certificate during
the inztallation.

(") Generate a new authentication certificate

Backup pazsword:

Confirm pazsword:

Import an exizting certificate
(®) Mate: The certificate iz sither a ZIP package generated by the 5 erver Authentication
Certificate Manager Taaol ar a properly farmatted PR file.

| S:vProgram Filez (861 T rend MicrohOfficeScanhbuthCertB ackuphOf | Browse

Pazsword: | |

< Back Mest » Cancel

Figure 18. Server Authentication Certificate

29. Click Next and process the OfficeScan installation on Node 2.

( © 2017 Trend Micro Inc.
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Chapter 3: Authenticating the
IS server

This process must be followed on each node. To configure the IIS settings:

1. Start Internet Information Services (IIS) Manager from the Start > Windows
Administrative Tools > Internet Information Services (IIS) Manager.

wﬂ Internet Information Services (I15) Manager

- [m] X
« |93+ wiN-NODET » & e @ -
File View Help
' @5 WIN-NODET H :
7 = - ome
Q- i & $ Open Feature
=---¢3 Start Page ==
H Filter: * W Go - Show All | Group by: Area - [Z5] - Manage Server
~ -85 WIN-NODE1 (FAILOVER\administrator) © i & 2 Restart
é:# Application Pools 115 _ g 5 it
v (@] Sites i) E @
+ & Default Web Site : | (/] 8 Stop
> 4B OfficeScan Authentic... Cal Compression  Default Directory  Error Pages FastCGl ieatiniEn
Document  Browsing Settings
u Py ? a LEJ i Get New Web Platform
i d & b
$j ! = ﬂ ° Components
Handler HTTP HTTP ISAPland  ISAPIFilters  Logging  MIME Types
Mappings Redirect Respon..  CGI Restri... @ Help
& e 3
Mo o 8 I 2
Medules Output Request Server Waorker
Caching Filtering Certificates  Processes
Management
o
B % E
Byt
Configurat... Feature Shared
Editar Delegation  Configurat...
Ready &

Figure 19. Internet Information Services (lIS) Management

2. In the Connections panel, click Node 11IIS Server.

3. In the Central panel, click Authentication.

<© 2017 Trend Micro Inc.
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4. Click Anonymous Authentication and then click Edit in the right panel.

§5 Internet Information Services (IIS) Manager

e €3 b WIN-NODET »

File View Help

[+

i @ -

Connections
€- &
.&5 Start Page
w @j ‘WIN-NODE1 (FAILOVER\administrator)
Q Application Pools

w -[@ Sites
A Default Web Site
&P OfficeScan

qgl Authentication

Group by: Mo Grouping M

MName Status Response Type
Ancnymous Authentication Enabled
ASP.NET Impersonation Disabled

Figure 20. Anonymous Authentication

5. After the Edit Anonymous Authentication Credentials window pops up, click Set for

Specific user.

Edit Anonymous Authentication Credentials ?
Ancnymous user identity:
(® Specific user:
1USR Set..
() Application pool identity
oK Cancel

Figure 21. Edit Anonymous Authentication Credentials

Actions
Disable
Edit...

'@ Help

(@ 2017 Trend Micro Inc.
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6. Enter the domain account and password.
Set Credentials

User name:

|FA|L0vEmadmini;tratm

Passwaord:

Confirm password:

oK

Figure 22. Set Credential

7. Click Ok.

Cancel

<© 2017 Trend Micro Inc.
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Chapter 4: Configuring
OfficeScan service startup type

The following process must be followed on each node to configure the service startup type:

1. Start Services management from the Start > Windows Administrative Tools > Services.

i Services — O X
File Action View Help
e |mEe= HE » = nwp
. Services (Local) 4—""{2 Services (Local)
OfficeScan Master Service MName Description Status ™
. L’E&O‘FﬁceScan Control Manager Agent Allows adm...
Start the service -.'i{‘; OfficeScan Deep Discovery Service Handles the...
k. OfficeScan Log Receiver Service Receives lo..,
Description: DfficeScan Master Service Accepts an...
Ac:epts and rfe;porg;.toscomrjqnands 5 OfficeScan NT Listener Receives co.. Running
and requests from Officescan Agents, '-."E&O‘FficeScan MT RealTime Scan Performs Re.. Running
Web console, and Control Manager. 73
i} OfficeScan Plug-in Manager Installs and ...
£} Offline Files The Offline ..

Figure 23. Services
2. Right-click on OfficeScan Master Service.

3. Click Properties.

<© 2017 Trend Micro Inc.
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4. Change Startup type to “Manual”.

5.

OfficeScan Master Service Properties (Local Computer)

General LogOn  Recovery Dependencies

Service name: ofcservice
Diigplay name: CfficeScan Master Service
Description: Moocepts and responds to commands and requests A,

from CfficeScan Agerts, Web console, and Control v

Path to executable:
"S5 \Program Files (86} Trend MicroOffice Scan PCCSRV web'service \af

Startup type: | Manual w

Service status:  Stopped
Start Stop Pause Fesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |

Cancel Aoy

Figure 24. OfficeScan Master Service Properties

Click Apply, and then click OK.

(@ 2017 Trend Micro Inc.
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Chapter 5: Creating cluster
generic script

This process must be followed on each node. To create a generic script, save the generic script in
Appendix I to Clusweb7.vbs and copy it to C:\Windows\System32\inetstv.

NOTE 2 The site name and AppPool name in generic script should be the same with OfficeScan

Qﬂ Internet Information Services (1S} Manager
&« = 3 » WIN-NODE1 » Application Pools

File  View Help

Connections
@--H &8
H g;s-' start Page . This page lets you view and manage the list of application pools on the server. Application pools are associated
v ..:J WIN-NODE1 (FAILOVER\administrator) with worker processes, contain one or more applications, and provide isolation among different applications.
o Application Pools

gg! Application Pools

vﬂ Sites Filter: - Go - % Show All | Group by: Mo Grouping <
& Default Web Site MName Status MET CLR V... Managed Pipel... |dentity Applications
|5} DefaultAppPool Started w40 Integrated ApplicationPeolld... 1
L=} OfficeScanAppPool Started w40 Classic NetworkService 2

Figure 25. OfficeScan AppPool

<© 2017 Trend Micro Inc.
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Chapter 6: Creating a high
availability cluster generic
script

To create a high availability cluster generic script:

1. Start Failover Cluster Manager from the Start > Windows Administrative Tools >
Failover Cluster Manager.

3% Failover Cluster Manager
File Action View Help

o= nm B E

ﬁ; Failover Cluster Manager
v 4 OSCEXGCLU.fail.over.com
% Roles
5 Nodes
v [} Storage
4 Disks
= Pools
BB Enclosures
_\ij Metworks
Cluster Events

Cluster OSCEXGCLU fail.over.com -

=T Summary of Cluster OSCEXGCLU

3% OSCEXGCLU has 0 clustered roles and 2 nodes.

Name: OSCEXGCLUfail over.com Networks: Cluster Metwark 1
Current Host Server: WINnode1 Subnets: 11Pv4dand 0 IPvE
Recent Cluster Events: None in the last 24 hours

Witness: Cluster Disk 2

Actions

] Configure

Configure high availability for a specific clustered role, add one or more servers (nedes). or copy roles
from a cluster running Windows Server 2016 or supported previous versions of Windows Senver.

?; Configure Role... u\ Failover cluster topics on the Web
E? Validate Cluster...
¥ Add Node...

‘% Copy Cluster Raoles..

? Cluster-Aware Updating...

(+) Navigate
@] Roles [#] Nodes
@] Storage [#] Networks

(@] Cluster Events

@ Cluster Core Resources

Name Status Inform]

OSCEXGCLU. fail.over.com:

Storage

Figure 26. Failover Cluster Manager

OSCEXGCLU fail.over.com
B9 Configure Role...
ﬁ Validate Cluster...
f_? View Validation Report
FF Add Node...
~ Close Connection
£ Reset Recent Events
More Actions

View
@ Refresh
B Properties

Help

<© 2017 Trend Micro Inc.
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2. From Failover Cluster Manager, right-click the cluster name and choose Configure Role.

5_’2; Failover Cluster Manager
File Action View Help
&= 7=

-3_.‘% Failover Cluster Manager |m
W 45451 OSCEYACLLLFail mear cnm
mn

@ Configure Role...

alidate Cluster... “EX
Validate Cl
= Wiew Validation Report CE
Add Node... =
aste
Close Connection Clus
Ad
Reset Recent Events
fig
More Actions ¥
ligh
View 3 terr
are |
Refresh
el
Properties sde,
Help dust

Figure 27. Configure Role

3. Click Next in the Before You Begin dialog screen of the High Availability Wizard.

éll_’.-] High Availability Wizard

‘- Before You Begin
i °
g e

Before You Begin This wizard configures high availability for a role. After you successfully complete this wizard, if a clustered

Select Role server fails while running the role, another clustered server automatically begins running the role (@
process known as failover). f the role itseff fails, t can be automatically restarted, ether on the same
server or on another server in the cluster, depending on options that you specify.

I you wart to cluster a complex application such as a mail server or database application, see that
application’s documentation for information about the comect way to install it

[] Do not show this page again

Mext = Cancel

Figure 28. High Availability Wizard screen

X
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4. Select Generic Script from the list of available roles and click Next.

3ﬂ High Availability Wizard
FI Select Role

Before You Begin

Select the role that you want to configure for high availability:

Generic Script Info JDFS Namespace Server | Description:
Cliertt Access Point 5il DHCP Server Ve e T S T
}-s Distributed Transaction Coordinator {DTC an application controlled by a script
Teez i ‘EI Fie S 1o that runs in Windows Script Host. For
Corfirmation : I SBMvEr more information, ses Configuring
EH Generic Application Generic Applications, Scripts, and
Configure High | Genesic: Script Services.
Availability "
CF Generic Service
Summary = Hyper-V Replica Broker
<= i5CS| Tarast Server N
< Previous Mext = Cancel
Figure 29. Select Role
5. Enter the generic script path and click Next.
aﬂ High Availability Wizard
tﬁ Generic Script Info
Before You Begin Enter the path to the script for which you want to corfigure high availability.
Select Role
Generic Script Info
Client Access Point Script file path: C\Windows'System 32inetsn\Clusweb 7 vbs
Select Storage
Confimaticn
Configure High
Availability
Summary
< Previous Mext = Cancel

Figure 30. Generic Script Info

<© 2017 Trend Micro Inc.
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6. Enter the name that clients will use to access the cluster role. Enter a unique IP address, and
then click Next. It will become OfficeScan server IP.

aﬂ High Availability Wizard >

@ Client

Before You Begin
Select Role
Generic Script Info

Client Access Point

Select Storage
Confirmation

Configure High
Availability

Summary

Figure 31

7. Assigna

58 High Availab

Before You Begin
Select Role
Generic Script Info
Client Access Point

Select Storage

Confirmation

Configure High
Availability

Summary

Access Point

Type the name that clients will use when accessing this clustered role:

Name: 0SCEXGFailoverCluster

_ The NetBIOS name is limited to 15 characters. One or more IPv4 addresses could not be configured
'ﬁ' automatically. For each network to be used, make sure the network is selected, and then type an
address.

MNetwarks Address

192.163.0.016 192.168.64.61

< Previous Next = Cancel

. Client Access Point
storage volume to the clustered role and click Next.

ility Wizard X

Select Storage

Select the storage volume that you want to assign to this clustered role.
You can assign additional storage to this clustered role after you complete this wizard.

Name Status
=l & Cluster Disk 1 (&) Online
Volume: {S) File System: NTFS 566 GB free of 100.0 GB

< Previous MNeat > Cancel

Figure 32. Select Storage
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8. Confirm the settings and click Next.

31-] High Availability Wizard X
E Confirmation
Lo
Before You Begin You are ready to configure high availability for a Generic Script.
Select Role
Generic Script Info -
Network Name
Client Access Point
192.168.64.61 OSCEXGFailoverCluster
Select Storage
ou
CN=Computers, DC=fail, DC=over, DC=com
Configure High
Awailability Storage
Summany Cluster Disk 1
Generic Application
W im Are™ Suetean T in et Tl mweh 7 wb e

To continue, click Next.

Figure 33. Confirm Settings

9. Click Finish on the Summary screen.

< Previous

Mext = Cancel
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Chapter 7: Configuring
OfficeScan service roles

To configure OfficeScan service roles:
1. From the Failover Cluster Manager, click Roles.

2. In the Central panel, right-click the role name and choose Add Resource > Generic
Service.

% Failover Cluster Manager

File Action View Help
=z 3

% Failover Cluster Manager Roles (1)
v W oo cies » il ~ | v
:53 Modes MName Status Type COwner Node Priority
hd 3 Storage |55 OSCEXGFailoverCluster - WIN-node2 Medium
L;lj Disks i# Start Role
= Pools i Stop Role
BB Enclosures .
- Add File Sh
:iﬁ Networks e e Share
Cluster Events @ Iove 3
@ Change Startup Priority »
@ Information Details...
Show Critical Events
j Add Storage
|§E‘ Add Resource r Client Access Point
Nereieirs b Generic Application
Generic Script
x Remave I
: | Generic Service
fippetes Mare Resources 3

v ‘=-. OSCEXGFailoverCluster

Figure 34. Add Resource
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3. Select OfficeScan Master Service and click Next.

¥ Mew Resource Wizard *

H

O]

"_'_I Select Service

Select Service Select the service you want to use from the list:
Confimation
Configure Generic Name Description G
icescan Deep Discovery Service andles the intemal transmission uspicious ...
S OfficeSean Deep D s Handles th | of 5
Summary OfficeScan Log Receiver Service Receives log information from CfficeScan serve...
Cffice Sean Master Service Accepts and responds to commands and reque. ..
OfficeScan NT Listener Receives commands and notifications from the ..
CfficeScan NT Real Time Scan Performs Realtime, Scheduled, and Manual sc...
CfficeSean Plug-in Manager Installs and manages Trend Micro OfficeScan p...
Offline Files The Cffline Files service performs maintenance ..
Cptimize drives Helps the computer nun more efficienthy by opti...
Pedomance Counter 0| Host Frahles remote 11zers and f4-hit nmcesses to n e
Mexd > Cancel
Figure 35. Select Service
4. Confirm the information and click Next.
] New Resource Wizard bt
“'_'_I Confirmation
Select Service You are ready to make a Generic Service.
Configure Generic -
Service Registry Keys "
Summary
W

To continue, click Next.

< Previous Mext = Cancel

Figure 36. Confirmation
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5. Click Finish on the Summary screen.
§7| Mew Resource Wizard

?E] Summary

Select Service The new resource was successfully created and configured.

Confirmation

Configure Generic -
Service Service

OfficeScan Master Service (ofcservice)

Toa view the report created by the wizard, click View Report. View Report...
To cloge this wizard, click Finish.

Figure 37. Summary

6. Repeat Steps 1 to 5 and add the following OfficeScan services:

e OfficeScan Active Directory Integration Service
e OfficeScan Log Receiver Service

e OfficeScan Plug-in Manager
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7. Once the service role configuration has completed, the roles will be visible in the Failover
Cluster Manager.

% Failover Cluster Manager
File Action View Help

o< 7T HE

%ﬁ Failover Cluster Manager Roles (1)
~ 58 OSCEXGCLU fail.over.com
% Roles
__53 MNodes Name Status Type Owner Node Priority
v |4 Storage |5 OSCEXGFailoverCluster (%) Partially Runni_  Generic Script Wil-nods2 Medium
£ Disks
= Pools
BB Enclosures E :
:iﬂ Metworks
£ 5
Cluster Events ¥ -, OSCEXGFailoverCluster Prcfemmeal Cvmce: Ay ke
Name Status Irformation
Storage
25 Cluster Disk 1 (#) Online
Roles
|54 Clusweb 7 Script @ Online
|54 OfficeScan Active Directory Integration Service @ Offline
&3 OfficeScan Log Receiver Service @ Offline
&3 OfficeScan Master Service @ Offline
|54 OfficeScan Plug+n Manager @ Offline
Server Name
= ™ Name: OSCEXGFailoverCluster @ Online
55,! IP Address: 152.168 64 61 @ Online

Figure 38. Failover Cluster Roles
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7.1> Configuring service role dependencies
To configure service role dependencies:
1. Right-click on the OfficeScan Active Directory Integration Service role and choose
Properties.
v :% OSCEXGFailoverCluster Prefemed Owners: Any node
MName Status Information
Storage
& Cluster Disk 1 (#®) Oniline
Roles
|, Clusweb7 Seript @ Online

i3, OfficeScan Active Directary
5=, OfficeScan Log Receiver Se
&=, OfficeScan Master Service
&=, OfficeScan Plugdn Manager
Server Name
= 0% Name: OSCEXGFailoverClus
55,! IP Address: 192.162.64.

rtearation Service (®) Offline
4 Bring Online Offline
@  Take Offline Offine
@ Information Details... Offline
4| Show Critical Events

More Actions k| Online
x Remm eame Online
| Properties

Figure 39. Properties
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2. Go to the Dependencies tab.

OfficeScan Active Directery Integration Service Properties >
Advanced Policies Registry Replication
General Dependencies Policies

Specify the rezources that must be brought enline before this resource can
be brought online:

AND/OR  Resource

Click here to add a dependency

Insert

Mo dependencies.

Cancel | | ey

Figure 40. Dependencies

3. Click Insert.

4. In the Resource column, choose OfficeScan Master Service from the dropdown list.
OfficeScan Active Directery Integration Service Properties *
Advanced Policies Registry Replication
General Dependencies Policies

Specify the resources that must be brought enline before this resource can
be brought online:

AND/OR  Resource

« |Click here to a|Cluster Disk 1

Cliek her Clusweb7 Script
IP Address: 192.168.64 61
MName: OSCEXGFailoverCluster
OfficeScan Log Receiver Service
[ i

Insert Delete

o | [ oy

Figure 41. Resource
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5.

8.
9.

10.

Repeat Steps 1 to 4 for following OfficeScan service roles:

e OfficeScan log Receiver Service
e OfficeScan Plug-in Service

Right-click on the OfficeScan Master Service role and choose Properties.
Go to the Dependencies tab.

Click Insert and insert two columns.

In the Resource column, choose Cluster Storage from the first dropdown list.

Choose the cluster name from the second dropdown list.

OfficeScan Master Service Properties X
Advanced Policies Regizstry Replication
General Dependencies Policies

Specify the resources that must be brought online before this resource can
be brought online:

AMDADR  Resource

> Cluster Disk 1 ~
AND Name: O SCEXGFailoverCluster
» |Click here to add a dependency
Insert Delete

Cluster Disk 1 AND Name: QSCEXGFailoverCluster

Cancel Aoly

Figure 42. OfficeScan Master Service Dependencies
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7.2 > OfficeScan server registry replication in cluster

To replicate the OfficeScan server registry:

1. Start Windows PowerShell from the Start > Windows Administrative Tools > Windows
PowerShell.

2. Enter following registry replication commands:

o Add-ClusterCheckpoint -Cluster <Cluster Name> -RegistryCheckpoint
"SOFTWARE\Wow6432Node\ TrendMicro\Database Backup" -ResourceName
"OfficeScan Master Service"

e Add-ClusterCheckpoint -Cluster <Cluster Name> -RegistryCheckpoint
"SOFTWARE\Wow6432Node\TrendMicro\ OfficeScan" -ResourceName "OfficeScan
Master Service"

o Add-ClusterCheckpoint -Cluster <Cluster Name> -RegistryCheckpoint
"SOFTWARE\Wow6432Node\ TrendMicro\Solar" -ResourceName "OfficeScan
Master Service"

EX Administrator: Windows PowerShell - O >

osoft Corporation. All rights reserved.

dministrator.FAILOVER=> Add-ClusterChe: int 0SCEXGFailovercluster.Fail. over. com

Name

Master Serwvice SOFTWARE w64 32Node’\ TrendMicro’ Database Backup

dministrator.FAILOVER> Add-ClusterCheckpoint 0SCEXGFailovercluster.Fail. over. com

ceScan Master Service w64 32Node’, TrendMicro’\0fficeScan

dministrator.FAILOVER> Add-ClusterCheckpoint 0SCEXGFailovercluster.Fail.over. com

Master Service

‘administrator.FAILOVER>

Figure 43. Windows PowerShell
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7.3 > Configure OfficeScan server IP

The OfficeScan server IP should be the IP setting up from Chapter 6. To configure OfficeScan
IP, please follow procedure below:

1.

Open the ofcscan.ini under <Setver installation folder>\PCCSRV\ using text editor and
modify the values of the following lines:

[INI_SERVER_SECTION]
MasterDirectory=\\%Cluster IP%
Master_DomainName=%Cluster IP%

[Scan Now Configuration]
MoveDir =HTTP://%Cluster IP%
CleanFailedMoveDir =HTTP:// %Cluster IP%

[Real Time Scan Configuration]
MoveDir =HTTP://%Cluster IP%
CleanFailedMoveDir =HTTP:// %Cluster IP%

[Manual Scan Configuration]
MoveDir =HTTP://%Cluster IP%
CleanFailedMoveDir =HTTP://%Cluster IP%

[Prescheduled Scan Configuration]
MoveDir =HTTP://%Cluster IP%
CleanFailedMoveDir =HTTP://%Cluster IP%

Open the OfUninst.ini under <Setver installation folder>\PCCSRV\ using text editor and
modify the values of the following lines:

[INI_SERVER_UNINST]
InstallServer=\\%Cluster IP%
MasterDirectory=\\%Cluster IP%\ofcscan
InstallWorkStation=%Cluster IP%

Open the ofcserver.ini under <Server installation folder>\PCCSRV \private\ using text
editor and modify the values of the following lines:

[PRODUCT_INFO]
OSCE_URL=https://%Cluster 1P%:4343/officescan/defaulthtm

[TMCSS]
WSS_URL=https://%Cluster IP%:4343/tmcss/
WSS_HTTP_URL=http://%Cluster IP%0:8080/tmcss/

[LWCS]
LWCS_HTTP_URL=http://%Cluster IP%:8080/

Open the apricot_config.xml under <Server installation folder>\PCCSRV\SRS\ using text
editor and modify the values of the following lines:

<cert_cn>%Cluster IP%</cert_cn>
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7.4 > Bring OfficeScan service roles online

To bring OfficeScan service roles online:

1. Right-click on the OfficeScan Master Service role and choose Bring Online.

2. Right-click on the OfficeScan Active Directory Integration Service role and choose Bring

Online.

3. Right-click on the OfficeScan Log Receiver Service role and choose Bring Online.

4. Right-click on the OfficeScan Plug-in Manager role and choose Bring Online.

f% Failover Cluster Manager
v & OSCEXGCLU fail.over.com
% Roles
:5.3 Nodes
v I} Storage
2 Disks
= Pools
BB Enclosures
:ﬂ-_-f'l Networks
Cluster Events

Roles (1)

S
Mame a Status Type Cwner Node Priority Information
=) OSCEXGFailoverCluster @ Running Generic Script WiNnode2 Medium
{ >
v :%) OSCEXGFailoverCluster Prefemed Owners:  Any node
Name Status Information
Storage

ji:l Cluster Disk 1 @ Online

Roles

|53 Clusweb 7 Script @ Online

|, OfficeScan Active Directory Integration Service @ Online

|&) OfficeScan Log Receiver Service @ Online

|, Office’Scan Master Service @ Online

\&; OfficeScan Plug-4n Manager @ Online
Server Name

= 0% Name: OSCEXGFailoverCluster @ Online

j!,‘ |P Address: 152.168.64.61 @ Online

Figure 44. Roles
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Chapter 8: Provisioning a shared
folder

To provision a shared folder for the OfficeScan cluster role:
1. Navigate to OfficeScan installation folder

2. Right-click on the PCCSRYV folder and choose Properties.
3. Go to the Sharing tab and click Advanced Sharing.

4. Enable Share this folder.

5. Input “ofcscan” as the Share name.
Advanced Sharing ot

Share this folder

Settings
Share name:
| ofcscan |

Add Remove

Limit the number of simultanecus users to: 16777

4k

Comments:

Permissions Caching

Cancel Apply

Figure 45. New Share

6. Click Permissions.
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7. Set the permissions for everyone to “Read”.

Permissions for ofcscan

Share Permissions

GI‘OIJD ar uUser names:

Add... Remove
Permissions for Everyone Allow Dery
Full Cortral O Il
Change O |
Read O

Cancel Peply

Figure 46. Everyone Share Permissions

8. Click Add and add a domain administrator account.

9. Set the permissions for administrator to “Full Control”.

Permissions for ofcscan

x

Share Permissions

GI‘OIJD or user names:

R:\Administrator)
SR Everyone
Add... Remaove
Pemissions for Administrator Allow Derny
Full Cortrol [l
Change O
Read O

o] [ oy

Figure 47. Administrator Share Permissions
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10. Click Apply and share the folder.

11. From the Failover Cluster Manager, click Roles.

12. Go to the Shares tab.

13. Right-click on the ofcscan share folder and select Properties.

E Failover Cluster Manager

File Action View Help

=75 HE

.ﬁ Failover Cluster Manager
v B OSCEXGCLU fail.over.com
% Roles
(5 Nodes
v [, Storage
2 Disks
E Pools
BB Enclosures
.._?;ﬂ Netwarks
Cluster Events

Reles (1)

FM©
Mame - Status Type Crwhier Node Priority Irformation
|5 OSCEXGFailoverCluster @ Running Generic Script WiN-node2 Medium
{ ]

=2 Prefered Owners:  Any node

v <@ O5CEXGFailoverCluster

Mame Path Protocol Continuous Availability ~ Remarks
. ofcscan S:\Program Files (xB86)4Tre_ K
x Stop Sharing
J 58 S Cluster Default Share
Q]  Refresh
Properties
£ >

Summaryl Resources | Shares

Figure 48. Share Folder
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14. In the left panel, click Settings.

KA ofcscan Properties — O *
ofcscan
Show All
General + Settl'ngs -
Permissions +

. [] Enable access-based enumeration

Access-based enumeration displays only the files and folders that a
user has permissions to access, If a user does not have Read (or
equivalent) permissions for a folder, Windows hides the folder from the
user's view.

[] Enable continuous availability

Continuous availability features track file operations an a highly
available file share so that clients can fail over to another node of the
cluster without interruption,

[] Allow caching of share

Caching makes the contents of the share available to offline users. If
the BranchCache for Network Files role service is installed, you can
enable BranchCache on the share.

Enable BranchCache on the file share

BranchCache enables computers in a branch office to cache files
downloaded from this share, and then allows the files to be securely
available to other computers in the branch,

[] Encrypt data access

‘When enabled, remate file access to this share will be encrypted. This
secures the data against unauthorized access while the data is
transferred to and from the share. If this box is checked and grayed ~

K || Cancel || Apply

Figure 49. Share Folder Settings

15. Disable the “Allow caching of share” option.

NOTE & If an error message show “The specified object cannot be updated either because the
server is not available”, please wait for a while until the service up.

16. Click Apply and OK.

2 Failover Cluster Manager Roles (1)
" G i com
[5* Roles
:;% Modes Mame Status Type Owner Node Priority Irformation
v o é%orage 5 OSCEXGFaloverCluster (%) Running Generic Script WiN-node 1 Medium
Disks

Pools
Enclosures
:{ﬂ Networks
Cluster Events

v :% OSCEXGFailoverCluster Prefemed Owners:  Any node

Name Path Protocal Continuous Availabilty ~Remarks
. ofcscan S:\Program Files (<86)\Trend MicroOffice Scan PCCSRV SMB No
J 58 R 5MB No Cluster Default Share

Summary | Resources | Shares

Figure 50. Roles
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Chapter 9: Configuring
OfficeScan agent for cluster
node

In the cluster environment, there will be multiple NICs in each node. There will be a primary
cluster NIC for the application communication.

The OfficeScan agent is designed to acquire the IP address from the primary NIC for
registration to the OfficeScan server. When the node is inactive, the primary IP address will be a
private address. In this scenario, the OfficeScan server will lose the communication with the
agents and the client will go offline.

To configure the OfficeScan agent for cluster node:
1. On the OfficeScan server, navigate to the installation path.
2. Open and edit ofcscan.ini.

3. Under the [Global Setting] section, add the following keys and assign a valid IP address for
the Officescan server:

IPTemplateDeployEnable=1

IPTemplateDeploy=<assign_a_valid_IP_address_range_used_to_connect_to_the_offic
escan_server>

For example:
[Global Setting]
IPTemplateDeployEnable=1
IPTemplateDeploy0=10.200.10.x

NOTE 2 If some of your agents have two or more network cards, set the range to the ones you
will be using to connect.

IPTemplateDeploy1=10.210.x.x

‘ NOTE & It's the same for a different range on a different agent.

IPTemplateDeploy2=10.211.10.*
IPTemplateDeploy3=10.211.30.*
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IPTemplateDeploy4=172.18.x.x
IPTemplateDeploy5=172.17.x.x
IPTemplateDeploy6=172.16.x.x
IPTemplateDeploy7=192.168.50.*
IPTemplateDeploy8=192.168.30.*
IPTemplateDeploy9=192.168.10.*

NOTE E The x and * symbols are interchangeable. This will deploy the settings on the
officescan.ini file to agents within the range defined by those symbols.

4. Save and close the file.

5. Log on to the OfficeScan server management console.

6. Go to Agents > Global Agent Settings and click Save to deploy the settings to the agents.

The OfficeScan agent program will automatically install the following registry keys:

Key: HKLM\SOFTWARE\ Wow06432Node\ TrendMicro\PC-
cillinNTCorp\ CutrentVersion

Name: [PTemplateDeployEnable
Type: REG_DWORD

Data: 1

Key: HKLM\SOFTWARE\ Wow6432Node\ TrendMicro\PC-
cillinNTCorp\ CutrentVersion

Name: [PTemplateDeploy0 to IPTemplateDeploy9
Type: REG_SZ

Data: the assigned IP address
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Appendix I: Clustweb7.vbs

'<begin script sample>

'This script provides high availability for IIS websites

'By default, it monitors the "Default Web Site" and "DefaultAppPool"
'To monitor another web site, change the SITE NAME below

'To monitor another application pool, change the APP POOL NAME below
'More thorough and application-specific health monitoring logic can be
added to the script if needed

Option Explicit

DIM SITE NAME
DIM APP_POOL_NAME

Dim START WEB SITE

Dim START APP_POOL

Dim SITES_SECTION NAME

Dim APPLICATION POOLS SECTION NAME
Dim CONFIG APPHOST ROOT

'Note:

'Replace this with the site and application pool you want to configure
high availability for

'Make sure that the same web site and application pool in the script
exist on all cluster nodes. Note that the names are case-sensitive.
SITE NAME = "OfficeScan"

APP POOL NAME = "OfficeScanAppPool"

START WEB _SITE = 0

START APP_POOL = 0

SITES SECTION NAME = "system.applicationHost/sites"
APPLICATION POOLS SECTION NAME =
"system.applicationHost/applicationPools"

CONFIG APPHOST ROOT = "MACHINE/WEBROOT/APPHOST"

'Helper script functions

'Find the index of the website on this node
Function FindSiteIndex(collection, siteName)
Dim i

FindSiteIndex = -1

For i = 0 To (CInt(collection.Count) - 1)

<© 2017 Trend Micro Inc.




Trend Micro OfficeScan Corporate Edition (OSCE) o0
If collection.Item(i).GetPropertyByName ("name") .Value = siteName
Then
FindSiteIndex = i
Exit For
End If
Next

End Function

'Find the index of the application pool on this node
Function FindAppPoolIndex(collection, appPoolName)

Dim i
FindAppPoolIndex = -1

For 1 = 0 To (CInt(collection.Count) - 1)
If collection.Item(i).GetPropertyByName ("name") .Value =
appPoolName Then
FindAppPoolIndex = i
Exit For
End If
Next

End Function

'Get the state of the website
Function GetWebSiteState (adminManager, siteName)

Dim sitesSection, sitesSectionCollection, siteSection, index,
siteMethods, startMethod, executeMethod

CONFIG APPHOST ROOT)
Set sitesSectionCollection = sitesSection.Collection

index = FindSiteIndex(sitesSectionCollection, siteName)
If index = -1 Then

GetWebSiteState = -1
End If

Set siteSection = sitesSectionCollection (index)

GetWebSiteState

siteSection.GetPropertyByName ("state") .Value
End Function

'Get the state of the ApplicationPool
Function GetAppPoolState (adminManager, appPool)

Dim configSection, index, appPoolState

set configSection =
adminManager.GetAdminSection (APPLICATION POOLS SECTION NAME,
CONFIG APPHOST ROOT)

index = FindAppPoolIndex(configSection.Collection, appPool)

Set sitesSection = adminManager.GetAdminSection(SITES SECTION NAME,
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If index = -1 Then
GetAppPoolState = -1
End If

GetAppPoolState =
configSection.Collection.Item(index) .GetPropertyByName ("state") .Value
End Function

'Start the w3svc service on this node
Function StartW3SVC()

Dim objWmiProvider
Dim objService
Dim strServiceState

'Check to see if the service is running
set objWmiProvider = GetObject ("winmgmts:/root/cimv2")

set objService = objWmiProvider.get ("win32 service='w3svc'")
strServiceState = objService.state
If ucase(strServiceState) = "RUNNING" Then
StartW3SVC = True
Else
'Tf the service is not running, try to start it
response = objService.StartService ()
'response = 0 or 10 indicates that the request to start was
accepted

If ( response <> 0 ) and ( response <> 10 ) Then
StartW3SVC = False
Else
StartW3sSVvC = True
End If
End If

End Function

'Start the application pool for the website
Function StartAppPool ()

Dim ahwriter, appPoolsSection, appPoolsCollection, index, appPool,
appPoolMethods, startMethod, callStartMethod

Set ahwriter =
CreateObject ("Microsoft.ApplicationHost.WritableAdminManager™)

Set appPoolsSection =
ahwriter.GetAdminSection (APPLICATION_POOLS_SECTION_NAME P
CONFIG APPHOST ROOT)

Set appPoolsCollection = appPoolsSection.Collection

index = FindAppPoolIndex (appPoolsCollection, APP_POOL NAME)
Set appPool = appPoolsCollection.Item(index)

'See if it is already started
If appPool.GetPropertyByName ("state").Value = 1 Then
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StartAppPool = True
Exit Function
End If

'"Try To start the application pool

Set appPoolMethods = appPool.Methods

Set startMethod = appPoolMethods.Item(START APP POOL)
Set callStartMethod = startMethod.CreatelInstance ()
callStartMethod.Execute ()

'If started return true, otherwise return false

If appPool.GetPropertyByName ("state”) .Value = 1 Then
StartAppPool = True

Else
StartAppPool = False

End If

End Function

'Start the website
Function StartWebSite ()

Dim ahwriter, sitesSection, sitesSectionCollection, siteSection,
index, siteMethods, startMethod, executeMethod

Set ahwriter =
CreateObject ("Microsoft.ApplicationHost.WritableAdminManager")

Set sitesSection = ahwriter.GetAdminSection(SITES SECTION NAME,
CONFIG_APPHOST_ROOT)

Set sitesSectionCollection = sitesSection.Collection

index = FindSitelIndex(sitesSectionCollection, SITE NAME)
Set siteSection = sitesSectionCollection (index)

if siteSection.GetPropertyByName ("state™).Value = 1 Then
'Site is already started
StartWebSite = True
Exit Function

End If

'Try to start site

Set siteMethods = siteSection.Methods

Set startMethod = siteMethods.Item(START WEB SITE)
Set executeMethod = startMethod.CreateInstance ()
executeMethod.Execute ()

'Check to see if the site started, 1f not return false

If siteSection.GetPropertyByName ("state'").Value = 1 Then
StartWebSite = True

Else
StartWebSite

End If

False

End Function
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'Cluster resource entry points. More details here:
'http://msdn.microsoft.com/en-us/library/aa372846 (VS.85) .aspx

'Cluster resource Online entry point

'Make sure the website and the application pool are started
Function Online( )

Dim bOnline
'Make sure w3svc is started
bOnline = StartW3SVC()

If bOnline <> True Then

Resource.LogInformation "The resource failed to come online
because w3svc could not be started."

Online = False
Exit Function
End If

'Make sure the application pool is started
bOnline = StartAppPool ()
If bOnline <> True Then
Resource.LogInformation "The resource failed to come online
because the application pool could not be started."

Online = False
Exit Function
End If

'Make sure the website is started
bOnline = StartWebSite ()
If bOnline <> True Then
Resource.LogInformation "The resource failed to come online
because the web site could not be started."
Online = False
Exit Function
End If

Online = true
End Function
'Cluster resource offline entry point
'On offline, do nothing.
Function Offline( )
Offline = true
End Function
'Cluster resource LooksAlive entry point

'Check for the health of the website and the application pool
Function LooksAlive( )

<© 2017 Trend Micro Inc.




Trend Micro OfficeScan Corporate Edition (OSCE) o0

Dim adminManager, appPoolState, configSection, i, appPoolName,
appPool, index

i=0
Set adminManager =

CreateObject ("Microsoft.ApplicationHost.AdminManager")
appPoolState = -1

'Get the state of the website
if GetWebSiteState(adminManager, SITE NAME) <> 1 Then

Resource.LogInformation "The resource failed because the " &
SITE NAME & " web site is not started."”
LooksAlive = false
Exit Function
End If

'Get the state of the Application Pool
if GetAppPoolState(adminManager, APP POOL NAME) <> 1 Then
Resource.LogInformation "The resource failed because Application
Pool " & APP POOL NAME & " is not started."
LooksAlive = false
Exit Function
end if

' Web site and Application Pool state are valid return true

LooksAlive = true
End Function

'Cluster resource IsAlive entry point
'Do the same health checks as LooksAlive
'If a more thorough than what we do in LooksAlive is required, this
should be performed here
Function IsAlive()

IsAlive = LooksAlive
End Function
'Cluster resource Open entry point
Function Open/ ()

Open = true
End Function
'Cluster resource Close entry point
Function Close()

Close = true

End Function
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'Cluster resource Terminate entry point
Function Terminate ()

Terminate = true
End Function

'<end script sample>
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