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1 Preface

1.1 Audience

The audience for this document is system administrators who are responsible for the setup and
maintenance of Windows servers and OfficeScan server. Readers should have a working knowledge of

Windows Failover Clustering and the OfficeScan server.

1.2 Purpose
This document provides the information and guidelines of OfficeScan 11 server installation on Windows

2012 R2 Failover Clustering.

Page 3/ 35 Trend Micro CONFIDENTIAL - ENGINEERING
DOCUMENT




(D) TReND.
M C o
_ your Internet VirusWall®

2 Installing OfficeScan 11 on Windows Server 2012 R2 Failover Clustering

Note : OfficeScan server only support Active/Passive clusters

This process must be followed on each node. To install OfficeScan:

—_

Execute the OfficeScan 11 installer on Node1. Click Next.
Trend Micro OfficeScan Setup Program

Welcome to the DOfficeScan Setup program.

The Setup program installs OfficeScan. For successful
completion of the installation process, an active Intemet
connechion is necessarny.

Click Mext to continue or Cancel to exit.

WwARMIMG : This program iz protected by copyright laws
and international treaties.

< Back Mext > | | Cancel

Figure 1. Installation program start screen

2. Read the license agreement carefully and accept the license agreement terms to proceed with
installation. Click Next.
Software License Agreement -

License Agreement

Please read the following license agreement carefully. " IB E E 2.

~

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO 1
SOFTWARE AND SERVICES BY BUSINESS AND OTHER ENTITIES IS
SUBJECT TO THE FOLLOWING LEGAL TERMS AND CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License - Enterprise and SMB Software and
Services

(®) | accept the terms of the license agreement

(O | do not accept the terms of the license agreement

v

< Back " MNext > | | Cancel |

Figure 2. License Agreement screen
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3. Run Setup and install the OfficeScan server on the current endpoint. Click Next.
Trend Micro OfficeScan Setup Program

Installation Deztination

3y IREND

Inztall/Upagrade the OfficeScan server
(®) On thiz endpoint

() On ane or more remoke endpaints

| Help | | < Back " Meust = | | Cancel

Figure 3. Installation Destination screen

4. Choose whether to Scan or do not scan the target endpoint. Click Next.
Trend Micro OfficeScan Setup Program

Endpoint Prezcan

/3y TREND

The Setup program can scan the target endpoint for zecurity rizks before installing the product.
“whould wou like Setup to scan the target endpoint?

(®) Scan the target endpoint

() Do nat scan the target endpoint

Help || < Back " Mest > || Cancel

Figure 4. Endpoint Prescan screen
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5. Click Browse button and then select Cluster Storage disk as installation path. Click Next.
Trend Micro OfficeScan Setup Program

Installation Path

Specify the OfficeScan inztallation path. Accept the default path or specify a different location.

|E:‘\F‘rugram Filez [#8E1\Trend Micro\DFficeScan |

Browze. .. |

¢ Back " Mext » || Cancel

Figure 5. Installation Path screen

6. You can enable proxy settings on this page. Click Next.

Trend Micro OfficeScan Setup Program

FProxy Server
P, TREND
MICRO
When uzing a proxy zerver to access the Internet, zpecify the proxy settings below. OfficeScan uszes

thiz infarmation when downloading updates from the Trend Micro update server.

Proxy settings

[ Use a prosy server

Prowy type: HTTF SOCKS 4
Server name or P address:
Port:
Authentication [optional]: U=zer name:
Paszward:
Help | | ¢ Back " MHest » | | Cancel

Figure 6. Proxy Server screen
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7. Choose IIS web server. Click Next.

Trend Micro OfficeScan Setup Program

wWeb Server

7P TREND

Choosze the web zerver to use for the OfficeScan server.
OfficeScan uses S50 a=z the server web console ransfer protocal.

@ 15 zerver |IIS wirtual website w

() spache web server 2.2 [automatically installed if required)

HTTF part:
S5L Settings
Certificate validity period: yearz]
S5L part:
Help | | < Back " M et > | | Cancel

Figure 7. Web Server screen

8. Enter a name or IP address that agents uses to access the OfficeScan server. Enter a unique IP
address or FQDN name. Click Next.
Trend Micro OfficeScan Setup Program

Server ldentification
P, TREND
MICRO

Specify whether OfficeScan agents identify the zerver by domain name or P address.

Trend Micro recommends wsing the IP addresz when the server uses multiple network, cards and
uzing the fully qualified domain name [FADM] or hozt name when the [P addresz iz subject to
change.

¢ Fully qualiied domain name 212R2Model . OSCESEG. com

) (AR ehosnanit: Tip: Before proceeding. verify that the domain name iz

rezolvable.

® . 20202010 ~
® |P address: 10,201 177 241
10201 177243
2620:101:4003: 7 ad: 4685 b42b: 291 8:1492 | ™

| Help | | < Back " MHesxt > | | Cancel

Figure 8. Server Identification screen

Note : Do not use host name for server agents connection.
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9. Click Next.
10. Enter OfficeScan AC code. Click Next.
Trend Micro OfficeScan Setup Program

Product Activation
jreat ' TREND
Step 2. Type the Activation Code[z) 6 LSt
Type the Achivation Codes for the OfficeScan services uzing the following format;
Antivirug:

Uze the same Activation Code for Damage Cleanup Services and Web Reputation and
Anti-zpyare

Damage Cleanup Services:

Wwieb Reputation and Anti-spyware:;

| Help || < Back " Mest = || Cancel

Figure 9. Product Activation screen

11. Click Next.
12. Choose whether to install Integrated Smart Scan Protection Server. Click Next.

Trend Micro OfficeScan Setup Program

Install Integrated Smart Protection Server

P, TREND
MI1CRO

Setup can inztall the integrated Smart Protection Server on the target OfficeScan zerver, which

provides file and web reputation, and facilitates a connection to Deep Dizcovery Advizor.

Trend Micro recommends inztaling a standalone Smart Protection Server, which provides the same
functionality but can support more agents.

Do pou want to install the integrated server?

() Ma, | have installed or plan o install a standalone Smart Protection Server.

e ez install the integrated Smart Protection Server. [OfficeScan will use SSL for File Reputation

" Services)
S5L Settings
Certificate walidity peniod: 3 pear(z]
55L port: 4343
| Help | | < Back " Meust = | | Cancel

Figure 10. Install Integrated Smart Protection screen
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13. Choose whether to install the OfficeScan agent on the target endpoint. Click Next.

Trend Micro OfficeScan Setup Program

Install OfficeScan Agent

P, TREND
MICRDO
Chooze to inztall the OfficeScan agent on the target endpoint.

Inztall OfficeScan agent [cannot install on endpoints with ServerPratect for MT installed)

| Help | | < Back || Mext = | | Cancel

Figure 11. Install OffcieScan Agent screen

Note : If you are running OfficeScan Agent on a cluster, make sure that you exclude these locations
from virus scanning:

e Q:\ (Quorum drive)

o C:\Windows\Cluster

14. Click Next.
15. Choose whether to enable TrendMicro Smart Feedback. Click Next.

Trend Micro OfficeScan Setup Program

Smart Protection Network

¢®) TREND

The Trend Micra Smart Protection Metwark is a
next-generation cloud-client content security
infrastructure designed to deliver proactive
protection against the latest threats,

r,/ -'r.u KO n_lclc RO
@3)} : E:E;f: CTION
=

NETWORK

Enable Trend Micro Smart Feedback [recommended)

when enabled, Smart Feedback shares anonymous threat information to the Smart
Protection Metwork for analysis. |t is pogsible to dizable Smart Feedback. anytime through

the product conzole.

Y'our induszstry [optionall: | Mot zpecified W |

| Help || < Back " Mest = || Cancel |

Figure 12. Smart Scan Network screen
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16. Enter the OfficeScan web console password, agents unload and uninstall password. Click Next.

Trend Micro OfficeScan Setup Program

Administrator Account Password

Specify the pazswords for opening the web conzole or unloading/uninztalling the OfficeScan
agent. Pazzwords prevent unauthorized modification of web conzole settings or remowval of the
OfficeScan agent.

Web conzole password:

Account: rook

Pazzward: || |

Confirm passward: | |

OfficeScan agent unload and uninzstall pazsword:

Pazsword: | |

Confirm pagsword: | |

| Help Mext =

Figure 13. Administration Account Password screen

< Back ”

Cancel |

17. Click Next.
18. Click Next.

19. Choose whether to enable assessment mode. Click Next.

Trend Micro OfficeScan Setup Program

Anti-zspyware Feature
P, TREND
MICRO
Azzeszment mode was designed to allow administrators to evaluate the legitimacy of

spywaregrapware before taking action on the suzpect programs. Click. Help for more information.

“Wiould you like to enable aszezsment mode?
et

() ez, enable assessment mode for:

® Mo, do not enable assessment mode.,

| Help

Figure 14. Anti-spyware Feature screen

< Back "

Mext > Cancel

20. Click Next.
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21. Generate a new authentication certificate and enter the password. Click Next.

Trend Micro OfficeScan Setup Program

Server Authentication Certificate
P, TREND
MICRO

Allove OfficeScan to generate a new certificate for communication with OfficeScan agents, or
impart an existing certificate.

Mote: OfficeScan creates a backup of the new or imported certificate in the S:\Program Files
[BE]MT rend MicroOFfficeS cantbuthCertB ackupt, folder.

(®) Generate a new authentication certificates

Backup password: | |

Confirm password: | |

_ Impart an existing cetificate

() Mote: The certificate is either a ZIP package generated by the Server Authentication
Certificate Manager Tool or a properly formatted PR file.

Browse
Pazsword:

| Help | | ¢ Back " Meust = | | Cancel

Figure 15. Server Authentication Certificate screen for new certificates

22. The shortcut folder name should be the same on each node. Click Next.

Trend Micro OfficeScan Setup Program

OfficeScan Program Shortcuts
P, TREND
MICRO

Setup addsz a folder containing the OfficeScan program shortcuts on the Start menu. Accept

the default folder name or specify a new one. |t iz possible to add the shortcuts to an esisting
falder.

Folder name:

Trend Micro OfficeScan Server-212R2ZM0DE

E =izting folders:

Accessoles
Adrinistrative Tools
Maintenance
StartUp

Supztem Toolz
Whdware

| < Back " Mext > | | Cancel

Figure 16. OfficeScan Program Shortcut screen

23. Click Install.
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24. After the installation process, stop following OfficeScan services.
»  OfficeScan Master Service

OfficeScan Active Directory Integration Service

OfficeScan Log Receiver Service

OfficeScan Plug-in Manager

Trend Micro Local Web Classification Service

YV V V V V

Trend Micro Smart Scan Server

25. Change the cluster storage owner to Node 2.

26. Delete OfficeScan installation folder “Cluster storage disk\Trend Micro\OfficeScan\PCCSRV”.

27. Do step1-20 on Node 2.

28. On server authentication certificate screen, Browse and import the existing certificate on “cluster
storage disk \Trend Micro\OfficeScan\AuthCertBAckup”. Enter the password which you set on
Node1. Click Next.

Trend Micro OfficeScan Setup Program

Server Authentication Certificate

¢®) TREND

Setup haz detected a preesisting OfficeScan authentication certificate on the target endpoint in
the following location: 5:%FProgram Files [#86]5\Trend

MicrosOffices can\buthCertB ackupOfficeS canduth.dat. IF thiz certificate iz curently used by
QfficeScan agents. Trend Micro recommends importing this certificate during the ingtallation.

() Generate a new authentication certificate

Backup paszward:

Confirm password:

_ Import an existing certificate
® Mate: The certificate is either a ZIP package generated by the Server Authentization
Certificate Manager Tool or a properly farmatted PF= file.

S:\Program Files [#86)%Trend Micru'\DfficeScan'u'—‘«uthEertBackup"-.Df| | Browse

Pazsword: | |

| Help | | < Back " Meut = | | Cancel |

Figure 17. Server Authentication Certificate screen for preexisting certificates

29. Click Next, and process the OfficeScan installation on Node2.
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3 IS server authentication

This process must be followed on each node. To configure IIS settings :

Start Internet Information Services (IIS) Manager from the Start screen > Administrative Tools
- Internet Information Services (1IS) Manager.

%

Internet | ion Services (IIS) M. -|a -
@/ ‘83 » 212R2NODE1 » ‘m @~
File View Help
Connections 3 Actions
‘ gi' 212R2NODE1 Home
Q- | & ’ Manage Server
93 Start Page s o - L X = & Restart
495 212R2NODE1 (OSCESEG\administrator) i SR o S Croup byl frea Y )
2} Application Pools s ~ ® Stop
4.78] Sites - P e f—
b €D Default Web Site %3,; E g:ﬁ @ ‘E/J dos v plication Pools
b€ OfficeScan Authentic..  CGl  Compression Default  Directory Error Pages
Document  Browsing 5
= y 2 = - > Components
o« &) 143 - E. U( @ Hep
FastCGl  Handler HTTP HTTP  ISAPland  ISAPI Filters
Settings  Mappings  Redirect  Respon..  CGlRestri..
@ = &8 » & G
logging MIMETypes Modules  Output  Request  Server
Caching  Filtering  Certificates
™
XXy
Worker
Processes
Management 7S
5 & B
Configurat... Feature  Shared
Editor  Delegation Configurat...
[T Features View |, Content View
Ready &
Figure 18. Internet Information Services (lIS) Management
2. Inthe connections panel, click Node1 IIS Server.
In the central panel, click Authentication.
4. Click Anonymous Authentication, and click Edit in right panel.
& Internet Information Services (IIS) Manager = |0
® R o - 0@
File View Help
' @9 Authenticati '
'. uthentication
<- B é Disable
“j StartPage - Group by: NoGrouping ~ + ek
4--“3 212R2NODE1 (OSCESEG\administrator) < @ He
) Application Pools Name Status Response Type @ hep
i ‘: Sites Anonymeous Authentication Enabled
[;@ Default Web Site ASP.NET Impersonation Disabled
b€ OfficeScan

Figure 19. Anonymous Authentication
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5. Atfter the Edit Anonymous Authentication Credentials window popup, Click Set in Specific user.

Edit Anonymous Authentication Credentials

Ancnymaous user identity:

® Specific user:

?

IUSR

BEt

() Application pool identity

oK

Cancel

Figure 20. Edit Anonymous Authentication Credential screen

6. Enter domain account and password.

Set Credentials

LUser name:

=

|OSCESEGxadministratm

Password:

Confirm password:

OK

Cancel

Figure 21. Set Credentials screen

7. Click Ok.
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4  OfficeScan services startup type

This process must be followed on each node. To configure service startup type :

1. Start Services management from the Start screen > Administrative Tools > Services.

< Services = -
File Action View Help
@@ Bz Hem »mnw

% Senvees (Local) | [T 0 vices (local)

OfficeScan Master Service Name - Description  Status Startup Type  Log On As ~
’, OfficeScan Active Directory Integration Service Provides Ac... Manual Network S...

Start the service £ OfficeScan Control Manager Agent Allows adm... Manual Local Syste...

%, OfficeScan Log Receiver Service Receives lo... Manual Local Syste...
escigions
Accepts and responds to commands ' OfficeScan Plug-in Manager Installs and Automatic Local Syste...
and requests from OfficeScan Agents, ' Optimize drives Helps the c... Manual Local Syste...
\Web console, and Control Manager. /% performance Counter DLL Host Enables rem... Manual Local Service
 Performance Logs & Alerts Performanc... Manual Local Service
 Plug and Play Enablesac.. Running Manual Local Syste...
, Portable Device Enumerator Service Enforces gr. Manual (Trig...  Local Syste...
i Power Manages p.. Running  Automatic Local Syste...
< Print Spooler This service.. Running  Automatic Local Syste...
% Printer Extensions and Notifications This service ... Manual Local Syste...
¢ Problem Reports and Solutions Control Panel Support This service ... Manual Local Syste...
% Remote Access Auto Connection Manager Creates a co... Manual Local Syste...
 Remote Access Connection Manager Manages di... Manual Local Syste... | =
 Remote Desktop Configuration Remote Des... Manual Local Syste...
% Remote Desktop Services Allows user... Manual Network S...
£ Remote Desktop Services UserMode Port Redirector Allows the ... Manual Local Syste...
< Remote Procedure Call (RPC) TheRPCSS... Running Automatic Network S...
% Remote Procedure Call (RPC) Locator In Windows... Manual Network S...
% Remote Registry Enables rem... Automatic (T... Local Service
£ Resultant Set of Policy Provider Provides a ... Manual Local Syste...
 Routing and Remote Access Offers routi.. Disabled Local Syste...
<% RPC Endpoint Mapper Resolves RP... Running  Automatic Network S...
% Secondary Logon Enables star... Manual Local Syste...
£} Secure Socket Tunneling Protocol Service Provides su... Manual Local Service
£ Security Accounts Manager Thestartup ... Running  Automatic Local Syste...
% Server Supportsfil.. Running  Automatic Local Syste...

: Shell Hardhware Netertinn Drovides nn __ Runnina__ Autamatic Lncal Sucte i

\ Extended / Standard /

Figure 22. Services Manager

2. Right-click OfficeScan Master Service.
Click Properties.

Change Startup type to Manual.
OfficeScan Master Service Properties (Local Computer) -

General | Log On | Recovery | Dependencies |

Service name: ofcservice
Display name: Office Scan Master Service
Description: f.;\ccepts and responds to commands and requests I

from OfficeScan Agents, Web console, and Control

Path to executable:
"S:\Program Files {<86)\Trend Micro\Office Scan \PCCSRVweb'service ofc

Startup type: Manual A

Service status:  Stopped

You can specify the start parameters that apply when you start the service
from here.

Pause Resume

Start parameters: | |

ok ] [ Gros ] [ ow ]

Figure 23. OfficeScan Master Service Properties

5. Click Apply, and click OK.
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5 Creating cluster generic script

This process must be followed on each node. To creating a generic script :

1. Copy the generic script to C:\Windows\System32\inetsrv

Note : The script compress with this document, Clusweb7.vbs.

Note : The site name and app pool name in generic script should be the same with OfficeScan used in 1IS

manager.
CE Internet Information Services (IS) Manager - | &
@J ‘Q » 212RZNODE2 » Application Pools Im @ -

File View Help
L - 5
@ Hizie Uij Application Pools

5 Start Page
4 -ea 212RZNODE2 (OSCESEG\adm

This page lets you view and manage the list of application pools on the server. Application pools are
associated with worker processes, contain one or more applications, and provide isolation among different

2} Application Pools applications.
46| Sites —
b€ Default Web Site Filter: v W Go ~ \sgShowAll | Group by: No Grouping i
Name “ Status NET CLR V... Managed Pipel... Identity Applications

- DefaultAppPool Started  v4.0 Integrated ApplicationPoolld...

1

2 OfficeScanAppPool Started  v4.0 Classic NetworkService

Figure 24. OfficeScan AppPool and web site name in IIS

2

.; Add Application Pool...

Set Application Peol Defaults...
‘9‘ Help

E| Clusweb7 - Notepad
File Edit Format View Help

Option Explicit

DIM SITE_NAME

DIM APP_POOL_NAME

Dim START WEB_SITE

Dim START_APP_POOL

Dim SITES SECTION_NAME

Dim APPLICATION_POOLS_SECTION_ NAME
Dim CONFIG_APPHOST ROOT

‘Note:

SITE_NAME = "OfficeScan”
APP_POOL_NAME = "OfficeScanAppPool”

Figure 25. Site name and app pool hame in generic script

‘Replace this with the site and application pool you want to configure high availability f
‘Make sure that the same web site and application pool in the script exist on all cluster |
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6 Creating a high availability cluster generic script

1. Start Failover Cluster Manager from the Start screen - Administrative Tools >

Manager.

Failover Cluster Manager

B

File Action View Help

« | 2]

=4 Failover Cluster Manager

[55 Roles
5 Nodes
4 Storage
&3 Disks
B Pools
3 Networks
{4] Cluster Events

N

4 ﬁg W2k12R2Cluster.OSCESEG.(

4 1% Summary of Cluster W2k12R2Cluster

8% W2k 12R2Cluster has 0 clustered roles and 2 nodes.
Name: W2c12R2Cluster OSCESEG .com

Cumrent Host Server: 212R2Node2

Recent Cluster Events: None in the last 24 hours
Witness: Disk (Cluster Disk 2)

Networks: Cluster Network 2, Cluster Network 1
Subnets: 2IPv4and 0 IPv6

~ Configure

Configure high availability for a specific clustered role, add one or more servers (nodes). or copy roles from a cluster
running Windows Server 2012 R2, Windows Server 2012, or Windows Server 2008 R2

5 Corfiqure Role...
1 Validate Cluster

#F Add Node

W& Failover cluster topics on the Web

#z Copy Cluster Roles

4 Custer-Aware Updating

~ Navigate
[@] Roles [#] Nodes [@] Storage
[#] Networks [®] Cluster Events

~  Cluster Core Resources

Name Status Information
Storage
@ 3 Cluster Disk 2 (®) Online

Cluster W2k12R2Cluster.OSCESEG.com [

W2k12R2Cluster.OSC... 4

Actions

B9 Configure Role...

& validate Cluster...

2B View Validation Report
F AddNode...

4 Close Connection

£) Reset Recent Events
(4]

More Actions »
View >

|G Refresh

[E] Properties

H Hep

Figure 26. Failover Cluster Manager

Failover Cluster

2. From Failover Cluster Manager, right-click the cluster name, and choose Configure Role

53
e

File

Action

«= z[F H=

View Help

3?3; Failpve_lj Clp;ter Manage_r

4 55 W2k12R2Clus
% Roles

‘z Nodes

4 |} Storage

&4 Disks

) l Cluster W2k12R

Configure Role...
Validate Cluster...
View Validation Report

Add Node...

_VTRTTO AT

& Pools

iﬂ Networks Close Connection

{] Cluster Ev Reset Recent Events
More Actions ’ 1
View el
Refresh A
Properties -
Help i

T W ==

Figure 27. Configure Role
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3. Click Next on the Before You Begin dialog screen of the High Availability Wizard.

o

@ Before You Begin

Before You Begin This wizard configures high availability for a role. After you successfully complete this wizard, if a clustered
server fails while running the role, another clustered server automatically begins running the role (@
process known as failover). if the role itseff fails, it can be automatically restarted, either on the same
server or on another server in the cluster, depending on options that you specify.

If you want to cluster a complex application such as a mail server or database application, see that
application’s documentation for information about the comect way to install it.

["] Do not show this page again

Figure 28. High Available Wizard

4. Select Generic Script from the list of available roles. Click Next.

)

Select the role that you want to configure for high availability:
Select Role

Generic Script Info

12 DFS Namespace Server I'A | Description:
S et IDHCP Server You can configure high availability for
+-» Distributed Transaction Coordinator (DT an application controlled by a script
o gi File S SRS = that runs in Windows Script Host. For
Confirmation et more information, see Configuring
Configure High 5 Generic Application Generic Applications, Scripts, and
T — | S
Avaiabiity e”“ e
1 ¥ Generic Service
Summary 2| HyperV Replica Broker
<-iSCS| Taraet Server

Figure 29. Select Role

Page 18/ 35 Trend Micro CONFIDENTIAL - ENGINEERING
DOCUMENT




0‘TREND~
M CRO
_ your Internet VirusWall®

5. Enter the generic script path, and click Next.

=

Generic Script Info

Enter the path to the script for which you want to configure high availability.

Generic Script Info

Client Access Point Script file path: C:\Windows'\System32\inetsrv\Clusweb7.vbs|
Select Storage

Confirmation

Configure High
Availability

Summary

Figure 30. Generic Script Path

6. Enter a name that clients will use to access the cluster role. Enter a unique IP address for the file
server. Click Next.

&%l

@ Client Access Point

Before You Begin Type the name that clients will use when accessing this clustered role:
Select Role
Generic Script Info
Client Access Point
Select Storage
Confirmation

Name: 0SCE11FailoverClusterd

OThe NetBIOS name is limited to 15 characters. All networks were configured automatically.

Networks Address

Configure High
Availability 10.201.177.128/25

Summary

Figure 31. Client Access Point
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7. Select the storage volume to assign to the clustered role. Click Next.

=

Select the storage volume that you want to assign to this clustered role.
You can assign additional storage to this clustered role after you complete this wizard.

Name Status

[EP="] Cluster Disk 1 @ Online

Select Storage Volume: (S} File System: NTFS 25.3 GB free of 37.0GB
Confirmation

Configure High
Availability

Summary

Figure 32. Select Storage

8. Confirm settings and click Next.

@ Confirmation

Before You Begin You are ready to configure high availability for a Generic Script.
Select Role

Generic Script Info
Client Access Point

Application: C:\Windows\System32\inetsrv\Clusweb7.vbs
Storage: Cluster Disk 1

Select Storage Network Name: OSCE11FailoverCluster
Corfirmation ou: CN=Computers,DC=0SCESEG,DC=com

Confiaine Hich IP Address: 10.201.177.222

Availability

Summary

To continue, click Next.

Figure 33. Confirm Settings

9. Click Finish on the Summary screen.
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7 OfficeScan service role

1. From the Failover Cluster Manager, click Roles.
2. In the central penal, right-click the role name, and choose Add Resource > Generic Service.

Roles (1)
FE®
Name Status Type Owner Node Priority Infor
| OSCE11Failg ™ = = Script 212R2Node2 Medium
& | Start Role
% | Stop Role
\@ | Add File Share
& | Move »
@ Change Startup Priority »
@ Information Details...
Show Critical Events
r_"'}. Add Storage
<« |@ Add Resource 4 Client Access Point >
B | More Actions » Generic Application
v j% 0SsC x S Generic Script ners: Any node
Generic Service
Status: pr?fff.e: More Resources 4

Figure 34. Context Window

3. Select OfficeScan Master Service, and click Next.

i7" Select Service

sesssseiy
g ;

Select Service Select the service you want to use from the list:

Confirmation

Configure Generic Name Description A

Service OfficeScan Active Directory Integration Service  Provides Active Directory support for OfficeSca...

STy OfficeScan Control Manager Agent Allows administrators to manage OfficeScan fro...
OfficeScan Log Receiver Service Receives log information from OfficeScan serve...
OfficeScan Master Service Accepts and responds to commands and reque... (g
OfficeScan Plug+in Manager Installs and manages Trend Micro OfficeScan p...
Optimize drives Helps the computer run more efficiently by opti...
Performance Counter DLL Host Enables remote users and 64-bit processesto q...
Performance Logs & Alerts Performance Logs and Alerts Collects performa...
Plug and Play Enables a computer to recognize and adaptto ... | v

Figure 35. Select Service
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You are ready to make a Generic Service.

Confirmation

Configure Generic
Service Service: OfficeScan Master Service (ofcservice)

Parameters: This Generic Service has no startup parameters.

Summary

Figure 36. Confirmation Window

5. Click Finish on the Summary screen.

{gf Summary

Select Service The new resource was successfully created and configured.

Confirmation

Configure Generic
ice

Summary 3 " .
Service: OfficeScan Master Service (ofcservice)

Resource: Generic Service
Parameters: This Generic Service has no startup parameters.

v

To view the report created by the wizard, click View Report.
To close this wizard, click Finish.

Figure 37. Summary
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6. Repeat Step 1 - 5, and add following OfficeScan services.

OfficeScan Active Directory Integration Service

OfficeScan Log Receiver Service

OfficeScan Plug-in Manager

7. Once the service role configuration has completed, the roles will be visible in Failover Cluster
Manager.
Roles (1)
Gusries i +| )
Name Stftus Type QOwner Node Priority Infor
‘ |z OSCE11FailoverCluster @ Partially Run_  Generic Script 212R2Node2 Medium
<| m | >
v :@ OSCE11FailoverCluster Prefemed Owners:  Any node
Name Status Information
Storage
= &3 Cluster Disk 1 (®) Online
Storage (S7)
Ui7-- =
=W NTFS 30.1 GB free of 37.0 GB
Roles
|53 Clusweb7 Script @ Online
|5 OfficeScan Master Service (®) Offline
|5, OfficeScan Active Directory Integration Service @ Offline
|5 OfficeScan Log Receiver Service @ Offline
|55, OfficeScan Plug-in Manager @ Offline
Server Name
= "™ Name: OSCE11FailoverCluster (®) Orline
3'!‘ IP Address: 10.201.177.222 @ Online
| n \ >
Summary | Resources
Figure 38. Failover Cluster Roles
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7.1 Configuring service role dependencies

1. Right-click OfficeScan Active Directory Integration Service role, and choose Properties

Name Status Type Owner Node Priority Infor
(&4 OSCE11FailoverCluster @ Partially Run.  Generic Script 212R2Node2 Medium
<| n | >
=__@ OSCE11FailoverCluster Prefemed Owners: Any node
Name Status Information
Storage
= 2 Cluster Disk 1 @ Online
Storage (S:)
> -
~# NTFS 30.1 GB free of 37.0 GB
Roles
| Clusweb7 Script (®) Online
iz OfficeScan Master Service (®) Offline
|54 OfficeScan Active Directory Intearation Service @ Offline
|3 OfficeScan 3 | Bring Online (®) Offiine
&z, OfficeScan ) | Take Offline (®) Offline
Server Name @ nformation Details
(= 0% Name: 0SC Show Critical Events @ Online
&% IP Addr More Actions » (® Oniine
< x Remove | 2
S R
ummary | Resourcy D Properties
Figure 39. Context Window
2. Click Dependencies tab.
OfficeScan Active Directory Integration Service Prope...[L261 |
Advanced Policies egistry Replication
Dependencies
Specify the resources that must be brought online before this resource can
be brought online:
ANDAOR Resource
= |Click here to add a dependency
Mo dependencies.
[ ok |[ camesl || Aopy
Figure 40. Dependencies Tab
Page 24/ 35 Trend Micro CONFIDENTIAL - ENGINEERING

DOCUMENT




Q‘TRENDW
M CRO

_ your Internet VirusWall®
3. Click Insert.
4.
OfficeScan Active Directory Integration Service Prope... -

_ Advanced Policies l Registry Replication
Dependencies ‘ Policies

[ |
[ ]

General |
Specify the resources that must be brought online before this resource can
be brought online:

AND/OR  Resource
> v
Cluster Disk 1

Clusweb7 Script
IP Address 10.201.177.222

OfficeScan Log Receiver Service
OfficeScan Master Service
OfficeScan Plugin Manager
OSCE11FailoverCluster

*» |Click heretoa

Insert I l Delete

| |

[ ok

Cancel I [ Apply |

Figure 41. Resource Drop d

o OfficeScan log Receiv
. OfficeScan Plug-in Se

Click Dependencies tab.

S © ® N o

own List

er Service

rvice

Click Insert, and insert two column.

OfficeScan Master Service Properties

Registry Replication

Advanced Policies

General

Dependencies

be brought online:

Specify the resources that must be brought online before this resource can

»

_ AND/OR

AND

Resource
Cluster Disk 1

Puolicies

OSCE11FailoverCluster

* | Click here to add a dependency

Insert

Delete

Cluster Disk 1 AND OSCE11FailoverCluster

[ ok

Cancel

Apply |

In the Resource column, drop down the option list, and choose OfficeScan Master Service.

Repeat Step 1-4 for following OfficeScan service role.

Right-click OfficeScan Master Service role, and choose Properties.

In the Resource column, drop down the first option list, and choose Cluster Storage

0. Drop down the second option list, and choose the cluster name.

Figure 42. OfficeScan Master Service Dependencies
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7.2 OfficeScan server registry replication in cluster

1. Start Windows PowerShell from the Start screen > Administrative Tools > Windows
PowerShell

2. Enter following registry replication command
»  Add-ClusterCheckpoint -Cluster <Cluster Name> -RegistryCheckpoint
"SOFTWARE\Wow6432Node\TrendMicro\Database Backup" -ResourceName "OfficeScan
Master Service"

»  Add-ClusterCheckpoint -Cluster <Cluster Name> -RegistryCheckpoint
"SOFTWARE\Wow6432Node\TrendMicro\OfficeScan" -ResourceName "OfficeScan Master
Service"

»  Add-ClusterCheckpoint -Cluster <Cluster Name> -RegistryCheckpoint
"SOFTWARE\Wow6432Node\TrendMicro\Solar" -ResourceName "OfficeScan Master
Service"

ey Administrator: Windows PowerShell IL‘E-
r

Add-ClusterCheck ster.trend. con -RegistryCheckpoint “SOFTWARE\Wow6
ur ceame i 2 r Service”

2Node\TrendMicro’\Database Backup

SCEcluster.trend. con -RegistryCheckpoint "SOFTWARE
1ce

Master Serwvice SOFTWA 2Node\TrendMicro\0fficescan

eckpoint -Clust SCEcluster.trend. con -RegistryCheckpoint "SOFTWARE\Wow6
e5can Master Se

Figure 43. Registry Replication Commands
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Bring OfficeScan service roles online

7.3

Page 27/ 35
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Right-click OfficeScan Master Service role, and choose Bring Online.
Right-click OfficeScan Active Directory Integration Service role, and choose Bring Online.
Right-click OfficeScan Log Receiver Service role, and choose Bring Online.

Right-click OfficeScan Plug-in Manager role, and choose Bring Online.

Role

—

Search 71| Queries v |ld ¥ v
Name Status Type Owner Node Priority Infor
|5 OSCE11FailoverCluster @ Running Generic Script 212R2Node2 Medium
<| mn i >
s OSCET1FailoverCluster Prefemed Owners: Any node
Name Status Information
Storage
= 23 Cluster Disk 1 (®) Orline
Storage (S:)
=4 NTFS 30.1 GB free of 37.0 GB
Roles
5, Clusweb7 Script @ Online
() OfficeScan Master Service @ Online
|z, OfficeScan Active Directory Integration Service @ Online
iz OfficeScan Log Receiver Service @ Online
‘ i Oﬁiceécan Plug4n Manager @ Oﬁline
Server Name - '
(= % Name: OSCE11FailoverCluster (@ Online
™ IP Address: 10.201.177.222 (®) Online
<[ ) [ >
Summary | Resources

Figure 44. Role Window
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8 Provision a shared folder for the OfficeScan cluster role

Note: Cluster nodes must have file server role. You can enable file server role on server manager.

1. Navigate to OfficeScan installation folder

2. Right-click PCCSRYV folder, and choose Properties.
3. Click Sharing tab, and click Advanced Sharing.
4. Click Add, and enter ofcscan as share name.
Mew Share -
Share name: |ﬁcmmn| | | 0K
poeren | =
User limit
. Pemissions
%) Madmum allowed
() Mlow this number of users: e
Figure 45. New Share Folder
5. Click Permissions.
6. Set permissions for everyone is Read
L3 Permissions for ofcscan -
Share Permissions
I:3I'0IJ|:) Qar User Nnames:
| Add | | Remaove |
Pemissions for Everyone Allow Deny
Full Corttrol [ O
Change | O
Read O
[ ok |[ Ccancdl Apply
Figure 46. Everyone Permissions
7. Click Add, and add domain administrator account.
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8. Set permissions for administrator is Full Control.

Share Permissions

Gmup Qar user names:

52, Everyone
b ¥ administrator (0SCESEG \administrator)

Pemissions for administrator
Full Control

Change

Read

Figure 47. Administrator Permissions

9. Click Apply, and share the folder.

10. From the Failover Cluster Manager, click Roles.

11. Click Shares tab.

12. Right-click pccsrv share folder, and select Stop Sharing.

13. Right-click ofcscan share folder, and select Properties.

Search 2| Queries wikd v ~
Name Status Type Owner Node Priority Infor
=% OSCE11FailoverCluster @ Running Generic Script 212R2Node2 Medium
< [0 [>
~ j% OSCE11FailoverCluster Preferred Owners:  Any node
Name Path Protocol Continuous Avail
. ofcscan S:\Program Files x86)\Trend x Stop Shoring ﬂB No
J ss SN\ 1B No
1 Refresh
Properties
<] " >

| Summary | Resources | Shares I

Figure 48. Share Folder Context Window
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14. In the left panel, click Permissions.

ofcscan

Show All
General +

Permissions ==

Settings +

Permissions

Permissions to access the files on a share are set using a combination of
folder permissions, share permissions, and, optionally, a central access
policy.

Share permissions: Custom

Folder permissions:

Type
Allow
Allow
Allow

~ Allow

Principal
OSCESEG\Administrator
BUILTIN\Administrators
NT AUTHORITY\SYSTEM
Everyone

Access
Full Control
Full Control
Full Control
Read & execute

Applies To
This folder, subfolc
This folder, subfolc
This folder, subfolc
This folder, subfo!;

<1 n [ [>]

I Customize permissions... ]

==m]

Apply

Figure 49. ofcscan share folder properties

15. Click Customize permissions.

16. Select Everyone permission, and click Edit.

n o
Name: \\oscel1failovercluster.osceseg.com\S$\Program Files (x86)\Trend Micro\OfficeScan\PCCSRV
Owner: Administrators (212R2ZNODE2\Administrators) Change
Permissions Share Auditing Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to
% Allow  Administrators (212R2ZNODE2...  Full control None This folder, subfolders and files
8 Allow  SYSTEM Full control None This folder, subfolders and files
x Allow  Administrator (OSCESEG\Ad...  Full control None This folder, subfolders and files
Allow  Everyone Read & execute None This folder, subfolders and files
| Add || Remove || Edit
Enable inheritance
["]Replace all child object per entries with inheritable permission entries from this object

Figure 50. Advanced Security Settings
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17. Set only Read permission.

Lk

Principal:  Everyone Select a principal

Permission Entry for PCCSRV

Type: |AHOW

Applies to: |Thisfﬂ\der, subfolders and files

Basic permissions:
[ Full central
[ Modify
[[]Read & execute
[[]List folder contents
[ Read
[[] write

Special permissions

Add a condition

[_]Only apply these permissions to objects and/or containers within this container

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Show advanced permissions

Figure 51. Everyone Permissions

18. Click OK.

19. In the Advanced Security Settings page, click Apply, and OK.

20. In the left penal, click Settings.

ofcscan

A
General +
+

Permissions

ofcscan Properties

Settings

[C] Enable access-based enumeration
Access-based enumeration displays only the files and folders that a
user has permissions to access. If a user does not have Read (or
equivalent) permissions for a folder, Windows hides the folder from the
user's view.

[] Enable continuous availability

Continuous availability features track file operations on a highly
available file share so that clients can fail over to another node of the
cluster without interruption.

[f Allow caching of share

Caching makes the contents of the share available to offline users. If
the BranchCache for Network Files role service is installed, you can
enable BranchCache on the share.

m

BranchCache enables computers in a branch office to cache files
downloaded from this share, and then allows the files to be securely
available to other computers in the branch.

[] Encrypt data access
When enabled, remote file access to this share will be encrypted. This
secures the data against unauthorized access while the data is
transferred to and from the share. If this box is checked and grayed ~

OK ! I Cancel I l Apply

Figure 52. ofcscan Share Folder Settings

21. Disable Allow caching of share option.
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22. Click Apply, and OK.
Roles (1)
Search -
Name Status Type Owner Node Priority Infor
|=2 OSCE11FailoverCluster (#) Running Generic Script 212R2Node2 Medium
< | m >
v z% OSCE1 1FailoverCluster P d Owners: Any node
Name Path Protocol Continuous Avail
( . ofcscan S:\Program Files &86)\Trend Micro\OfficeScan\PCCSRV SMB No
2 Ss S\ SMB No
< | " >
Summary | Resources | Shares |

Figure 53. Roles Window

Page 32/ 35 Trend Micro CONFIDENTIAL - ENGINEERING
DOCUMENT




(Y rene

9 OfficeScan Agent configuration for cluster node

In the cluster environment, there will be multiple NICs in each node. There will be a primary cluster NIC
for the application communication. The OfficeScan agent is designed to acquire the IP address from the
primary NIC for registration to the OfficeScan server. When the node is inactive, the primary IP address
will be a private address. In this scenario, the OfficeScan server lose the communication with the agents

and the client will go offline.

—_

On the OfficeScan server, navigate to installation path.

N

Open and edit ofcscan.ini.
Under the [Global Setting] section, add the following keys and assign the valid IP address for the

Officescan server.

IPTemplateDeployEnable=1

IPTemplateDeploy=<assign_a_valid_IP_address_range_used_to_connect_to_the_officescan_server>

For example:

[Global Setting]

IPTemplateDeployEnable=1
IPTemplateDeploy0=10.200.10.x

Note: If some of your agents have 2 or more network cards, set the range to the ones you will be
using to connect

IPTemplateDeploy1=10.210.x.x

Note: Same for a different range on a different agent
IPTemplateDeploy2=10.211.10.*
IPTemplateDeploy3=10.211.30.*
IPTemplateDeploy4=172.18.x.x
IPTemplateDeploy5=172.17.x.x
IPTemplateDeploy6=172.16.x.x
IPTemplateDeploy7=192.168.50.*
IPTemplateDeploy8=192.168.30.*
IPTemplateDeploy9=192.168.10.*

Note: The x and * symbols are interchangeable. This will deploy the settings on the officescan.ini file

to agents within the range defined by those symbols.
4. Save and close the file.

5. Log on to the OfficeScan server management console.
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6. Goto Agents tab > Global Agent Settings and then click Save to deploy the settings to the agents.

The OfficeScan agent program automatically installs the following registry keys:

Key: HKLM\SOFTWARE\Wow6432Node\TrendMicro\PC-cillinNTCorp\CurrentVersion
Name: IPTemplateDeployEnable

Type: REG_DWORD

Data: 1

Key: HKLM\SOFTWARE\Wow6432Node\TrendMicro\PC-cillinNTCorp\CurrentVersion
Name: IPTemplateDeploy0 to IPTemplateDeploy9
Type: REG_SZ

Data: the assigned IP address
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