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Purpose

This document is to guide TrendMicro SE and Solution Architect team run a successful Cloud App Security

POC with prospective customers. It is an internal use document.

Deployment

Provision CAS to Protect 0365

It is RECOMMENDED to use the Automatically Provisioning Delegate Accounts, because this is very

easy.

NOTE We suggest that the customer use a testing environment to run a POC first
Afterwards, we can contact the backend team to help move this account to production environment.

Accessing Microsoft Exchange and SharePoint Online Account Information
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For customers who have the security concerns when adding O365 global admin on CAS console, please
suggest them to use manually provision.

e Manually Provisioning an Exchange Online Delegate Account
e Manually Provisioning a SharePoint Online Delegate Account

NOTE Before starting the provisioning process, follow this KB1119059 to make sure
that Control access, from apps that don't use modern authentication, is
correctly set on the Office 365 admin center.

Provision CAS to Protect Box, Dropbox And
Google Drive

e Before Provisioning, please make sure that:

v You have the administrator's credentials for your cloud application, for example, Box.
v" You have not logged on to the cloud application using any other user account.

e  Provisioning a Service Account for Box Provision a service account for Box to allow Cloud App
Security to scan files stored in Box.

e  Provisioninga Service Account for Dropbox Provision a service account for Dropbox to allow Cloud
App Security to scan files stored in Dropbox.

NOTE Dropbox provision needs extra steps to input the team admin account for the
provision.

Provision Service Account for Dropbox

° Sap 1 Provite your Dropbax ahministrstor credentiais

Step 2 Specfy the aaministrator emal Jddress you used In Step 1

Step Choe Dnl‘b

e  Provisioning a Service Account for Google Drive Provision a service account for Google Drive to
allow Cloud App Security to scan files stored in Google Drive
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How to Verify Provision Status

To evaluate the current provision status:
e Automatic Exchange Online Provision with the delegate account

During the automatic Exchange Online provision, two statuses display under Task, which will
indicate the backend progress:

o Creating a delegate account
o Updating users and groups

“Creating the delegate account” means that CAS is creating a delegate account for the customer.
Normally it does not take too long, no longer than 30 minutes. If this status keeps pending for
more than 30 minutes, there should be something wrong in CAS.

“Updating users and groups” means that CAS is synchronizing the users and groups from the
customer’s Office 365. The time required will depend on the scale of the O365 tenant. An
estimated time will show for this task, like “this may take about xxx minutes”. If the status is
“pending” and keeps for a long time, for example over 30 minutes, there should be something
wrong with this synchronization task. If the task status is running but for much more time than
the estimated time, for example over 10 hours, there should be something wrong in CAS.

e Exchange Online Provision with an access token

Exchange Online provision using an access token includes three steps, two of which are to grant
required permission for the O365 Graph API and EWS API, and the other is to synchronize all users
and groups.

Accessing Microsoft Exchange Online Account Information

Uan ACCoss Toknn M Frases
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Step 1:  After this step is done, the status of “Provisioning the service account for Exchange
Online” displayed under Notifications is Pending. This step takes only a few seconds.
If it lasts for more than one minute, there must be something wrong with this task.

I Notifications (3) o I

@ Dropbox not protected.  Provision for Dropbox [~

2 Provisioning the service account for Exchange Online.

1]

Jun 12, 2015 1

@ Microsoft Teams not protected.  Provision for Microsoft Teams Required

Step 2:  After this step is done, the status of “Exchange Online protected” displayed under
Notifications will indicate that the backend progress is successful. This step takes only
a few seconds. If it lasts for more than one minute, there must be something wrong.

- -
ﬁ Notifications (1) I
& Exchange Online protected. ¥ m
acti Jun 13, 2019 09:50:46

Step 3:  CAS synchronizes users and groups from the customer’s Office 365. The time
required will depend on the scale of the O365 tenant. An estimated time will show for
this task, like “Update users and groups for Exchange Online. ** completed, About **
remaining”. If the status is “pending” and keeps for a long time, for example over 30
minutes, there should be something wrong with this synchronization task. If the task
status is running but for much more time than the estimated time, for example over
10 hours, there should be something wrong in CAS.

@ A(l) =) We

I Tasks (1) l

** Updating users and groups for Exchange Online

tat 30% completed. About 1 minutes remaining. Jun 13, 2019 09:51:24
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I Tasks (1) |

® Updated users and groups for Exchange Online. ®
tag Jun 13, 2019 09:53:2

e Automatic SharePoint/OneDrive Provision with the delegate account

During the automatic SharePoint/OneDrive provision, two statuses display under Task, which will
indicate the backend progress:

o Creating a delegate account
o Updating SharePoint Online site collections and subsites
o Updating OneDrive for Business users and groups

“Creating the delegate account” means that CAS is creating a delegate account for the customer.
Normally it does not take too long, no longer than 30 minutes. If this status keeps pending for
more than 30 minutes, there should be something wrong in CAS.

Updating SharePoint Online site collections and subsites”and“updating OneDrive for Business
users and groups” mean that CAS is synchronizing the SharePoint/OneDrive sites from the
customer’s Office 365. The time required will depend on the scale of the O365 tenant. An
estimated time will show for this task, like “this may take about xxx minutes”. If the status is
“pending” without estimation time displayed and keeps for a long time, for example over 30
minutes, there should be something wrong with this synchronization task. If the task status is
running but for much more time than the estimated time, for example over 10 hours for a
company whose size is less than 10,000 users, there should be something wrong in CAS.

Provision CAS to Protect Gmail

e Before Provisioning, please make sure that:

v You have the administrator's credentials for G Suite.
v You have not logged on to G Suite using any other user account.

e  Provisioning a Service Account for Gmail Provision a service account for Gmail to allow Cloud App

Security to scan emails in Gmail.
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How to Verify Provision Status

After the Gmail App installed, Admin can confirm the following settings:

1. Make sure necessary access privileges are granted to CAS in the G Suite admin console: Apps >
Marketplace apps and locate Trend Micro Cloud App Security. Make sure the Data access section
status is “Granted”.

7 EDIT SEVICE

, Trend Micro Cloud App...

~ Data access

G amiedd

Thes sppication is shmwed 10 accens spectic dats m your dusmses s e fallomrng AT | s e

2. Access the Google admin App page to ensure that the CAS App enabled for all uses.

. C & T smngoogE cam et s PPN N0 oo crdpeel 12 - s MANTT TV " 0 @

B Ao @ weniitiiete @ W24 vt - wer arv » b - - p———— [ Aoty . ot
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q Tramd Mo it App Geramiy -
3. Check whether the provisioned user has CAS App.
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4. Check Google Admin page about the advanced G Suite API setting. On the Google Admin console,
go to Security > Settings.
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a Home

55 Dashboand

b L Divectory ’

[0 Devices ’

8 e ’

& Securty ’ Abert conter

u Fepacting Secunty niles
|

o =

@  Account ’

5. Refer to the G Suite Admin help article to enable API access, then check the apps for Gmail.

= Google Admin Q. apisetting

~ API Permissions

AP access @ G Suite

Gemail @® Erable O Disable

vy, 1 usar

6. Ensure Trend Micro Cloud App Security has permission for Gmail.

S GOOQIC Admin Q wpi anteng

INSTALLED W El
Fittore Ajyt Mame 203 o Acp Trpe Farmaasiee Upers »

AP} Permaasion

Gyl
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During the Gmail provision, one status display under Task, which will indicate the backend progress:
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e Updating Gmail users and groups

Updating Gmail users and groups means that CAS is synchronizing the mailboxes and groups from the
customer’s G Suite organization. The time required will depend on the scale of the G Suite organization. If the
task status is running but for much more time than 2 hours for a company whose size is less than 10,000 users,
there should be something wrong in CAS.
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Key to Success

The key to success is how to maximize Cloud App Security protection. Below product settings are strongly
recommended during POC testing.

e Enable most of the Cloud App Security features (such as: advanced spam prevention, malware
scanning etc.)

e After new user is created, suggest to firstly clock the “click here” to sync new users before testing

e In the case when mailbox migration from on-prem to cloud, a manual cloud mailbox scan is
needed.

e After done the RMS protection provision, go to the policy to enable the RMS protection.

Customers will NOT take risks when enabling more testing users or more protections during POC, due to its
architecture advantage—Cloud App Security have “Zero” impact to customer’s mail, SharePoint/ OneDrive
and Box/Dropbox/Google Drive flow.
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Configure ATP Polices

We suggest our customer to create a new policy for the specific targets, instead of using the default policy.

v Create a new policy.

@ e s
e i i

P g (erbas Pebises

v Select the specific targets.

ATP Policy | Exchange Online

Advanced Spam
Protection O
Malware Scanning Q Policy Namw*: POC
Flle Blocking a Deccription
Web Heputation O Priarity . o
Virtual Asatyrer
*B ¥ > v W Seaam Ve
(A~ (Y ' 4 ¥
- <
NOTE In order to run a successful POC, we suggest our customer selecting the target

group which can contains several hundred users. It's NOT RECOMMENDED select
only individual users for POC customers.
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Configure Advanced Spam Protection

v' Apply the Rules to the <All messages>.

Rules
I Apply to: Nl messages 9
Datection Level High Detects the most spam with a gréstec chance of TaseE positives
o Medie t5 4 Mgh rate of spam with & moderats chance of flse

Low Detacts obvious spam with the lowest chance of false pesitives

v" Enable the Writing Style Analysis

Writing Style Analysis for BEC

[#] Enable writing style analysis i@

NOTE Please click HERE to get the writing style BP.

v" In order to reduce the FP, we suggest the customer to add the trust sender into CAS Approved Sender
List.

Goneral

¥ Irates A%yrced Spam Protection
Advanced Spam v Alow Treod Mioo to cofect suspecious emal Information T improve 3 tetection cagabiition
Protedtion

Trand Mo ity provides Contant Scanning to Setact Businiss Email Cempremise [BEC), raasamwars, advanced ghisting
Mulware S anning Q and ather big %2 dstritiuted thraugh emall m frematice
Flle Blocking o Rules
wWeob Reputation 0 Writing Style Analysis for BEC
Virtual Analyzer ° Approved / Blocked Sendar |ist
() Enable the apocnved sender i
Al » Doluis

To apnrevy dll sandecs fram 3 Sema) m
enter * Gdomain. Exampla

*Dexampe com
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Malware Scanning
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Setup a malware policy to detect malicious files, which uses the virus scan engine to detect emerging threats.

User can set a scan for all file types, and enable all of Trend Micro’s technology.

Click HERE to get testing sample.

ATP Policy | Exchange Online
Geoerol
Rudes
Advanr nm 3
;-.mm::" a
Apply to: Al messages *0
Malware Scanming & liczn ok Fies
Flle Dlocking o 500 Mles idettified Ly 12 true Mia trpe
Wab eputstion o SR S . e
. @ Enibic Prodictive Maching Lsamieg @
Nichel Aoy a‘ @ Alaw Treed Miorn ta tofie ! susgicitas files b irprmee ity detwction g lelite
@ Scan mesiage bod
@ Enaba IntebiTrae @)
NOTE Predictive Machine Learning is disabled by default.

File Blocking

Setup a File Blocking policy to block according to the file type.

ATP Policy | Exchange Qnline

General

@ Trabis Flle Backing
Advanced Spam o
Protoction Rules
Maebmare Scanmng Q
Apply to:  AF meszapes 0
il tocking -
- Type of Flle Rlocking: Block A File

Wed Repulation o & Elnck Soechc Fes
Virtual Anatyzer & Lmamuo Bst: g Pl brpes tu Mook

=B

[ . App N g erecotabies I
¥
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NOTE Normally, we’d like to suggest the customer blocking exe files, but this depends on the
customer’s company’s specific security policy.

Web Reputation

Setup a web reputation policy to detect the bad URLs. (Especially, we have a ability to detect the 0365
credential phishing URL))

Ceneral 2 " 3 2
Advanced Spam
Protection 0 ke
Malware Scanning
O Apply toc Al meszapes e
File Blacking
o Security Level: » tHigh Anpiies o more well thrsats bt incradans the rish of fise
Vietual Analyzer o e A o thrests whiie beasing the talse positive couet
Low Jrith L 1 reduls Mo L
Nessage Atlachments @ St mesasge attachment conted for susph ni
NOTE “scan message attachment for suspicious URLs" is disabled by default, we

suggest our customer enabling it for POC purpose.

It’s also highly recommended the customer add “internal domains to the approved URL List”.

Genaral

& Fnadls Wab Raputation

Advanced Spam O
Protection Rules
o rsonck o o Approved Sender List
Flle Riocking

Q [ Approved/Blocked URL List I
Webd Repatation (W

Enabie tha apgroved URL st
Virtuad Anabyzer b o) Ehs PHeC F
[ % 5 Fanrmal damiaes 1o the spproved URL Bst |
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Virtual Analyzer

Setup a virtual analyzer policy to test sand boxing capability. A cloud-based virtual environment designed for
analyzing suspicious files.

Click HERE to get testing sample.

NOTE In order to make our customer understand this feature better, we suggest the
customer to use monitor mode first. In this mode, CAS’s VA feature will only
record the VA detection result, but will not take any action.

General

w Enable Vietual Analyzer
Advanced Spam 0 l ¥ Moautor and log only {(monitor mode | @ ]
Protection
_ Rules
Malware Scanning Q
File 8locking a Anslyzre the following:
z ¥ Flas
Web Reputation Q

Virtual Analyzer v Apply to: | All messages AL
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Displaying Detection Results

Perform a Manual Scan

Running a manual scan performs an on-demand scan of targets based on the selected policy configuration. It
can detect the potential threat before the customer uses CAS.

Priveity @ Polley 1arguts
Exthangu Ondine Bolic i
[ow | an Ot A U
Then there will be new pop-up window:
Manual Scan For Advanced Threat Protection
Selected Policy for Manual Scan
Policy Name Type Targets Rules Scan Details
POC Exchange Online All Users Estimated time required: 30

minutes

Showing 1 to 1 of 1 entries

Scan Type
® Scan and protect

() Scan only i@

' Scan recently: | 1 day(s)

® gcan between: Sep 01, 2018 g and Sep 07, 2018 &

Report Recipients

v

POC@trendmicro.com

m Manual scan does not include Virtual Analyzer scanning.
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Customer can refer to the Scan Result to see how long the manual scan will take.

Add Report Recipient then this users can receive the notification when the manually scan is finished
If the customer wants more detection, you might need run the manual scan for more users

For trail account, it only supports select the scan scope for 1 day.

Manual Scan does not contain the Virtual Analyzer scanning.

AN NI NI NN

Check the Manual Scan Result

Click the scan history to get the manual scan result.

=>» Show details

DRI T s

Scan wames 3 k3 00, W04 2w

ety @ iy Voo LA Sty A4 34 219 SN oes
L e T
Frchmnge Ovbom Pobows St vt Twesheted
ol
e =

Dashboard View

Manage the widgets to show CAS's detections

Then, please select all:

Select the Dashboard Section(s)
to view

g W
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Overall Threat Detections

o o ) “a o
’::.‘5 ) | 16 X - k s
NOTE Select the right time range for the detection result that will be displayed on dashboard.

( you can select “Apply to all widgets").

Last 30 days -

) Last 24 hours
) Last 7 days
'® Last 30 days

# apply to all widgets

Log Console

On CAS console, the user is provided with a place to view the scan logs that are collected from different CAS

server roles and detections.

........

EE R T (H

Thow ez S Rewren Swnity b Bty Ahh Maee otning by A e

e
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[ NOTE Select the right time range for the detection result on log view console.

~——

Select Date Range

Default: all dates

Last 24 hours
Last 1 week
Last 1 month

n Date Range
« September 2018 o September 2018
Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa

Export the Logs

revention Anomaly Detection Quarantine Administration

Q, Search /

Timestamp ~ | Current View | ~  Sacurity Filter

Sep 05, 2018 17 All Records @ Online Web Reputation
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Generate the Report

Loss Prevention Anomaly Detection Quarantine Administration

Q, Search
_ [
Report ' ¥ Scan Source ~  Security Filter N
Template Exchange Online Web Reputation
- Scheduled Report

ChAaralaint Nnlina Malsimra Conmnina

Switch the Log View

Prevention Anomaly Detection Logs Quarantine Administration

Q Search \
2 N T

*» ~ Top 10 by Scan Source bs

Top 10 by Scan Source
*» ~ Top 10 by Security Filter ®
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Appendix

TMCAS Related Documentations
CAS BP
CAS WR BP
CAS POC Guide
CASL3

Apply for a Trial Account
Go to Cloud App Security Console to Apply a Trial Account

e  For EU customers/partners go to https://admin-eu.tmcas.trendmicro.com/#!/
e For JP customers/partners go to https://admin.tmcas.trendmicro.co.jp/#!/
e Other region customers/partners go to https://admin.tmcas.trendmicro.com/#!/

NOTE CAS trial license will expire within 2 months. You can contact product team to
extend trial license.

Trend Micro Incorporated, a global leader in security software, strives to make the world safe
T R E N D for exchanging digital information. Our innovative solutions for consumers, businesses and
! governments provide layered content security to protect information on mobile devices,
M I c R o endpoints, gateways, servers and the cloud. All of our solutions are powered by cloud-based
global threat intelligence, the Trend Micro™ Smart Protection Network™, and are

supported by over 1,200 threat experts around the globe. For more information, visit

Securing Your Journey to the Cloud .
www.trendmicro.com.

©2018 by Trend Micro Incorporated. All rights reserved. Trend Micro, the Trend Micro t-ball logo, and Smart Protection Network are trademarks or
registered trademarks of Trend Micro Incorporated. All other company and/or product names may be trademarks or registered trademarks of their owners.
Information contained in this document is subject to change without notice.
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