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Introduction

0.1> About Trend Micro SafeLock TXOne Edition

Trend Micro Safe Lock TXOne Edition is an application/device trusting solution designed to
protect fixed-function computers like Industrial Control Systems (ICS), Point of Sale (POS)
terminals, and kiosk terminals from malicious software and unauthorized use. By using fewer
resources and without the need for regular software or system updates, Safe Lock can reliably
secure computers in industrial and commercial environments with little performance impact or

downtime.

0.2 > Terminologies

This document uses the following terminologies:

Tarminology

Meaning

TMSL Trend Micro Safe Lock. TMSL is a security software using trusted
application solution.

TMSL Agent TMSL Agent is installed to a fixed function computer and blocks un-
registered executable modules/scripts.

IM TMSL Intelligent Manager manages TMSL Agents. IM can send alert to

the administrator when TMSL Agent blocks un-registered executable
modules/scripts.

Table 1- Terminology

( © 2020 Trend Micro Inc.
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Chapter 1: Installing TMSL Agent
(Stand Alone)

1 Installing TMSL Agent (Standalone)

Below is the standard flow of installing TMSL Agent (Standalone). To know more
detail, you may refer to Trend Micro Safe Lock Agent Installation Guide

e 3.1 Device Preparation and Planning

Preparation

24| ¢ 3.2 Configure Setup.ini based on your preference

NE ) y

e 3.3 Install TMSL Agent

Installation

e 5.1 Initialize Approve List and Lockdown the Device

e 5.2 Updating Approved List for Application Updates

1.1 Device Preparation and Planning

1.1.1 Device Preparation

As we know, Safe Lock is primarily an application trusting solution. A device that is not
properly prepared for this product may cause some inconveniences and issues. Below
are the things we recommend to prepare before installing Safe Lock Agent on the
device:

e Uninstall Antivirus programs

e Disable Windows Defender

<© 2020 Trend Micro Inc. 6 >
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e Ensure sure Windows Updates are completed and no updates are running during 5.1
Initialize Approved List and Lockdown the Device

11.2 Planning

Please carefully review and plan which features you would like to use for Safe Lock
Agent. Full details can be found on Administrator Guide. Additionally, the following
features need to be taken into consideration as they may have impact on Agent
Performance:

e Predefined Trusted Updater
e 'Trusted Hash
e Integrity Monitoring

e Root Cause Analysis

1.2 Setup Configuration (setup.ini)

You can configure TMSL Agent installation by modifying the setup.ini. It is also
recommended to run a Pre-Scan on the device before installing TMSL Agent.

1. You can download the TMSL Agent Package from Trend Micro Download Center

2. Extract the TMSL Agent package and Open setup.ini file

3. Modify the setup.ini parameters based on your preference. Complete list of setup.ini
arguments and the descriptions can be found on Setup.ini File Arguments (2-18) of Trend
Micro SafeLock Agent Installation Guide

4. For additional security, you can encrypt your setup.ini file using WKSupportTool.exe
included in the TMSL Agent Package. You can use the command: WKSupportTool.exe
EncryptSetuplIni Setup.ini Setup.bin

1.2.1 Pre-Scan

To initiate a scan on the device before installation. You may follow the configuration
below.

NOTE 2 The settings shown below are the default values.

[Property]
PRESCAN=1

[Prescan]
IGNORE_THREAT=0
REPORT_FOLDER=

(@ 2020 Trend Micro Inc. 7 )
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SCAN_TYPE=Full
COMPRESS_LAYER=2
MAX_FILE_SIZE=0
SCAN_REMOVABLE_DRIVE=0

FORCE_PRESCAN=0

1.2.2 Initiate Approved List

To automatically initiate Approved List after installation, you may follow the

configuration below:

[Property]
INIT_LIST=1

1.2.3 Application Lockdown

To Turn On Application Loc

kdown after the installation finish

[Property]
LOCKDOWN=1

1.2.4 Silent Install

To perform silent installation, you may follow the configuration below:

[Property]
SILENT_INSTALL=1

PASSWORD=XXXXXXXX

ACTIVATION_CODE=XX-XXXXX-XXXXX-XXXXXX-XXXX

1.3 TMSL Agent Installation

There are different Installation Methods for installing TMSL Agent (Standalone).

Installation Method

Description

Windows Installer

The Windows Installer provides simplified step-by-step installation
wizard for first-time or single installation.

Command Line Interface
Installation

This method utilizes Command Line Interface (CLI).

Table 2 - Installation Methods

1.3.1 Windows Installer

5. 1. Run SL_Install.exe from TMSL Agent Installer Package
2. Follow the Installation Wizard

© 2017 Trend Micro Inc. )
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3. In Installation Settings. select desired settings and components. Take note that for
Network Virus Protection, this can only be installed during the initial program installation,
but if necessary, it can be disabled after installation.

i‘g!;'- Trend Micro Safe Lock TX0One Edition Setup ;Iglﬂ
Installation Settings g .
Wrere LOne
MichaQ - nebworks

r—Installation Direckory

IC:'l,Pngram Filesh Trend Microf,

Browse |

—Cptional Components

[ Install Mebwark Yirus Protection Mok configurable later)

Moke: Metwork, Wirus Prokection cannok be installed individually after
the product installation

v Add to Skart Menu
¥ Create a desktop icon
|7 Creake a syskem trav icon

< Back I Mexk = | Cancel |

4. Type the Activation Code and specify an administrator password for TMSL Agent

i'\‘!ri' Trend Micro Safe Lock TX0One Edition Setup |
Product Activation Code & Create , i b txOne
Administrator Password ND i
J Hicheo g networks

Product Ackivation Code
fi

(Format: HE-KXeE- R - K - H - R - R )

- Administrakor Password

The password must be & to 64 alphanumeric characters, The following characters are nok
supported:| = <) " spaces,

Password:

Confirm Password:

< Back I Mexk = I Cancel

Important:

-- The password must be 8 to 64 alphanumeric characters. The following characters are not

supported: [ > <\ " spaces. The Safe Lock administrator password is unrelated to the Windows
administrator password

-- Do not forget the Safe Lock administrator password. The only way to recover after losing the Safe
Lock administrator password is by reinstalling the operating system

(@ 2020 Trend Micro Inc. 9 )
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5. You will be prompted for a Pre-Scan on the device first before installing TMSL Agent.
This takes time to complete however Trend Micro recommends it for the device safety.

{&& Trend Micro Safe Lock TXOne Edition X|

Trend Micro recommends you scan this endpoint for threats
before continuing with the installation, The Setup program can
scan this endpoint For security risks before installing the
product. Scanning can prevent Safe Lock from including known
security risks in the Approved List.

Would you like Setup to scan this endpoint?

Do Mot Scan |

6. Continue through the installation till finish

1.3.2 Command Line Interface (CLI) Installation

1.3.2.1 SILENT INSTALL USING COMMAND LINE INTERFACE (CLI)
1. Open Command Prompt as Administrator
2. Navigate to the TMSL Agent Installer Path
3. Enter the following required commands: SL._install.exe -q -ac <activation_code> -p
<admin_password>

—p trendmicrog

List of Parameter are below

Parameter | Value Description

-q Run the installer silently

-p <administrator_password> | Specify the administrator password

-d <path> Specify the installation path

-ac <activation_code> Specify the activation code

-nd Do not create a desktop shortcut

-fw Enable Network Virus Protection

-ns Do not add a shortcut to the Start menu

-ni Hide the task tray icon

-cp <path> Specify the Safe Lock configuration file
Note

(10 © 2017 Trend Micro Inc. )
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Parameter | Value Description

The Safe Lock configuration file can be exported after installing Safe
Lock.

-Ip <path> Specify the Approved List

Note
After installing Safe Lock and creating the Approved List, the list can
be exported.

-gp <path> Specify the folder path for quarantined files when custom action is
set to “quarantine” mode.

-nps Do not execute Prescan

-ips Do not cancel installation when Prescan detects threats

Table 3 - Silent Install Parameters

Important:

-- Arguments specified at the command line interface (CLI) take higher priority than the setup file,
which takes higher priority over the default values. For example, if the switch -nd is added to
SL_Install.exe, and setup.ini contains NO_DESKTOP=0, the switch will take precedence, and a Safe
Lock desktop shortcut will not be created

-- The password must be 8 to 64 alphanumeric characters. The following characters are not
supported: [ > <\ " spaces. The Safe Lock administrator password is unrelated to the Windows
administrator password

-- Do not forget the Safe Lock administrator password. The only way to recover after losing the Safe
Lock administrator password is by reinstalling the operating system

-- You should create Approved List and lockdown TMSL Agent manually, if you did not set INIT_LIST
and LOCKDOWN in setup.ini

( © 2020 Trend Micro Inc. 1 )
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Chapter 2: Installing TMSL
Agent with Intelligent Manager

Below is the standard flow to install the Intelligent Manager and Agent. To see more
details about the installation process, you may refer to Trend Micro Safe Lock
TXOne Edition Installation Guide and Administration Guide from this link.

Install IM Install TMSL Agent

2.1Install IM

2.1.1System Requirements

Refer to_Trend Micro SafeLock TXOne Edition Intelligent Manager Installation
guide for compete details.

212 Sizing

To determine your ideal IM server spec, please refer to the following formula:

[A single TMSL Agent Log output numbers] X [Log store period in Days] X [Total number of
TMSL Agent]
[A single TMSL Agent Log output numbers]

The amount of logs a single TMSL Agent outputs depends on the log output setting.
Here is a reference for the estimates:

Block Log only TMSL Agent outputs only block event logs 150
(Default)

< © 2020 Trend Micro Inc. 12 >
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Explanation One TMSL Agent Logs

Output Logs output number / day

Block Log + TMSL Agent outputs block event logs and 7,150
Approved Log allow event logs (150 (Block Log) +7,000 (Approved Log))
Block Log + TMSL Agent outputs block event logs, allow 57,150

event logs and integrity logs. (150 (Block Log) + 7,000 (Approved Log) +
Approved Log 50,000 (Integrity Monitor Log))
+

Integrity Monitor
Log

Table 4 - TMSL Outpit Logs Setting

TMSL Agent log function can be configured using setup file. For more details, refer
to

[Log store period in Days]

Below are the possible Log Store Period settings in IM. To see this, Click Logs &
Reports -> Log Settings. See below for the available period setting

@ Trend Micro Safe Lock™ |ntelligent Manager TXOne Edition

Dashhoard Agents Logs & Reports » Administration v Help =
Log Settings

Maintenance Syslog Server

Automatic Purge

Intelligent Manager purges the specified entries once a day.

Purge agent event log entries olderthall| 3 months = | months andleep atmost | 50,000,000 « | entries

Purge server eventlog entries older thal Mo limit

1 manth

' Always back up logs before autom:l 2 months

Autornatically purged logs are expo arm FilesiTrend MicrovSafe Lock Intelligent ManagenBackup

3 months

@ Agent event logs last backedup s rend MicrotSafe Lack Intelligent ManagernBackup an 120 252018 11:38:32.

G months
12 months f g s
@ Server event lons last backed up 81 rend MicrovSafe Lock Intelligent ManagernBackup on 120 262018 14:18:35,
18 months
24 months
Manual Purge 36 months

Furge agent event log and server eventlly 48 months

60 rmonths

—-Select- - Furde

Save Cancel

It is also recommended setting the maximum log number on IM to avoid occupying

(@ 2020 Trend Micro Inc. 13 )
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disk space.
. ™ . iy
@ Trend Micro Safe Lock™ [ntelligent Manager TXOne Edition
Dashhoard Agents Logs & Repornts~ Administration = Help~
Log Settings
Maintenance Syslog Server
Automatic Purge
Intelligent Manager purges the specified entries once a day.
Furge agent event log entries olderthan | 3 months = months and keep atmusl| 50,000,000 « | entries
: Mo limit
Purge server event log entries alderthan | 3 months = | maonths
10,000
| Alwaws back up logs before automatically purging | Backup Path 50,000
Automatically purged logs are exported as C3Y once a day to CAProgram FiIesITJ 100.000 FagenBackup
@ Agent event logs last backed up successfully to CProgram FilestTrend Microl 500 000 chup on 121312019
’ ; ; 1,000,000
@ Server event logs last backed up successiully to CAProgram FilesiTrend Microly alkup on 121202015
5,000,000
10,000,000
Manual Purge &0 000000
Purge agent event log and server event log entries older than
--Select- - Furge Mo
Save Cancel
Number of TMSL HDD Space Memory Size
P y CPU Core
Agent
1-1,000 50GB 4GB 2
1,001-5,000 75GB 8GB 4
5,001-10,000 100GB 8GB 4

Table 5 - IM Sizing

IM stores logs, settings, etc. in SQL server. Here’s Database sizing and the amount of storable

logs.
SQL Server edition Database size Numbers of log
Express 10GB ~400,000

(14 © 2017 Trend Micro Inc. )




Best Practice Guide @ @

Chapter 2: Installing TMSL Agent with Intelligent Manager

SQL Server edition

Database size

Numbers of log

Standard or above

500GB

~20,000,000

Standard or above

4,000GB

~160,000,000

Table 6 - SQL Server Sizing

[Sizing Calculation Sample]

<Premise>
TMSL Agent numbers: 100

Log setting: Block log only

Log store period: 1month (31 days)

Maximum store log numbers: 100,000 logs

<Calculation>

150 logs [One TMSL Agent Log Output Number] X 31 [Log Store Period in Days] X 100

[Total no. of TMSL Agents] = 465,000 logs

<IM Server/SQL Setver sizing>
IM Server:

e HDD Space: 50GB
e Memory Size: 4GB

e CPU core: 2 or above

SQL Server:

e FEdition: standard or above

e Database size: 500 GB

213

You can refer to Trend Micro Safe Lock Intelligent Manager Installation Guide for

Installation

more details for IM Installation

( © 2020 Trend Micro Inc.
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2.2 Install TMSL Agent

Below is the standard flow of installing TMSL Agent. To know more detail, you may
refer to Trend Micro Safe Lock Agent Installation Guide

e 4.2.1 Device Preparation and Planning

Preparation

e 4.2.2 Configure Setup.ini based on your preference

Setup y

4.2.3 Install TMSL Agent

"

Installation

5.1 Initialize Approve List and Lockdown the Device

5.2 Updating Approved List for Application Updates

2.2.1 Device Preparation and Planning

2.2.1.1 Device Preparation

As we know, Safe Lock is primarily an application trusting solution. A device that is not
properly prepared for this product may cause some inconveniences and issues. Below
are the recommend steps before installing Safe Lock Agent on a device:

e Uninstall Antivirus programs

e Disable Windows Defender

e Ensure Windows and Software updates are completed and no updates running during 5.1
Initialize Approved List and Lockdown the Device

2.2.1.2Planning

Please carefully review and plan which features you would like to use for Safe Lock
Agent. Full details can be found on Administrator Guide. Additionally, the following
features need to be taken into consideration as they may have impact on Agent
Performance::

e Predefined Trusted Updater
e Trusted Hash

(16 © 2017 Trend Micro Inc. >
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Integrity Monitoring

Root Cause Analysis

2.2.2 Setup Configuration (setup.ini)

You can modify setup.ini file to customize the installation.
1. Login to IM web console using an account with Admin privilege
2. Click Administrator -> Components -> Update

3. Click Update -> Select Components then Update

Intedlligent Manager uses the following patiems and engines 10 scan blocked files Tbl'l‘ll

f update | | [ SchecuedUpdates | gk Dovmioad Agent Installer Packd

Compenent Current Version
4. Click Download TMSL Agent Installer Package
5. Extract the TMSL Agent Installer Package

6. Look for the setup.ini and open it with notepad or any text editor

This PC » Downloads » ThSL_TXOne_EW »
Mame ’ Type
Prescan File folder
Share File folder
SupportToal File folder
=6 File folder
xB6 File folder
crnpdectxen KEM File
Configuration sett.
Py 5L _Inskall Anplication
| SIRgUpgd.cen HEM File
_nJ trend Securty Certificate
i3 Winst6a Windows Installer .,
lg YikInstdEs Windows: Installer ..

7. Modify the setup.ini parameters based on your preference. Complete list of setup.ini
arguments and the descriptions can be found in Setup.ini File Arguments (2-18) of Trend

Micro SafeLock Agent Installation Guide
8. Save the changes made on your setup.ini

9. For additional security, you can encrypt your setup.ini file using WKSupportTool.exe
included in the TMSL Agent Package. You can use the command: WKSupportTool.exe
EncryptSetuplni Setup.ini Setup.bin

10. Compress the TMSL Agent Installer. Make sure that the folder structure are the same as
before and the filename of the compressed file is TMSL_TXOne_EN.zip

11. Save the zip file in C:\Program Files\Trend Micro\Safe Lock Intelligent
Manager\CmdTools\RemoteAgentSetupTool\package

( © 2020 Trend Micro Inc.
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2.2.2.1Pre-Scan
To initiate a scan on the device before installation. You may follow the configuration
below. Note that this is the default setting:
[Property]
PRESCAN=1
[Prescan]

IGNORE_THREAT=0
REPORT_FOLDER=
SCAN_TYPE=Full
COMPRESS_LAYER=2
MAX_FILE_SIZE=0
SCAN_REMOVABLE_DRIVE=0
FORCE_PRESCAN=0

2.2.2.2 Initiate Approved List

To automatically initiate Approved List after installation, you may follow the
configuration below:

[Property]

INIT_LIST=1

2.2.2.3 Application Lockdown

To Turn On Application Lockdown after the installation finish

[Property]
LOCKDOWN=1

2.2.2.4 Silent Install

To perform silent installation, you may follow the configuration below:

[Property]
SILENT_INSTALL=1
ACTIVATION_CODE=XX-XXXXX-XXXXX-XXXXXX-XXXX
PASSWORD=XXXXXXXX

(18 © 2017 Trend Micro Inc. )
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2.2.2.5 Message Retry Interval

When TMSL Agent fails to send an event to IM, the TMSL Agent retries based
on “INITIAL_RETRY_INTERVAL” and “MAX_RETRY_INTERVAL” settings,
and it uses an exponential Backoff algorithm. For example, if you set as
INITIAL_RETRY_INTERVAL=120 (sec) and MAX_RETRY_INTERVAL=7680
(sec), the behavior is as below:

send send send send send send

event event event event event event
(Retry) (Retry) (Retry) (Retry) (Retry)

b VN b ih <

0 120 240 480

2.2.3 Install TMSL Agent

This document explains different methods of installing TMSL Agent.

Category Description

Remote installation ® The devices already exist in factory/store/customer site
and can change its OS setting (such as disable UAC)
remotely or it has already changed for TMSL remote

installation.
Each device has a unique IP address and can be accessed from IM.

Local installation ® These devices have built-in HDD (that cannot be
removed) and have not yet been sent to the customer’s
factory/store/site. Tablet PC’s are good examples of such
devices.

® The devices already exist in each factory/store/customer
site, but cannot change the OS setting.

® Need to install TMSL Agent with the devices local

maintenance timing.
The device is under NAT environment

HDD copy installation These devices have removable HDD and have not yet been sent to the
customer’s factory/store/site.

Table 7 - TMSL Agent Installation Methods

( © 2020 Trend Micro Inc. 19 )
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2.2.3.1Remote Installation

This method is used for remote installation of TMSL Agent from IM. This
installation method requires some changes on the device. More information is
available at Trend Micro Safe Lock Intelligent Manager Administrator
Guide

f./_ ~

Intelligent Manager

Remote install

= | = | N = | = | =
& 4

1. Login to IM

2. Navigate to C:\Program Files\Trend Micro\Safe Lock Intelligent
Manager\CmdTools\RemoteAgentSetupTool

3. Open endpoint_info.csv and add the target devices” IP Address, Administrator account
, and Password

Mj endpoint_info.csv - Notepad
File Edit Format WView Help

IP,Username,Password
192.168.8.1,administrator, password
192.168.8.2,administrator, password
192.168.8.3,administrator, password
192.168.8.4,administrator,passl23
192.168.8.5,administrator,pass123

4. Open targets.csv and add the target devices’ IP Addresses

(20
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targets.csv - Notepad

File Edit Format Vig

Targeted IP
192.168.8.1
192.168.8.2
192.168.8.3
192.168.8.4
192.168.8.5

5. From the Command Prompt and with Administrator Privileges, initiate the remote
install by entering the “SLrst.exe targets.csv —install” command

6. In Create Password for Remote Safe Lock Agents prompt, Enter and Confirm TMSL
Agent Password

Important: -

- The password must be 8 to 64 alphanumeric characters. The following characters are not
supported: [ > <\ " spaces. The Safe Lock administrator password is unrelated to the Windows
administrator password

-- Do not forget the Safe Lock administrator password. The only way to recover after losing the Safe
Lock administrator password is by reinstalling the operating system

7. Select Language
8. Select Y in Run installation pre-scan tool on target endpoints to start pre-scan

Important:

-- Pre-scan may require some time to complete but it is recommended for security of the device
-- If a malware was found during pre-scan, the remote installation will be interrupted

te 0 | Irterrupted 1 (Error 1)

9. “Enable Collection of root cause information for Safe Lock agents” prompt is for

10. Installation process will complete once it displays “STATUS: Complete” as shown

( © 2020 Trend Micro Inc. 21 )
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below:

File Edit Format VYiew Help

Targeted IP,Status,last Response Time,(Client Message
,Complete,2@18-85-18 12:20:39:323,"""Safe Lock agent INSTALLED (remote)™™"

Important: If INIT_LIST and LOCKDOWN in setup.ini is not set, Approved List and lockdown TMSL
Agent should be created manually..

2.2.3.2 Local Installation

TMSL Agent can be installed for each device one by one. TMSL Agent will register to IM
directly after installation process finishes

(22 © 2017 Trend Micro Inc. )
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1. Login to IM web console using an account with Admin privileges
2. Click Administrator -> Components -> Update
3. Click Update -> Select Components then Update

Intedlligent Manager uses the following patiems and engines 10 scan blocked files Tbl’l'll

i Update ] | % Scheculed Updates | il Download Agent Installer Packs

Component Current Version
4. Click on Download Agent Installer Package

5. Extract the Agent Installer Package and copy it into a removable media
6. Insert the removable media to your target device and run SL_Install.exe

- -~ -~ - .

Prescan Share SupportToo x64 x86

., 2

cmpdtct.xe Setup.ini SL_Install.ex J SIRgUpgd.x trend.cer
n e en

WKInstxt4. WKinstx86.
msi msi

7. Install TMSL Agent following the installation wizard

Important: -

- The password must be 8 to 64 alphanumeric characters. The following characters are not
supported: | > <\ " spaces. The Safe Lock administrator password is unrelated to the Windows
administrator password

-- Do not forget the Safe Lock administrator password. The only way to recover after losing the Safe
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Lock administrator password is by reinstalling the operating system
-- You should create Approved List and lockdown TMSL Agent manually, if you did not set INIT_LIST
and LOCKDOWN in setup.ini.

2.2.3.3 HDD Copy Installation

This installation method is used for when you have HDD copy of your device with
TMSL Agent and you want to apply this to other devices. You'll need to first prepare
a Master Device configured with your desired settings and installed applications
including TMSL Agent

1) Install
TMSL Agent

* Ii— 2) Copy master device HDD e L
Master image to other devices
device

N =

This installation method requires special assistance which is only available for Trend
Micro Premium Support (TPS) contract holders. For more details, please contact
Trend Micro.
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Lists

3.1 Initialize and Build Approved List

After TMSL Agent installation, we recommend to build and initialize the Approved List.
As instructed below:

1. From TMSL Agent side, you can initialize Approved List by opening the TMSL Agent console
and clicking on TMSL Agent icon; You’ll be ask to initialize Approved List.

Trend Micro Safe Lock TX0ne Edition i ﬂ

'0' The Approved Listis empty.

Do you want to scan computer and add all applications to Approved List?

[T ¥es. Setupthe Approved List now:

0] cancel

2. From TMSL Agent side, you can also initialize Approved List by using CLI command
“SLCmd.exe add approvedlist —r C:\”

C:“Program Files“Irend Micro“Safe Lock>SLCmd.exe add approvedlist —» C:o%
Pazssword:

3 Scanning computer (5323
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4. From IM > Agents > Select Agent > Send Command > Update Approved List
Update Approved List - TWR-LW764

Do you want to update the Approved List on
selected agents?

SafeLock inventaries the applications currently installed on the
target endpoints and adds any new applications found to the
Approved List on the agents.

Mote: Do not restart or turn off the endpaint during the update.
The update process may take more than 30 minutes to
complete.

Lpdate Cancel

3.2 Updating Approved List

3.2.1 Maintenance Mode

Maintenance Mode is a new feature that is introduced in Trend Micro Safe Lock TXOne
Edition. It allows the user to a period when TMSL Agent allows all file executions, and
adds all files that are created, executed or modified to the Approved List. This is
especially helpful and valuable when applying a patch to software or apps on your
device. This feature can also run a scan on the endpoint at the end of Maintenance
Mode to make sure that threats are filtered. Given this, we highly recommend to use
Maintenance Mode as the method of updating the Approved List.

3.2.1.1 Configure Maintenance Mode via IM

You can configure scheduling of Maintenance Mode using IM.

6. From IM. Click Agents > Select Agent > Send Command > Configure Maintenance Mode
> Select Enable

7. The Configure Maintenance Mode window will expand. If you see an option to Update
Agent Component, click this first to apply the latest component updates to agent

Configure Maintenance Mode - TWR-L\W 764

(D Update Agent Component to apply the latest component updates.

8. Select Schedule From and To
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9. Place a check mark on Scan endpoints after Maintenance Mode is stopped. Depending on
your preference, you can either select Quarantine detected files or Add detected files to
Approve List.

10. Click Deploy
11. The wrench icon of the TMSL Agent will display on Maintenance Mode

Endpaint & Tags |P Address Operating System State Approved List
O TWwR-Li7 64 1821681137 ticrosoft Windows 7 Enterprize Editio... ﬁ 37816

12. In your TMSL Agent, you will the wrench icon see the TMSL Agent systray icon and in the
Agent Console

lMaintenance Mode Enabled {from 2020/1/10 73 01:47:58 to 20201710 T 02:45:5!

G| @ D ®WR FFozwo q

Trend Micro Safe Lock TXOne Edition (Logged in as Administrator)

Trend Micro Safe Lock

Overview > Application Lockdown On
) This system is in Maintenance Mode since:
Approved List 2020/1/10 4 01:47:58
Maintenance Mode time remaining:
Password 00H:45m:09s
Settings | Tumapplication Lockdown off |
About

13. At the end of Maintenance Mode, the virus scan will trigger. If it finds any threats, the Agent
Events will be shown similar to below:
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Malware detected in Maintenance Mode (file quarantine successful)
Marked open
File quarantined

Date and Time: 011072020 14:08:41

Level: Warning

Source: Safe Lock

Event ID: BO0Y

Bvent: halware detected in Maintenance Mode {file gquarantine successiul);

Chllsers\ddministratonDeskiopieicarcom

File name: |icarcom

File hash: 339585ECERTF2BTI82DEEY 2602FTYBBEA2F1 4140

Scan result: O Malbware detected

Endpaoint: TWiR-L 764

IP address: 1921681137

Tags: --

Operating system: MicrosoftWindows ¥ Enterprise Edition Semvice Pack 1 build 7601, 64
-hit

Yiew Bvent Details

14. Approved List will also be updated based on the changes during Maintenance Mode

3.2.1.2Configure Maintenance Mode via TMSL Agent

You can instantly enable Maintenance Mode using the command:

SLCmd.exe -p <password> start maintenancemode -scan quarantine

:sProgram FilessITrend Micro~Safe Lock»SLCmd.exe —p i~ ", 7 I, start maintenance

ode —scan guarantine
aintenance Mode started.

Check status of Maintenance Mode using the command:

SLCmd.exe -p <password> show maintenancemode

G:“Program Files“Irend Micro“Safe Lock>SLCmd.exe —p 7 ;.5 2. show maintenancem

ode
In Maintenance Mode.

Stop Maintenance Mode using the command:
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SLCmd.exe -p <password stop maintenancemode

C=“Program Files“ITrend Micro“Safe LockX*SLCmd.exe —p °f
ode

Maintenance Mode stopped.

Schedule a Maintenance Mode using the command:

SLCmd.exe -p <password> set maintenancemodeschedule -start YYYY-MMDDTHH:MM:SS -end YYYY-
MMDDTHH:MM: SS

:“Program Files“Irend Micro“Safe Lock»SLCmd.exe —p 7. . u. %, set maintenancemo
eschedule —start 2020-01-18T14:41:80 —end 2020-01-18T14:45:=MA —scan guarantine

aintenance Mode schedule configured.

Check the configured Maintenance Mode schedule using the command:

SLCmd.exe -p <password> show maintenancemodeschedule

C:“Program Files“Irend Micro“Safe Lock*SLCmd.exe —p 77 .o 2. show maintenancem
odezchedule
Start time: 2020-81-168Ti4:41:-88

End time: 2020-01-10T14:45:80
Scan: Yes
Scan action: Quarantine

To see full details of Maintenance Mode commands. Please see Trend Micro
SafeLock TXOne Edition Administrator Guide

3.2.1.3Maintenance Mode Limitations

The following are limitations of Maintenance Mode:

15. Installation involving reboot may result in file events not being recorded by Maintenance
Mode. This is because events or actions occurred prior to when TMSL service started, will
not be recorded.

16. When Maintenance Mode is enabled, Safe Lock does not support Windows updates that
require restarting an endpoint during the maintenance period

17. When the agent is about to leave Maintenance Mode, restarting the agent endpoint prevents
Safe Lock from adding files in the queue to the Approved List.

3.2.2 Windows Update Support

For Windows Update scenario, it is recommended to use Windows Update Support
feature. This feature, when enabled, automatically adds the updated files from
Windows Update to the Approved Lis

This feature is capable of supporting the following scenarios:
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e Online Windows Update
e Local Windows Update using *.msu KB File
e Local Windows Update using *.exe KB File

e Windows Update that includes reboot

This feature has limitations on the following scenarios:

e Windows Update with Device Drivers included

e Service Pack Installation

3.2.2.1Configure Windows Update Support using CLI

® @® TMSL TXOne Edition

Use the following command to configure Windows Update Support: SLCmd.exe set

wus enable

C:sProgram FilessTrend MicrosSafe Lock»*SLCmd.exe set wus enahle

Password:
Windows Update Support: Enabled

3.2.2.2 Configure Windows Update Support using setup file (setup.ini)

Here is how to configure Windows Update Support using setup.ini file:

[Property]
WINDOWS_UPDATE_SUPPORT=1

3.2.3 Manual Update

3.2.3.1Manually Update Approved List via TMSL Agent Console

1. Open TMSL Agent Console > Approved List > Add Item

Trend Micro Safe Lock TX0One Edition o ] 54

Approved List | ﬂ

Add Iterr Deetelier | Crechimaen | UpaEe Has |

[ ] | Application | Full Path = | Date | Hash Match | Hail
O  dac360.di CProgram Files (EENCommon... 20191276 E2F . 5k
O Microsoftink.dll CAProgram Files GBENCommon... 200190 26 _E5F .. 14t

2. Select Manually Browser and Select Files then hit Next
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Trend Micro Safe Lock TX0One Edition

Select how to add applications to the Approved List.

i+ Manually browse and select files.

= Autornatically add files created ar modified by the selected application installer

3. Select the desired options from the drop down list then click Ok

Trend Micro Safe Lock TX0One Edition

Prepare Confirm

Complete

Chapter 3: Configuring Approved Lists

Select applications to add to the Approved List.

Select one j

Select one

Specific applications
All applications in selected folders

All applications in a specified path

FMumber of applications selected: 0

014

Cancel

4. Click Approve and wait till it shows Success in the results

< © 2020 Trend Micro Inc.
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Trend Micro Safe Lock TXOne Edition x|

Prepare Confirm Complete

The Approved List has heen built.

mHumber of applications added: 1

mHumber of applications not added: 0

Application Full Path = Fesult
DeepTraceZ_x64..  CilserstddministratonDeskiopiDeepnTr...  Success

Close

5. Click Close

3.2.3.2 Manually Update Approved List via Command Line (CLI)

1. Open Command Prompt as Administrator

2. Navigate to C:\Program Files\Trend Micro\Safe Lock

3. Enter the command: slemd.exe —p <password> add approvedlist <file path>

C:“Program Files“Trend Micro“Safe Lock>SLCmd.exe —p "¥. .. .5.__ add approvedlist
"C:xDocuments and Settings“Administrator-DesktopsJTeamliewer_ Setup.exe'’

Add file from specified path:

[OK]1 C:sUszerssAdministratorsDesktopsTeanliewer Setup.exe

Finished.

Successful Items: 1

Failed Items: @

4. If you want to add a folder and its sub folders, you can use the command:: slcmd.exe —
p <password> add approvedlist —r <folder path >
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3.24 Trusted Updater

Trusted Updater is a method of updating Approved List in which all of its applicable
scenarios are already well covered by Maintenance Mode so unless it is specifically
required, we recommend to use Maintenance Mode instead. Details on how to use the
Trusted Updater are as follows:

1. Open TMSL Agent Console > Approved List > Add Item

Best Practice Guide @@ ©® Chapter 3: Configuring Approved Lists

Trend Micro Safe Lock TX0ne Edition o ] 4

Approved List |

Y

Add ltern Delate ltem | Check Hash | Update Hash |

[ | Application | Full Path = | Date | Hash Match | Hail

O dao360.dll CoProgram Files (edBnCaommon... 20191126 E2F ..
O Micrasoft Ink.dll CAProgram Files GeBENComman... 201911206 4 ..

h!
14

2. Select Automatically add files created or modified by the selected application installer
then click Next

Trend Micro Safe Lock TXOne Edition
Select how to add applications to the Approved List,

 Manually browse and selectfiles.

= Autornatically add files created or modified by the selected application installer,

3. Select the desired options from the drop down list then click Start

Trend Micro Safe Lock TX0One Edition

Prepare Launch Confirm Complete

Select specific installers and updaters for the applications to add to the Approved List.

Select one j

Select ane

Fath
Specific installers
All installers in folders and subfolders

All installers in a folder
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4. The following window will appear. During this time, run the installer then click
Stop once the installation has finished

Trend Micro Safe Lock TXOne Edition

Launch the approved installers and updaters now. After they
finish, click the Stop button.

Stop

5. This should list out all files that were added during the installation. Click Approve

Trend Micro Safe Lock TX0ne Edition x|
Prepare Launch Confirm Complete

Caonfirm the applications to he added.

Application Full Path = | i|

Build64.exe CAProgram Files'Trend MicrodESEWALNG ...
cinssigd dll CAProgram FilesiTrend MicrmlESEWILNG...
patchG4 exe CAProgram FilestTrend MicrmESEWILN..
patchwE S dll CAProgram FilestTrend MicrmESEWILLNRD..
phlded.dll CAProgram FilestTrend MicralESEWLNR...
Tmlpdate&d dll CAProgram FilestTrend MicrodESEWALNT...

hoost_date_time-v... CAProgram FilestTrend MicrolESEhoos...
hoost_system-ved... | CAProgram FilesiTrend MicrolESEbOOS...
hoost_thread-wveB0... CAProgram FilestTrend MicrolESEDDS...
AMSP_copy_confi..  CAProgram FilesiTrend MicrolESEWdehu... j

Applications to be added: 78

Approve Cancel |

6. It should show results when finished
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Trend Micro Safe Lock TXOne Edition x|
Prepare Launch Confirm Complete

The Approved List has heen built.

mHumber of applications added: 73

FMumber of applications not added: 0
Application Full Path = Fesult | =
Build64 . exe CAProgram FilesiTrend MicrodESEWAILNE... | Success (.
ciussigd . dll CAProgram FilesiTrend MicrolESBWINGL..  Success
patchGd exe CAProgram FilesiTrend MicrodESEWALD... | Success
patchwE 4. dll CAProgram FilesiTrend MicrodESBEWALD... | Success
phldgd.dll CAProgram FilesiTrend MicrolESBWI N p...  Success
Tmlpdatedd dll CAProgram FilesiTrend MicrodESEVAINT...  Success
hoost_date_time-v...  CAProgram FilesiTrend MicrolESEWoos...  Success
hoost_system-ved...  CAProgram Files'Trend MicrolESEE\boos...  Success
hoost_thread-wc80... CAProgram FilesiTrend MicrolESEWoo0s...  Success
AMEP ronw rnnf P rnrrarm FilesiTrand MicrmiFSFRIAahn Slrreac LI

Close

3.2.5 Predefined Trusted Updater

Predefined Trusted Updater is a method of updating Approved List in which all of its
applicable scenarios are already well covered by Maintenance

Mode so unless it is specifically required, we recommend to use Maintenance Mode
instead. Details on how to use the Predefined Trusted Updater

are as follows.

3.2.5.1Configure Predefined Trusted Updater via

1. Login to IM with an account with Admin privileges

2. Click Agents -> Right click your Target Agent -> Send Command -> Export

Settings -> Agent Configuration

3. A new window will appear. Wait till export is finished and click Download. The file

downloaded will be named as config.xml

IM
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Date and Time: 12132019 12:03:16
Event: Exported {Anent configuration) fram ZHC
All Status (1) -
Endpaint = IP Address Group
THC 192.168.1.229

Status

& Setings received (Download)

4. Open config.xml and modify the following depending on your requirements.

<PredefinedTrustedUpdater Enable="yes">
<RuleSet>
<Condition ld="Application_Installer">

<ApprovedListCheck Enable="no"/>

<ParentProcess Path=""/>

</Condition>

<Rule Label="Trusted_Installer_1">

Path="c:\updater\setup.exe"

Type="Process" Application_Installer"

RunonceTrace="yes"/>
</Rule>

</RuleSet>

<Updater
ConditionRef="

Important: -- Make sure to keep the encoding as UTF-8 when saving

Below are the parameters for config.xml related to Predefined Trusted Updater:

Parameter

Settnig

Value

Modify
/ Add

Description

PredefinedTrustedupdater

Enable

Yes

Modify

Enable Predefined Trusted
updater

Condition

<unique_ruleset_name>

Add

Describe an installer

program name.
* this name should be unique in
the configuration file

ApprovedListCheck

Enable

Yes

Add

Yes = Enable the installer
program hash checks with
Approved List.

No = Disable the installer
program hash checks with
Approved List.

(36
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Settnig Value Modify ...
Parameter / Add Description
Parent Process Path - Add Specjfy the parent process
of the installer program.
Rule Label <unique_rule_name> Add Specify this rule name.
Updater Path <updater_path> Add Path of the Installer program
Type process Add If the installer program is an
exe file, it set as “Process”
file Add If the installer program is a bat
or msi, it's set as “file”
folder Add Use the exe, msi or bat files in
the specified folder.
folderandsub Add Use the exe, msi or bat files in
the specified folder and its
subfolders.
ConditionRef | <same_as_ruleset_name> | Add Add same Condition name
Runonce Trace Yes Add If TMSL Agent needs to trace
installer program after reboot,
set "yes"

Table 8 - Predefined Trusted Updater settings in Config.xml

5. Return to IM -> Agents -> Right click your Target Agent -> Send Command ->
Import Settings -> Agent Configuration -> Select the modified config.xml -> Click
Import and Apply

6. Wait till the Import is Completed

Date and Time: 120372019 13:40:24
Ewent: Impaorted {Agent configuration) to endpaint(s).
All Status (1) -
Endpaoint & IP Address Group Status
ZAC 192.168.1.229 " Completed at 1201372019 13:40:25

3.2.5.2 Configure Predefined Trusted Updater via TMSL Agent

1. Open Command Prompt as Administrator
2. Navigate to C:\Program Files\'Trend Micro\Safe Lock
3. Enter the command: slemd.exe set predefinedtrustedupdater enable

C:~Program Filez“ITrend Micro“Safe Lock>SLCmd.exe set predefinedtrustedupdater en
able

Pazzsword:
Pre—def ined Trusted Updater: Enabled
This will enable Pre-defined Trusted Updater
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Important: If you keep getting “The program is already running. Cannot launch another instance”
message, make sure to close TMSL Agent console

Here are the parameters for predefinedtrustedupdater

Parameter Required? | Description
-u <folder_or_file> Required Add the specified file or folder to the Predefined Trusted Updater List
-t <type_of_object> Required Specify the ”type of object.

Available objects types are as follows:

process:
Indicates only exe file.

file:
Indicates only msi and bat file.
folder:

Indicates all exe, msi, and bat files in the specified folder

folderandsub:
Indicates all exe, msi, and bat files in the specified folder and related

Subfolders.
-p Optional Add the full file path to the specified parent process of the installer
<parent_process program.
>
- Optional Specify a rule name.
<label_name>
-al enable Optional Compare the hash values in the Approved List with the installer

program’s hash values.
Enabled by default even when -al is not specified

-al disable Optional Do not compare the hash values in the Approved List with t the
installer program’s hash values.

Table 9 - Predefined Trusted Updater Parameters

4. Enter the command:

slcmd.exe add predefinedtrustedupdater -u <file_or_folder> -t <type_of_object> -1
<lable_name> -al disable
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C:“Program Filez“Irend Micro*Safe Lock>SLCmd_exe add predefinedtrustedupdater —u
C:~aa.exe —t process —1 Trusted_Installer_3 —al disahle

Password:

Chapter 3: Configuring Approved Lists

Mew Predefined Trusted Updater rule added.

5. Run the installer in Predefined Trusted Updater

3.2.6 Trusted Hash

3.2.6.1Configure Trusted Hash via IM

1. Login to IM with an account with Admin privilege

2. Click Agents -> Right click your Target Agent -> Send Command -> Add Trusted

Files

3. A new window will appear. Click Download File Hash Generator to download the tool
named TMSIL._FileHashGen_EN

Add Trusted Files - BASE_HOSTNAME X

Add...

File Hash

Import...

Installer (i)

Click Add or Impaort to add file hashes.

i late hash walues.
Download File Hash Generator

Motes

I ———

Cancel

4. Copy the TMSL_FileHashGen_EN tool to your device and run it

5. Drag the files or folders you want to add to Trusted Hash. The FileHashGen should get

the hash value automatically
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COPYING, Ext
Documentation, url
libwle.dll

VideoLAN Website,url

C:\Program Files (x86)\Vide...
C:\Program Files (x86)\Yide...
C:\Program Files (x86)\Vide...

C:\Program Files (x86)\Vide...

- e A

I=TE,
File Hash Generator @ TREND g txOne
bl E networks
Add Files. .. ‘ ¥ | Remove | Export All,.. | S ppttid fle tues
File Name I Path | Hash value :]
AUTHORS. txt C:\Program Files (x86)\vide... & b36e265beb2bba379a2f75b5a1ba5091bc63F9fb Lol
axvlc.dll C:\Program Files {x86)\Vide... o 7619a70ae5569361868cal 97766763650786c137

o dcaf2eS70bf431427dbc3bab9d4ds51b53a60208
° 7ed7293c2b011d36924fSalecfe22607928c61F0
Q cc33a165f4cb8Sbec84chbBabe7of85e59585Fa3b

libvlccore. dil C:\Program Files (x86)vide... & 17efcd2eBe94330e8e2575aa2df48e9b680c1 cha
Mew_Skins.url C:\Program Files (x86)\vide... & a37a048e7470Fb7dc21dc545cdaaf4asb398bab?
MEWS. bxt C:\Program Files (x86)\vide... @& d47f2d3ebal09F1138e53b3c6a9dccd2468bb913
npvlc.dil C:\Program Files (x86)\vide... & F44eSbeas04dd169277518555F8658ee2ba7ffca
README. bxt C:\Program Files {x86)\¥ide... o 4fefd87a6e03f776bbd263F1441eSb10c6dbo284
THANKS. bxt C:\Program Files (x86)\vide... & cc7F374c0a75597ccc94a025825dbdc74573batf
uninstall.exe C:\Program Files (x86)\vide... & 64855e62f60edaaS9ds729133ec319e73ale183F

o 3178a5f581a4af 1d2asbf320eefb94c83b01f6a2 =
' M\ rnr m mrrmmal mame s | mee AAmaACdd aam
«| | >

Copyright 2019 Trend Micro Inc. All rights reserved. (Yersion: 3.0.1028)

6. Click Export All. It should export a text file.
7. Copy this file to IM. In the Add Trusted Files window, click on Import then select the
file -> Click Deploy

Add Trusted Files - BASE_HOSTNAME

Add... Edit Femuove Impart... Search notes Q
File Hash Installer (i) Motes
BIGEZG5BERZBBAIT9AZF TABSAT1BASDY1BCEIFYFE AUTHORS B
TE19ATOAESSRE3618RBCAT BT TERTEIAE0TBECT 3T axvle dll
DCBFZESYOBF4314270BCIBABYDADAS1 BE3AG0208 COPYING

TEDT293C2B0M D36924F SADECFEZZE0TAZBCETFO Docurmnentation.url
CC3I3NBEF4CREEBECE4CHEIBETAFSAESSABEFAZA

1TEFCDZERER4330ESE2ETSAAZDF48EABGEI0CTCRA

libwle.dll

litwlecare.dll -

llse File Hash Generator to calculate hash walues.
Diowenload File Hash Generatar

Cancel

Deploy

8. Hashes will be added; wait till it is Completed

3.2.6.2 Configure Trusted Hash via TMSL Agent

1. Open Command Prompt as Administrator
2. Navigate to C:\Program Files\'Trend Micro\Safe Lock
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3. To enable the Trusted Hash and Predefined Trusted Updater, please enter the command
below:

slcmd.exe set trustedhash enable

slcmd.exe set predefinedtrustedupdater enable

C:“Program Files“Irend Micro“Safe Lock>SLCmd.exe set trustedhash enahbhle
Password:
Trusted Hash List: Enabled

G:~Program Files“Irend Micro“S5afe Lock*SLCmd.exe set ptu enable
Pazsword:
Pre—defined Trusted Updater: Enabled

4. Calculate the SHA1 value of your installer
5. Enter the following command to add the Installer’s Hash Value to Trusted Hash

slcmd.exe add trustedhash -v <installer_hash_value> -u

:»Program Filez“ITrend Micro~Safe Lock>*SLCmd.exe add trustedhazh —v 7?a4bhabb?2d4
h?4dacf6??2aleaeldBdd?d?cecal —u

Password:
ash value added to the Trusted Hash List.

Below are the parameters that can be used for Trusted Hash

Parameters Required Description

-v <file_hash> Required Add the specified file hash to the Trusted Hash.

-t <file_path> Optional The —t parameter lets you to specify the path of the file

-al Optional Using the optional -al value adds the file of the specified hash value to

Approved List.

- Optional Specify a label name for this hash value.

<label_name>

-u Optional Using the optional -u value treats the file of the specified hash
value as a Trusted Updater where TMSL Agent adds files,
which created / modified from the file of the specified hash

value to the Approved List.
This parameter requires to enable “Predefined Trusted Updater”

-n <note> Optional The -n value adds a note for the file hash.

Table 10 - Trusted Hash Parameters

6. To check the added hash. You can enter slemd.exe show trustedhash
7. You should be able to run the file having the hash value that you just added
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3.2.7 Trusted Digital Signature Update

3.2.7.1Configure Trusted Digital Signature Update via IM

1. Login to IM with an account with Admin privilege
Click Agents -> Right click your Target Agent -> Send Command -> Export
Settings -> Agent Configuration

3. A new window will appear; wait till export is finished and click Download. The file
downloaded will be named as config.xml

® @® TMSL TXOne Edition

Date and Time: 120019120316
Event: Exported (Aoent corfiguration) from ZC.
Al Status (1) -
Endpaoint = IP Address Group Status
e 1821681229 & Settings received (Download)

4. Open config.xml and modify the following depending on your requirements.

<TrustedUpdater>
<PredefinedTrustedUpdater Enable="Yes">

<RuleSet/>

</PredefinedTrustedUpdater>
<WindowsUpdateSupport Enable="no"/>

</TrustedUpdater>
<D1l1DriverLockDown Enable="yes"/>
<ExceptionPath Enable="no">

<ExceptionPathList/>

</ExceptionPath>
<TrustedCertification Enable="yes">

<PredefinedTrustedCertification Label="certificationl1" Type="updater"
Issuer="TrendMicro" Subject="Trend Micro"
Hash="6ffad4a3b15f6a2c71d43c8e551dcecab3a5183c" />

Important: Make sure to keep the encoding as UTF-8 when saving

Below are the parameters for config.xml related to Digital Signhature Update:

Parameter Setting | Value Description

PredefinedTrustedCertification

Type

updater

Updater=An application that has
specified digital signature is treated as
an installer.

(a2
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Parameter Setting | Value Description

Lockdown=An application that has
specified digital signature is not
treated as an installer.

Hash <SHA- SHA1-hash value of specified digital
1_hash_value> .
signature.
Label <label> Description of specified digital
signature.
Subject | <subject> Subject of specified digital signature.
Issuer <issuer> Issuer of specified digital signature.

Table 11 - Digital Signature Updater in config.xml

5. Return to IM -> Agents -> Right click your Target Agent -> Send Command ->
Import Settings -> Agent Configuration -> Select the modified config.xml -> Click
Import and Apply

6. Wait till the Import is Completed

Date and Time: 12132019 13:40:24
Event: Imported (Agent configuration) to endpoint(s).
All Status (1) -
Endpoint = IP Address Group Status
ZAC 192.168.1.229 & Completed at 1241 3/2019 13:40:25

7. Run the file with the Digital Signature you just added

3.2.7.2 Configure Trusted Digital Signature Update via TMSL Agent

1. Open Command Prompt as Administrator

2. Navigate to C:\Program Files\Trend Micro\Safe Lock

3. To enable the Trusted Hash and Predefined Trusted Updater, please enter the command
below:

slcmd.exe set trustedcertification enable

slcmd.exe set predefinedtrustedupdater enable

4. Enter the following command to add the Installer’s Hash Value to Trusted Hash

slcmd.exe add trustedcertification -c c:\my_company.cer -u

Below are the parameters that can be used for Trusted Hash

Parameter Required? | Description

-c <file_path> Required Add digital signature file path.
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Parameter Required? | Description

-1 Optional Specify a label name for the rule.

<label_name>

-u Optional Using the optional -u value treats the file of the specified hash

value as a Trusted Updater where TMSL Agent adds files,
which created / modified from the file of the specified hash

value to the Approved List.

This parameter requires to enable “Predefined Trusted

Updater”

Table 12 - Trusted Hash Parameters

5. Run the file with the Digital Signature you just added.
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Chapter 4: Intelligent Manager
Management

4.1> Agent and IM Connection

4.1.1 Agent and IM Communication

To ensure TMSL Agent and IM Communication. Please consider the following:
1. Make sure that Safe Lock agents can resolve the Safe Lock Intelligent Manager server's
hostname, FQDN, or IP address.

2. The following ports should be opened or allowed

Purpose Client Port Console Port

Command Deploy | TCP Inbound 14336 TCP Outbound 14336
Download Management console's port (default is 443)

Patch

Log/Status TCP Outbound 8000/8001 TCP Inbound 8000/8001
Upload

Table 13 - TMSL Agent and IM Communication Channels

4.1.2 Verifying IM to TMSL Agent Connection

You can perform Connection Verification to Agents or Group from IM > Agents >
Select Agents/Group > Send Command > Check Connection

Check Connection

Checking agent connections... {0 of 1)

Connected: I}
Lnable to connect: O
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4.1.3 Verifying TMSL Agent to IM Connection

You can perform Connection Verification to IM by using CLI command:

SLCmd.exe -p <password> test managedmode

C:=“Program Filesz“Trend Micro“S5afe LockXSLCmd.exe —p tm_txone test managedmode
Server status (port SHEA>: OK

Server status (port 8@@1>: OK

4.2 > Event Management

Depending on how Safe Lock is configured, there may be many events in IM. This part
describes how to properly manage the events in order to be able to monitor them from
IM side

1. For Agent Events. This will be seen either through IM Dashboard or Logs & Reports > Agent
Events. Notice that on Agent Events, there is a Marked Column which values may be Open for
events that have yet to be processed or Closed for events that have already finished processing.

@ Trend Micro Safe Lock™ |ntelligent Manager TXOne Edition 2 somin | Log o

Dashboard Agents Logs & Reports~ Administration = Help~

Dashboard Bl zenerate Repart | o

Agent Cverview

P | Play Tab Slide Shaw [ Teb Seftings Add Widgets

Safe Lock Open Warhings

Open warnings

Latest 10 of 232 open warning events:

Event Time Endpoint Hame Event File / Folder
120232019 16:32:04 BASE_HOSTMNAME File access blocked. File not found in Approved List mal exe
1202372019 16: 3201 BASE_HOSTHAME File access blocked. File not found in &pproved List mal exe
120232019 16:31:59 BASE_HOSTMNAME File access blocked. File not found in Approved List mal exe
120232019 163157 BASE_HOSTHMAME File access hlocked. File not found in Approved List mal exe
120232019 16:31:55 BASE_HOSTMAME File access blocked. File not found in Approved List mal exe
12/2372019 16:31:52 BASE_HOSTMNAME File access blocked. File not found in Approved List mal exe
120232019 16: 233 BASE_HOSTNAME File access blocked. File not found in Approved List AnyDesk exe
20252018 16:25:29 BAZE_HOSTHAME File access blocked. File not found in Approved List AnyDesk exe
12232019 16: 2327 BASE_HOSTHMAME File access hlocked. File not found in Approved List AnyDesk exe
120232019 16:23:25 BASE_HOSTNAME File access blocked. File not found in Approved List AnyDesk exe

Miewy all open warning everts

Figure 1- IM Dashboard
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Agent Events

@ Trend Micro Safe Lock™ Intelligent Manager TXOne Edition 2 admin | Logon
Dashboard Agents Logs & Reports v
Agent Events c 0
‘ Last 30 days > @ All endpoints  ~ [E] Al Events - 112312018 16:35:55 ~ 12/23/2019 16:35:55
EExport v | import ® MarkOpen | e MarkClosed  File access blocked. File not found in Approved List -
Date and Time v Level Source Event Endpaint Marked Marked open
1202312019 16:32.04 SafeLock  File access blocked. File notfound inApproved .. BASE_HOSTNAME e Open 2 |/ eeciine actionfotaks
12023/2019 16:32:01 SafeLock  File access hlocked. File notfound inApproved ... BASE_HOSTNAME e Open Dot s Throe: S8 cen B0 1RIE 42
1212312019 16:31:59 SafeLock  File access blocked. File notfound inApproved .. BASE_HOSTNAME e Open Lovet Jeming
12123/2019 16:31:57 Safe Lock File access blocked. File notfound inApproved ... BASE_HOSTNAME e Open Source Selelbock
1212312018 16:31:55 Safe Lock File access blocked. File not found in Approved BASE_HOSTNAME e Open Evencin: 2500
12/23/2019 16:31:52 Safe Lock File access blocked. File notfound inApproved ... BASE_HOSTNAME e Open Event: Z:(I‘eo:‘c:‘e;ziocked Saser-dinisizionDy
12/231201916:23:31 Safe Lock File access hlocked. File notfound inApproved ... BASE_HOSTNAME e Open File name: maliexe
1212312019 16:23:29 Safe Lock File access blocked. File notfound inApproved ... BASE_HOSTNAME e Open File hash: 762764822EA195640455E0CEF1 ADTT2DBS
12123/2019 16:23:27 Safe Lock File access blocked. File notfound inApproved ... BASE_HOSTNAME e Open 8686
1212312019 16:23:25 Safe Lock File access hlocked. File not found in Approved BASE_HOSTNAME e Open Scan result: © Malware detected
1212312018 16:23:23 Safe Lock File access blocked. File notfound inApproved ... BASE_HOSTNAME e Open Endpoint: BASE_HOSTNAME
1212312019 16:23:21 Safe Lock File access blocked. File notfound inApproved ... BASE_HOSTNAME e Open IP address: 192.168.2.32
1212312019 16:22:53 Safe Lock File access blocked. File not found in Approved BASE_HOSTNAME e Open Tags:
121232019 16:22:51 Safe Lock File access hlocked. File notfound inApproved ... BASE_HOSTNAME e Open Operating system: Microsoft Windows 7 Enterprise Edition Service
12/2312019 16:22:49 Safelock  File access blocked. File notfound inApproved ... BASE_HOSTNAME e Open Pack1 build 7601, 64-bit
1212302019 16:22:47 SafeLock  File access blocked. File notfound inApproved .. BASE_HOSTNAME e Open Usoy o BasEOSTNAVEdminletrator

Figure 2 - Agent Events

2. You can select an event and view its details. The following actions should be available

Event Details

Add to Appro

Event Information

Ciate and Time: 120232019 16:32:04

Level: Warning

Source: Safe Lock

Event ID: 2508

Event: File access blocked: ChlsersiddministratoniDeskiopimal exe
File name: mal.exe

Block Reason:
Marked:
Cietail:

File not found in approved list

CB open
Access imade path: CUWindowsexplorer exe
Access user BASE_HOSTHAMEWdministrator
Maode: Locked

Reason: MotinApproved List

You will also see in the Event Details if the blocked file is detected as a Malware
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Scan Result

Scan resulf:
Threat 1D:

Threat name:
Wirls Scan Engine:
Yirus Pattern:
Smnnvare Pattern:
IntelliTrap Fattern:

IntelliTrap Exception Pattern:

O Malware detected
1
TROJ_FR.AFCDAacaE
11.000.1006
15.491.00

2.23.00

0.251.00

1.661.00

3. Depending on the Action you want to use. You will get this prompt and an option to Apply the
action on all events pertaining to the same file. Put a tick on the option Apply to already-blocked

files with this hash then click Ok.

Confirm Action b4

Do wou weant to gquarantine the blocked file??

+| Apply to already-hlocked files with this hash

4. Since we already put an action to the Event; it means that the events, along with the similar ones
pertaining to the same file will now be Marked as Closed
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Agent Events
Last 30 days = @A endpoints [E] All Events - TU2Z2019 16:35:65 ~ 1272302019 16:35:55

Efl Export ~ | Flimport e Mark Open || e Mark Closed
Ciate and Time - Lewel Source Event Endpoint Marked
120232019 16:32:04 Safe Lock File access blocked. File notfound in Approved ... BASE_HOSTHAME e Closed
122302019 16:32:01 Safe Lock File access hlocked. File notfound inApproved ... BASE_HOSTHAME e Closed
120232018 16:31:58 Safe Lock File access hlocked. File notfound inApproved ... BASE_HOSTRAME e Closed
1202302019 16:31:57 Safe Lock File access blocked. File notfound in Approved ... BASE_HOSTHAME e Clozed
120232019 16:31:95 Safe Lock File access blocked. File notfound inApproved ... BASE_HOSTHNAME e Cloged
122302019 16:31:52 Safe Lock File access hlocked. File notfound inApproved ... BASE_HOSTHAME e Closed
120232019 16:23:31 Safe Lock File access blocked. File notfound in Approved ... BASE_HOSTRAME e Open
12232019 16:23:29 Safe Lock File access blocked. File notfound inApproved ... BASE_HOSTMAME e Open
1202302019 16:23:27 Safe Lock File access hlocked. File notfound inApproved ... BASE_HOSTHAME e Open
122302019 16:23:25 Safe Lock File access hlocked. File notfound inApproved ... BASE_HOSTHAME e Open
120232019 16:23:23 Safe Lock File access blocked. File notfound in Approved ... BASE_HOSTRAME e Open
12232019 16:2321 Safe Lock File access blocked. File notfound inApproved ... BASE_HOSTMAME e Open
122302019 16:22:53 Safe Lock File access hlocked. File notfound inApproved ... BASE_HOSTHAME e Open
120232019 16:22:41 Safe Lock File access blocked. File notfound in Approved ... BASE_HOSTRAME e Open
120232019 16:22:449 Safe Lock File access blocked. File notfound in Approved ... BASE_HOSTRAME e Open

5. You may also manage individual events just by simply clicking on Mark Open or Mark Closed.

4.3 > Log Purge Settings

You can manage Log Purge Settings by clicking on Logs & Reports > Log Settings.
You may refer to SLIM Sizing Guide for specific details for disk consumption for IM

Logs and Events.
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Log Settings

Maintenance Syslog Server

Automatic Purge
Intelligent Manager purges the specified entries ance a day.

Purge agent event log entries olderthan | 3 months = | months and keep at most 50,000,000 = | entries
Purge server event log entries alderthan 3 months = | manths

< Always back up logs before automatically purging | Backup Path

Automatically purged logs are exported as CSY once a day to CiProgram FilesiTrend MicroiSafe Lock Intelligent ManagenBackup
() Roent event lngs last backed up successfully to CProgram FilesiTrand MicrolSafe Lock Intelligent ManagenBackup an 12/23/20189 12:48:58,

@ Server event logs last backed up successfully to CAProgram FilesiTrend MicrolSafe Lock Intelligent ManageriBackup on 1212320149 15:28:59.

Manual Purge

Purge agent event log and server event log entries older than

--Salact- - Purge Mo
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