
Level Event ID Category Description
Information 10 5

User $Name account is locked due to unsuccessful consecutive log on 
attempts.

Information 10 5 User $Name log on unsuccessful due to invalid password.
Information 10 5 User $Name unsuccessful logon attempt from %s(%s). },
Information 10 5 User $Name logged in.
Information 10 5 User $Name logged in with following roles: %s.
Information 10 5 User $Name logged off.
Information 10 5 User $Name logged off due to session time out.
Information 10 5 User $Name adds account $Name successfully.
Information 10 5 User $Name adds account $Name unsuccessfully.
Information 10 5 User $Name removes account $Name successfully.
Information 10 5 User $Name removes account $Name unsuccessfully.

Information 11003 5
Account modified by user ($Name).\nAccount: %s\nFull name: 
%s\nEmail address: %s\nRole: %s\nStatus: %s\nPassword: <changed>

Information 10 5

Account modified by user ($Name).\nAccount: %s\nFull name: 
%s\nEmail address: %s\nRole: %s\nStatus: %s\nPassword: <not 
changed>

Information 10 5 User $Name modifies account $Name unsuccessfully.
Information 10 5 User $Name adds role $RoleName successfully.
Information 10 5 User $Name adds role $RoleName unsuccessfully.
Information 10 5 User $Name removes role $RoleName successfully.
Information 10 5 User $Name removes role $RoleName unsuccessfully.
Information 10 5 User $Name modifies role $RoleName successfully.
Information 10 5 User $Name modifies role $RoleName unsuccessfully.
Information 10 5 User $Name modifies password for account $Name.
Information 10 5 User $Name imports role $RoleName successfully.
Information 10 5 User $Name successfully reset the Virus/Malware outbreak status.
Information 10 5 User $Name successfully reset the Spyware/Grayware outbreak status.
Information 10 5 User $Name successfully reset the Firewall Violation outbreak status.
Information 10 5 User $Name successfully started the assessment of compliance report.
Information 10 5 User $Name successfully notified Security Agents to restart itself.
Information 10 5 User $Name successfully notified Security Agents to perform update.
Information 10 5

User $Name successfully notified Security Agents to perform a remote 
scan.

Information 10 5
User $Name successfully applied the domain settings to its Security 
Agents.

Information 10 5
User $Name successfully modified the settings of scheduled 
compliance report.

Information 10 5 User $Name successfully started client installation.
Information 10 5

User $Name successfully started the assessment of outside server 
management.

Information 10 5
User $Name successfully stopped the assessment of outside server 
management.

Information 10 5
User $Name successfully save the Active Directory/IP Address Scope 
settings.

Information 10 5
User $Name successfully save the Active Directory/IP Address Scope 
settings started the assessment of outside server management.

Information 10 5
User $Name successfully save the schedule outside server management 
settings.

Information 10 5 User $Name successfully cancel the notification to clients.
Information 10 5 User $Name successfully modify the server scheduled update settings.
Information 10 5 User $Name successfully do a server manual update.
Information 10 5 User $Name successfully modify the server update source settings.



Information 10 5 User $Name successfully modify the client auto update settings.
Information 10 5 User $Name successfully notify clients to perform update.
Information 10 5 User $Name successfully notify selected clients to perform update.
Information 10 5

User $Name successfully notify clients to update update source 
settings.

Information 10 5 User $Name successfully add the update source.
Information 10 5 User $Name successfully edit the update source.
Information 10 5 User $Name successfully delete the update source.
Information 10 5

User $Name successfully rollback the smart scan agent pattern of 
server and clients.

Information 10 5
User $Name successfully rollback the smart scan agent pattern of 
clients.

Information 10 5
User $Name successfully rollback the virus pattern of server and 
clients.

Information 10 5 User $Name successfully rollback the virus pattern of clients.
Information 10 5

User $Name successfully rollback the 32-bit virus scan engine of server 
and clients.

Information 10 5
User $Name successfully rollback the 32-bit virus scan engine of 
clients.

Information 10 5
User $Name successfully rollback the 64-bit virus scan engine of server 
and clients.

Information 10 5
User $Name successfully rollback the 64-bit virus scan engine of 
clients.

Information 10 5 User $Name successfully saved the Active Directory scope.
Information 10 5

User $Name successfully saved and started synchronizing the Active 
Directory

Information 10 5 User $Name successfully input a new activation code.
Information 10 5 User $Name successfully update license.
Information 10 5 User $Name successfully modify the setting of firewall for clients.
Information 10 5 User $Name successfully save a VDI server info.
Information 10 5 User $Name successfully save a DLP server info.
Information 10 5 User $Name successfully saved changes to the client grouping method.
Information 10 5 User $Name successfully saved client grouping.
Information 10 5 User $Name successfully created domains for client grouping.
Information 10 5 User $Name successfully saved the schedule client grouping settings.
Information 10 5 User $Name successfully restored the spyware/grayware.
Information 10 5 User $Name successfully started grouping clients.
Information 10 5 User $Name successfully initiated Scan Now.
Information 10 5 User $Name successfully stopped Scan Now.
Information 10 5 User $Name successfully stopped Scan Now notification.
Information 10 5 User $Name successfully reset virus/malware statistics.
Information 10 5 User $Name successfully reset firewall policy violation statistics.
Information 10 5 User $Name successfully reset spyware/grayware statistics.
Information 10 5 User $Name successfully added a domain.
Information 10 5 User $Name successfully renamed a domain.
Information 10 5 User $Name successfully moved client(s).
Information 10 5 User $Name successfully removed a domain/client.
Information 10 5 User $Name successfully modified the Update Agent Settings.
Information 10 5 Apex Central modified policy: $policyName; Update Agent Settings
Information 10 5

User $Name successfully modified the Privileges and Other Settings 
and applied to all clients.

Information 10 5 User $Name successfully modified the Privileges and Other Settings.
Information 10 5 User $Name successfully modified the Privileges and Other Settings.
Information 10 5

Apex Central modified policy: $policyName (%u); Privileges and Other 
Settings

Information 10 5 User $Name successfully exported the policy.



Information 10 5 User $Name successfully imported the policy.
Information 10 5

User $Name successfully modified the Manual Scan Settings and 
applied to clients.

Information 10 5
User $Name successfully modified the Manual Scan Settings and 
applied to fut

Information 10 5 User $Name successfully modified the Manual Scan Settings.
Information 10 5 Incorrect Apex Central policy setting: $policyName (%u) 
Information 10 5

User $Name successfully modified the Real-time Scan Settings and 
applied to clients.

Information 10 5
User $Name successfully modified the Real-time Scan Settings and 
applied to future domains.

Information 10 5 User $Name successfully modified the Real-time Scan Settings.
Information 10 5

User $Name successfully modified the Scheduled Scan Settings and 
applied to clients.

Information 10 5
User $Name successfully modified the Scheduled Scan Settings and 
applied to future domains.

Information 10 5 User $Name successfully modified the Scheduled Scan Settings.
Information 10 5

User $Name successfully modified the Scan Now Settings and applied 
to clients.

Information 10 5
User $Name successfully modified the Scan Now Settings and applied 
to future domains.

Information 10 5 User $Name successfully modified the Scan Now Settings.
Information 10 5

User $Name successfully modified the Behavior Monitoring Settings 
and applied to clients.

Information 10 5
User $Name successfully modified the Behavior Monitoring Settings 
and applied to future domains.

Information 10 5 User $Name successfully modified the Behavior Monitoring Settings.
Information 10 5

User $Name successfully modified the Device Control Settings and 
applied to clients.

Information 10 5
User $Name successfully modified the Device Control Settings and 
applied to future domains.

Information 10 5 User $Name successfully modified the Device Control Settings.
Information 10 5

User $Name successfully modified the Data Loss Prevention Settings 
and applied to clients.

Information 10 5
User $Name successfully modified the Data Loss Prevention Settings 
and applied to future domains.

Information 10 5 User $Name successfully modified the Data Loss Prevention Settings.
Information 10 5

User $Name successfully modified the Additional Service Settings and 
applied to clients.

Information 10 5
User $Name successfully modified the Additional Service Settings and 
applied to future domains.

Information 10 5 User $Name successfully modified the Additional Service Settings.
Information 10 5

User $Name successfully modified the Web Reputation Settings and 
applied to clients.

Information 10 5
User $Name successfully modified the Web Reputation Settings and 
applied to future domains.

Information 10 5 User $Name successfully modified the Web Reputation Settings.
Information 10 5

User $Name successfully modified the Trusted Program List and 
applied to clients.

Information 10 5
User $Name successfully modified the Trusted Program List and 
applied to future domains.

Information 10 5 User $Name successfully modified the Trusted Program List.
Information 10 5 User $Name successfully deleted client logs.
Information 10 5 User $Name successfully notified clients to send firewall logs.
Information 10 5 User $Name successfully modified log maintenance setting.
Information 10 5

User $Name successfully modified Spyware/Grayware Approved List 
for all clients.

Information 10 5
User $Name successfully modified Spyware/Grayware Approved List 
for future domains.

Information 10 5 User $Name successfully modified Spyware/Grayware Approved List.
Information 10 5 User $Name successfully modified Scan Methods for all clients.
Information 10 5 User $Name successfully modified Scan Methods for future domains.
Information 10 5 User $Name successfully modified Scan Methods.
Information 10 5

User $Name successfully modified the Suspicious Connection Settings 
and applied to agents.

Information 10 5
User $Name successfully modified the Suspicious Connection Settings 
and applied to future domains.

Information 10 5 User $Name successfully modified the Suspicious Connection Settings.
Information 10 5

User $Name successfully modified the Sample Submission Settings and 
applied to agents.



Information 10 5
User $Name successfully modified the Sample Submission Settings and 
applied to future domains.

Information 10 5 User $Name successfully modified the Sample Submission Settings.
Information 10 5

User $Name successfully modified the Predictive Machine Learning 
Settings and applied to agents.

Information 10 5
User $Name successfully modified the Predictive Machine Learning 
Settings and applied to future domains.

Information 10 5
User $Name successfully modified the Predictive Machine Learning 
Settings.

Information 10 5
User $Name successfully modified the Endpoint Sensor Settings and 
applied to agents.

Information 10 5
User $Name successfully modified the Endpoint Sensor Settings and 
applied to future domains.

Information 10 5 User $Name successfully modified the Endpoint Sensor Settings.
Information 10 5 User $Name successfully modified global client settings.
Information 10 5

User $Name successfully modified Email subject for browser-based 
installation

Information 10 5
User $Name successfully started a remote installation task for 
computer \%s

Information 10 5 User $Name successfully stopped a remote installation task.
Information 10 5 User $Name successfully started a connection verification task.
Information 10 5 User $Name successfully modified scheduled verification.
Information 10 5 User $Name successfully added a firewall policy.
Information 10 5 User $Name successfully edited a firewall policy.
Information 10 5 User $Name successfully copied a firewall policy.
Information 10 5 User $Name successfully deleted the firewall policy(ies).
Information 10 5 User $Name successfully saved firewall exception template
Information 10 5

User $Name successfully saved and applied firewall exception 
template.

Information 10 5 User $Name successfully assigned firewall profile to clients.
Information 10 5 User $Name successfully added a firewall profile.
Information 10 5 User $Name successfully edited a firewall profile.
Information 10 5 User $Name successfully deleted the firewall profile(s).
Information 10 5 User $Name successfully assigned reference server list to clients.
Information 10 5 User $Name successfully added a reference server.
Information 10 5 User $Name successfully edited a reference server.
Information 10 5 User $Name successfully deleted the reference server(s).
Information 10 5 User $Name successfully started outbreak prevention.
Information 10 5 User $Name successfully restored outbreak prevention settings.
Information 10 5 User $Name successfully limited/denied access to shared folders.
Information 10 5 User $Name successfully added outbreak prevention block ports.
Information 10 5 User $Name successfully edited outbreak prevention block ports.
Information 10 5 User $Name successfully deleted outbreak prevention block ports.
Information 10 5 User $Name successfully denied write access to files and folders.
Information 10 5 User $Name successfully saved computer location.
Information 10 5 User $Name successfully modified the scan source settings.
Information 10 5 User $Name successfully saved standard smart protection server list.
Information 10 5 User $Name successfully added standard smart protection server list.
Information 10 5 User $Name successfully edited standard smart protection server list.
Information 10 5 User $Name successfully deleted standard smart protection server list.
Information 10 5

User $Name successfully imported the standard smart protection 
server list.

Information 10 5
User $Name successfully exported the standard smart protection 
server list.

Information 10 5 User $Name successfully added custom smart protection server list.
Information 10 5 User $Name successfully edited custom smart protection server list.



Information 10 5 User $Name successfully deleted custom smart protection server list.
Information 10 5

User $Name successfully imported the custom smart protection server 
list.

Information 10 5
User $Name successfully exported the custom smart protection server 
list.

Information 10 5 User $Name successfully modified the settings of integrated server.
Information 10 5 User $Name triggered updating smart scan pattern.
Information 10 5 User $Name triggered updating pattern for local WCS.
Information 10 5

User $Name successfully imported approved/blocked list into 
integrated server.

Information 10 5
User $Name successfully exported approved/blocked list from 
integrated server..

Information 10 5 User $Name successfully add policy server.
Information 10 5 User $Name successfully delete policy server.
Information 10 5 User $Name successfully use CTA.
Information 10 5 User $Name successfully use CTA with supplicant.
Information 10 5 User $Name successfully apply agent settings.
Information 10 5 User $Name successfully import the client certificate.
Information 10 5 User $Name successfully save general settings.
Information 10 5 User $Name successfully save standard notifications.
Information 10 5 User $Name successfully save outbreak notifications.
Information 10 5 User $Name successfully save client notifications.
Information 10 5 User $Name successfully save proxy settings.
Information 10 5 User $Name successfully save agent connection settings.
Information 10 5 User $Name successfully save inactive clients.
Information 10 5 User $Name successfully save quarantine settings.
Information 10 5 User $Name successfully delete all quarantined file.
Information 10 5 User $Name successfully save smart protection network settings.
Information 10 5 User $Name successfully save web console settings.
Information 10 5 User $Name successfully save database backup settings.
Information 10 5 User $Name successfully database backup now.
Information 10 5 User $Name successfully register Apex Central.
Information 10 5 User $Name successfully unregister Apex Central.
Information 10 5 User $Name successfully update Apex Central.
Information 10 5 User $Name unable to register back to the old Apex Central.
Information 10 5 User $Name fails to process policy and there is runtime error.
Information 10 5 User $Name successfully get fileattr table.
Information 10 5 User $Name successfully update fileattr.
Information 10 5 User $Name successfully save fileattr.
Information 10 5 User $Name successfully deleted fileattr.
Information 10 5 User $Name successfully import fileattr.
Information 10 5 User $Name successfully export fileattr.
Information 10 5 User $Name successfully get express table.
Information 10 5 User $Name successfully update express.
Information 10 5 User $Name successfully save express.
Information 10 5 User $Name successfully deleted express.
Information 10 5 User $Name successfully import express.
Information 10 5 User $Name successfully export express.
Information 10 5 User $Name successfully get keyword table.



Information 10 5 User $Name successfully update keyword.
Information 10 5 User $Name successfully save keyword.
Information 10 5 User $Name successfully deleted keyword.
Information 10 5 User $Name successfully import keyword.
Information 10 5 User $Name successfully export keyword.
Information 10 5 User $Name successfully get template table.
Information 10 5 User $Name successfully update template.
Information 10 5 User $Name successfully save template.
Information 10 5 User $Name successfully deleted template.
Information 10 5 User $Name successfully import template.
Information 10 5 User $Name successfully export template.
Information 10 5 User $Name successfully exported DLP rules.
Information 10 5

User $Name successfully imported the server authentication 
certificate at %s.

Information 10 5
User $Name unsuccessfully attempted to import the server 
authentication certificate at %s.

Information 10 5
User $Name successfully changed the server authentication certificate 
at %s.

Information 10 5
User $Name unsuccessfully attempted to change the server 
authentication certificate at %s.

Information 10 5
User $Name successfully exported the server authentication 
certificate at %s.

Information 10 5
User $Name unsuccessfully attempted to export the server 
authentication certificate at %s.

Information 10 5
User $Name successfully restored the server authentication certificate 
at %s.

Information 10 5
User $Name unsuccessfully attempted to restore the server 
authentication certificate at %s.

Information 10 5
User $Name successfully exported the server authentication 
certificate for endpoints at %s.

Information 10 5
User $Name unsuccessfully attempted to export the server 
authentication certificate for endpoints at %s.

Information 10 5 User $Name successfully initiated a task of central quarantine restore.

Information 10 5

The following previously installed hotfixes are not included in the 
package that is being installed. Please contact Support about 
acquiring the solutions that are compatible with the newly installed 

Information 11000 5 Security Agent uninstallation command sent. User: %s; Endpoint: %s
Information 10000 5 Security Agent uninstallation attempted. Endpoint: %s
Information 10002 5 Security Agent move using ipXfer tool attempted. Endpoint: %s

Information 11001 5
Security Agent move triggered on console (User: %s; Target server: %s; 
HTTP port: %d; HTTPS port: %d; Total endpoints: %d):\n%s

Information 11004 5
Root account password modification attempt using password reset 
tool. User: %s

Information 11005 5 Root account password modified directly from account store.

Information 10 5

Update Agents update components, domain settings,and agent 
programs and hot fixes, only from the TM_PRODUCT_SERVER_NAME: 
%s

Information 10 5 Security Agent programsand hot fixes: %s

Information 10 5
User $Name\r\nAgent Update Source - Standard update source 
(update from TM_PRODUCT_SERVER_NAME) selected

Information 10 5

User $Name\r\nAgent Update Source - Customized update source 
selected {Update Agents update components, domain settings,and 
agent programs and hot fixes, only from the 
TM_PRODUCT_SERVER_NAME: %s; Components : %s; Domain settings: 

Information 10 5 User $Name\r\nAgent Update Source - Customized update source [%s]
Information 10 5

User $Name\r\nAgent Update Source - Customized Update Source List: 
%s row [%s - %s]

Information 10 5
User $Name\r\nAgent Update Source - Customized Update Source List: 
Reordered

Information 10 5
User $Name\r\nCentral Quarantine Restore - Restored {%s} on 
endpoints {%s}; Added exclusion to domains {%s} with SHA-1 (%s)



Information 10 5
User $Name\r\nCentral Quarantine Restore - Restored {%s} on 
endpoints {%s}; Added exclusion to domains {%s}

Information 10 5
User $Name\r\nCentral Quarantine Restore - Restored {%s} on 
endpoints {%s}

Information 10 5
User $Name\r\nCentral Quarantine Restore - Restored {%s} to domains 
{%s} with SHA-1 (%s)

Information 10 5
User $Name\r\nCentral Quarantine Restore - Restored {%s} to domains 
{%s}

Information 800 5
Connect to SQL Server successfully. Connection String:Provider=%s;; 
Server=%s; Database=%s;

Information 800 5 SvrsvcSetup - checkOnboardingAPI - getOnboardingURL: Success.
Error 800 5 SvrsvcSetup - checkOnboardingAPI - getOnboardingURL: Fail.
Information 800 5 SvrsvcSetup - Prepare XBC patch : Success.
Error 800 5 SvrsvcSetup - Prepare XBC patch : Fail.
Information 900 5 ADOException: error=[%d] error_msg=[%s] at src[%s](%d)

Error 900 5

Exception Type: ADOException \r\nProgram:[ %s ] (%u.%u.%u) 
\r\nProcess ID:[ %u(0x%08x) ] Thread ID[ %u(0x%08x) ]\r\nError Code[ 
%d(0x%08x) ]\r\nError Description[ %s ]\r\nFunction:[%s] Source file:[ 

Error 900 5 [Log Receiver Service] CoInitializeEx failed with COM error code: 0x%x
Warning 900 5 file not exist %s VerifyEmbeddedSignature result:

Warning 900 5
The digital signature of the following file is invalid. Apex One server has
 renamed the file to prevent Apex One file damage.


