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Introduction

This guide will help partners/customer to know the common issues on IWSVA and how to troubleshoot it. It contains step
by step procedure, IWSVA command and useful tools.

Common Issues

User(s) are not able to access website(s).

This topic discuss the following issues/errors.

1. How to check if IWSVA is blocking a URL or website?. see How to Search Logs
2. Broken Pages (e.g some content of the website is not dispalying properly).  see How to use Network

Developer Tools (Chrome)
3. How to check if IWSVA can access the webiste via CLI. see Accessing website via IWSVA CLI
4. Network Related Issues. see Common Network Troubleshooting Tips

§ DNS Issues.
§ Connection Timeout.
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Troubleshooting Tips

How to check if IWSVA is blocking a URL or website?

Search for "Policy Enforcement" Logs

This procedure allows administrators to check if a URL or website is blocked by an IWSVA policy.

o Go to Logs > Log Analysis > Policy Enforcement.
o Enter Filter (e.g IP address or Username).

o If website is found add the website to white list.How to White List

Search for "Internet Security" Logs

This procedure allows administrators to check if a URL or website is blocked by  IWSVA due to security
reasons.

o Go to Logs > Log Analysis > Internet Access Logs.
o Enter Filter (e.g IP address or Username).

o If website is found add the website to white list.How to White List

https://success.trendmicro.com/solution/1113529-collecting-debug-logs-in-interscan-web-security-virtual-appliance-iwsva
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How to white list a website or URL from  IWSVA?

This procedure allows administrators to whitelist  a website/URL and avoid being blocked by IWSVA.

Add URL or website under "Global Trusted URL's"

o Go to HTTP > URL Access Control > Global Trusted URL's.
o Make sure "Enable Trusted URL's" is checked.
o Add the URL (e.g yahoo.com) as "Web Site" Click Trust.
o Add the URL (e.g yahoo.com) as "String" Click Trust.
o Click Save.

Note: Please make sure to clear cache and cookies before testing again

Add HTTPs  website under "Tunneled Domain"

o Go to HTTP > HTTPS Decryption > Tunnelling > Domain Tunneling.
o Make sure "Enable HTTPS Domain Tunneling" is checked.
o Add the URL (e.g yahoo.com) as "Web Site" Click Tunnel.
o Add the URL (e.g yahoo.com) as "Entire Domain" Click Tunnel.
o Click Save.

Note: Please make sure to clear cache and cookies before testing again

https://success.trendmicro.com/solution/1113529-collecting-debug-logs-in-interscan-web-security-virtual-appliance-iwsva
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Add URL or website under "Approved Lists"

For Policy Based Whitelist.

o Go to HTTP > Configuration > Approved Lists > Click Add.

o Enter the Name of the Lists.
§ Add the URL (e.g yahoo.com) as "Web Site" Click Add.
§ Add the URL (e.g yahoo.com) as "URL Keyword" Click Add.
§ Add the URL (e.g yahoo.com) as "String" Click Add.

o Click Save.
o Assign to a Policy. (eg. URL filtering Policies)

Note: Please make sure to clear cache and cookies before testing again
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Error 4xx

You might need to use the Network Developer Tool to check the error code. How to use Network
Developer Tools (Chrome)

1. 400 Bad Request.
The 400 status code, or Bad Request error, means the HTTP request that was sent to the server has
invalid syntax.

Solution:
o The userʼs cookie that is associated with the site is corrupt. Clearing the browserʼs cache and

cookies could solve this issue.
o Malformed request due to a faulty browser try another browser or update the browser.

2.  401 Unauthorized.
The 401 status code, or an Unauthorized error, means that the user trying to access the resource has not
been authenticated or has not been authenticated correctly.

Solution:
Make sure that LDAP is sync and user is allow to use the proxy. LDAP Related Issues

3. 403 Forbidden

The 403 status code, or a Forbidden error, means that the user made a valid request but the server is
refusing to serve the request, due to a lack of permission to access the requested resource. 

Solution:
Most likely block by IWSVA, make sure website is whitelisted by policy.How to White List

4. 404 Not Found 

The 404 status code, or a Not Found error, means that the user is able to communicate with the server
but it is unable to locate the requested file or resource.

Solution: 
Make sure you are accessing the correct URL string.

Resource: https://www.digitalocean.com/community/tutorials/how-to-troubleshoot-common-http-error-codes

https://www.digitalocean.com/community/tutorials/how-to-troubleshoot-common-http-error-codes
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Error 5xx

You might need to use the Network Developer Tool to check the error code. How to use Network
Developer Tools (Chrome)

1. 502 Bad Gateway
The 502 status code, or Bad Gateway error, means that the server is a gateway or proxy server, and it is
not receiving a valid response from the backend servers that should actually fulfill the request.

2. 503 Service Unavailable
The 503 status code, or Service Unavailable error, means that the server is overloaded or under
maintenance. This error implies that the service should become available at some point.

3. 504 Gateway Timeout
The 504 status code, or Gateway Timeout error, means that the server is a gateway or proxy server, and
it is not receiving a response from the backend servers within the allowed time period.

Note: Most Error 5xx can be troubleshoot by the following:

1. Check if IWSVA can connect to website.Accessing website via IWSVA CLI
2. Use common tool for network troubleshooting.Common Network Troubleshooting Tips
3. Do packet capture on IWSVA and client. Logs to Collect

Resource: https://www.digitalocean.com/community/tutorials/how-to-troubleshoot-common-http-error-codes

Certificate Issues

1. HTTPS Certificate Failure appears when accessing some sites.  see KB1099448

2. A certificate warning appears in the web browser.  see KB1121715

3. Creating Certificates for HTTPS decryption. see KB1060746

Note: openssl_client can help on checking for HTTPS issues. openssl

https://www.digitalocean.com/community/tutorials/how-to-troubleshoot-common-http-error-codes
https://success.trendmicro.com/solution/1099448-https-certificate-failure-appears-when-accessing-some-sites
https://success.trendmicro.com/solution/1099448-https-certificate-failure-appears-when-accessing-some-sites
https://success.trendmicro.com/solution/1121715-a-certificate-warning-appears-in-the-web-browser-after-disabling-https-decryption-in-interscan-web-s
https://success.trendmicro.com/solution/1060746-generating-certificate-authority-ca-private-keys-and-certificates-in-interscan-web-security-virtua
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Logs and information to collect

Important: Provide the result of the troubleshooting tips.

1. HTTP debug Logs.

o Go to > Support > Verbose Log, Enter and add the IP of the machine that accessing the URL.
o Start Verbose logging,  REPLICATE the issue.
o Stop Verbose logging  and DOWNLOAD HTTP log file

2. Packet Capture.

o On the IWSVA console, go to Administration > Support > Network Packet Capturing tab.
o Start Packet capture,  REPLICATE the issue
o Stop Packet capture and DOWNLOAD pcap.

3. IWSVA System Information Files

Useful Links

1.   Collecting Debug logs in IWSVA 
2.   How to troubleshoot common http error codes?

https://success.trendmicro.com/solution/1113529-collecting-debug-logs-in-interscan-web-security-virtual-appliance-iwsva
https://www.digitalocean.com/community/tutorials/how-to-troubleshoot-common-http-error-codes
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LDAP Related Issues 

This topic discuss the following issues/errors.

1. Cannot connect or sync ldap.LDAP Connectivity
2. User cannot authentication via IWSVA.Authentication Issues

Troubleshooting Tips

Testing LDAP Connectivity

To test whether your LDAP server is accessible from the IWSVA server, open a command prompt on the
IWSVA server (or, from the command line in a UNIX environment) and type the following:

o Log on to IWSVA SSH as root

[root@iwsva ~]# telnet ldap_server_hostname/IP 389

Note: If you do not receive an error message, the port and DNS host name of the LDAP server are
confirmed.

Check if IWSVA can resolve the LDAP server

o Log on to IWSVA SSH as root

[root@iwsva ~]# nslookup ldap_server_hostname

How to troubleshoot IWSVA authentication issues?

Note: The steps below will log out user that are currently using IWSVA so plan accordingly

1. Clear the cache and cookies of computer and re-login.

How to clear cache.

2. Force LDAP sync via IWSVA CLI.

o Log in to the IWSVA Command Line Interface (CLI) as "root".

o Navigate to the commonldap folder using this command:

[root@iwsva ~] cd /etc/iscan/commonldap/

o Use the tool to force the synchronization:

[root@iwsva ~] sh LdapSyncTool.sh

https://clear-my-cache.com/en/windows.html
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o To apply the change, restart the IWSS authentication daemon using the following command: 

[root@iwsva ~] /etc/iscan/S99ISAuthDaemon restart

3. Clear IP user cache.

o Log in to the IWSVA Command Line Interface (CLI) as "root".

o Stop the Authentication and the HTTP Daemon with the following commands:  

[root@iwsva ~] /usr/iwss/S99ISAuthDaemon stop
[root@iwsva ~] /usr/iwss/S99ISproxy stop

o Clear the IP user cache with the following command: 

[root@iwsva ~]/usr/iwss/S99ISAuthDaemon clean

o Start the Authentication and the HTTP Daemon with the following commands: 

[root@iwsva ~]/usr/iwss/S99ISAuthDaemon start
[root@iwsva ~] /usr/iwss/S99ISproxy start

Logs and information to collect

Important: Provide the result of the troubleshooting tips.

1. LDAP Verbose Logs

§ Log in to the IWSVA Command Line Interface (CLI) as "root".

§ Edit the /etc/iscan/commonldap/LdapSetting.ini

[root@iwsva ~] vi /etc/iscan/commonldap/LdapSetting.ini

§ Search for the following parameter and set verbose to "yes".

# set auth daemon to debug mode
verbose=yes 

§ Restart the authentication service using the following command:
# /etc/iscan/S99ISAuthDaemon restart

Note: Reverting the verbose, do the same step and set the verbose to "no".

2. IWSVA System Information Files

Useful Links

1. Clearing the ip user cache in IWSVA
2.  IWSVA synchronizees with Active Directory only After 24 hours

https://success.trendmicro.com/solution/1113529-collecting-debug-logs-in-interscan-web-security-virtual-appliance-iwsva
https://success.trendmicro.com/solution/1114525-clearing-the-ip-user-cache-in-interscan-web-security-virtual-appliance-iwsva
https://success.trendmicro.com/solution/1099486-interscan-web-security-virtual-appliance-iwsva-synchronizes-with-active-directory-only-after-24-ho
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IWSVA URL Logs Issue

This topic discuss issues  related to "logs is not showing on the console"  (e.g Internet Access Logs, etc).

Troubleshooting Tips

How to troubleshoot URL logs issues?

1. Check if the Logs Data Size adhere to IWSVA Sizing Guide.

2. Restart Common Logs Services.

o Stop the CommonLog service using this command:

         [root@iwsva ~] cd /etc/iscan/commonldap/ stop

o Start the CommonLog service

[root@iwsva ~] cd /etc/iscan/commonldap/ start.

3. Refer to Useful KB link for other errors: Useful Links

Logs and information to collect

Important: Provide the result of the troubleshooting tips.

IWSVA System Information Files

Useful Links
1. "No data was found for selected parameters" message appears when displaying the internet access logs
2.  "request has timed out" appears when viewing internet access log in IWSVA.
3.  Internet access logs show only ip addressess in the domain section
4. Deleting logs generated with ip-user-cache on IWSVA

https://success.trendmicro.com/solution/1115463-no-data-was-found-for-selected-parameters-message-appears-when-displaying-the-internet-access-logs#
https://success.trendmicro.com/solution/1112498-the-request-has-timed-out-appears-when-viewing-internet-access-log-in-interscan-web-security-virtu
https://success.trendmicro.com/solution/1101166-internet-access-logs-show-only-ip-addresses-in-the-domain-section
https://success.trendmicro.com/solution/1107723-deleting-logs-generated-with-ip-user-cache-on-interscan-web-security-virtual-appliance-iwsva-serve
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Performance Issues

This topic discuss the following issues/errors.

1. Slow Web Browsing
2. High CPU/Memory

Troubleshooting Tips

How to troubleshoot slow web browsing issue?

1. Try to browse the affected website(s) using another browser (e.g. Firefox, IE, or Chrome). 
2. Try to browse the affected websites(s) from another PC. 
3. Check the system resource usage (CPU, memory, disk space, swap, etc.). 

§ Go to System Status

1. Check the DNS response time by doing nslookup on IWSVA. Common Network Troubleshooting
Tips

2. On IWSVA command line, try to access the affected website(s) directly using wget and see if
there's is a significant delay.Accessing website via IWSVA CLI 

3. Check if IWSVA is configured to use proxy server to get updates and Web Reputation queries,
and make sure that the proxy server is reachable and very responsive. 
§ Go to Update > Connection Settings to check the proxy.
§ Check if proxy can be reached.Common Network Troubleshooting Tips

4. Run the Connectivity Test tool to check the connection speed: 
§ Go to Administration > Support > Deployment Diagnostics

5. Try to clear the WRS/URL Cache. 
§ Go to HTTP > Configuration > WRS/URL Cache

6. Try to isolate the issue by disabling each Feature one by one. (e.g Turn off Application Control ,
Bandwidth Control, HTTPS Decryption, etc) and check which service Feature cause the issue.

7. If the issue is affecting all websites, make sure that the duplex mode of the switch and IWSVA's
network interface are the same. Duplex mode on IWSVA can be determined by executing
"ethtool eth0". 



15 / 29

How to troubleshoot High CPU/memory issues?

1. Check if there Many Instances of URL is being blocked.
§ Check Policy Enforcement Logs for TOP URL that is being blocked. How to Search Logs
§ Add to whitelist and check if performance is improved.How to White List

2. Check if IWSVA can accomodate the request based on sizing guide. IWSVA Sizing Guide

3. Check if there might be a specific action that triggers the issue. (e.g. accessing specific URL,
downloading file, etc.) 

4. Check which process is using most of the resources by using "top" command. Using Top
Command

5. Check the system resource usage (CPU, memory, disk space, swap, etc.) using “top” command.
Using Top Command

6. Check the CPU Usage history on the System Dashboard to have an idea when the high cpu usage
started.Checking IWSVA Performance History

7. Check the update log file what are the last components that were updated before the issue
appeared. Command below will display last 30 instance of update logs

[root@iwsva ~]# cat -n 30 /etc/iscan/log/update.log.<date>.0001 

Note: you can rollback update if needed.Updating/Rollback Pattern

8. Check the audit trail log file to find out the last configuration changes on IWSVA. Command
below will display last 30 instance of update logs

[root@iwsva ~]# cat -n 30  /etc/iscan/log/audit.trail.log 

http://files.trendmicro.com/documentation/guides/iwsva/IWSVA_65_External_Sizing_20Guide_v3.pdf
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Logs and information to collect

Important: Provide the result of the troubleshooting tips.

1. Answers to the following questions 

o What's the hardware specs of the server experiencing the problem (CPUs, RAM, disk, etc.)? 
o How many users are using their server at any given time? 
o Which User Identification option is used (no identification, IP address, host name, or LDAP)? 
o If they're on ICAP mode, which Caching device are they running in conjunction with appliance? 
o How does HTTP flow in their network from the internet to the browser? Please send a diagram

of their network. 
o Is the issue consistently happening throughout the day or only during specific times in a day (i.e.

peak hours)? 
o Have they tried restarting the Proxy component of the appliance to see if it fixes the problem? 

2. Screenshot of TOP command. Using Top Command

3. IWSVA System Information Files
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Web UI/Console Issues

This topic discuss the following issues/errors.

1. Common Error Message 
2. Cannot connect to console

Troubleshooting Tips

Common Error Messages

1. Unable to export configuration file. 

Error: HTTP 500 status.
         Root Cause:   "java.lang.OutOfMemoryError: Java heap space".

see KB 1114920

2. You receive "HTTP Status 500 - java.lang.NullPointerException" error.

see KB 1105051

https://success.trendmicro.com/solution/1114920-http-status-500-appears-when-exporting-the-configuration-from-interscan-web-security-virtual-appli
https://success.trendmicro.com/solution/1114920-http-status-500-appears-when-exporting-the-configuration-from-interscan-web-security-virtual-appli
https://success.trendmicro.com/solution/1105051-http-status-500--java-lang-nullpointerexception-appears-in-interscan-web-security-virtual-applian
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How to troubleshooot unable to connect to IWSVA Console?

1. Check the GUI port by doing telnet to the assigned GUI port (1812/8443) and check if the port is
responding. 

[root@iwsva ~]# telnet localhost 1812 
Trying 127.0.0.1... 
Connected to localhost. 
Escape character is '^]'. 

[root@iwsva ~]# telnet localhost 8443
Trying 127.0.0.1... 
Connected to localhost. 
Escape character is '^]'. 

2. Try to restart the GUI service, and wait for about a minute before trying to access the GUI again. 

[root@iwsva ~]# /usr/iwss/S99IScanHttpd restart 

3. Try to access the GUI using another PC (Same network of the IWSVA)
4. Check the connection to the Postgres database. Checking Database Connection
5. Check if thereʼs stll enough disk space. Checking disk space information
6. Make sure that ownership of the IWSVA files are set to user and group "iscan". Checking File

Ownership

Logs and information to collect

Important: Provide the result of the troubleshooting tips.

1. Answers to the following questions. 

o What is the error message they're seeing when logging in the GUI? Get a screenshot. 

o Which protocol are they using to access the GUI (HTTP or HTTPS)? 

o Is the appliance reachable via TELNET from the workstation they're trying to open the GUI on?
For example, "telnet <appliances_ip> 1812".  "telnet <appliances_ip> 8443". 

2. IWSVA System Information Files

3. Web UI Logs (Use WinSCP to copy)

/var/iwss/tomcat/logs/* 
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Index

How to  check if IWSVA can connect to a website using CLI?

o Log in to IWSVA SSH as root.
o Type the command.

[root@iwsva ~] wget <URL>

example : [root@iwsva ~] wget https://www.google.com

Note: The response MUST show connected any error like "Unable to resolve" or "Timeout" means its a
network issue.Refer to Common Network Troubleshooting Tips

How to use Network Developer Tools (Chrome)?

Website spawns several URLS when it is access and the sometimes block page of IWSVA will not show
since it is not the main website. Network Developer Tools helps you to find the URL and add it to white-
list. This is useful for page not displaying correctly and broken pages.

o  When using chrom   press  Ctrl +Shift +i
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o Click Network Tab and Access the Website.

o Look for any Error code 4xx (403 , 402 etc).

 
o Double Click the URL to view the Request URL.  in the example above click banner.jpg 

o Once URL is found add it to white list.How to White List
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Common Network Troubleshooting Tools and Tips.

dig - command to check if IWSVA can resolve the website and the DNS resolution time.  (ideal response
time is 100msec if not try to change DNS server)

[root@iwsva ~]# dig google.com

 traceroute - command useful for isolating which hop is having an issue 

The Traceroute tool will show you each hop sequentially, and total hops required. For each hop, it will display the
hop #, roundtrip times, best time (ms), IP address, TTL, and country.

[root@iwsva ~]# traceroute google.com

Note: If the route don't came back check which is the last IP where it stopped that may be the cause of
the issue.

tracepath - It traces path to destination discovering MTU along this path. It uses UDP port port or some
random port. It is similar to traceroute, only does not not require superuser privileges. Useful as well to
check which host is not reachable.
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[root@iwsva ~]# traceroute google.com

Note: you can add port like 443 and 80 to check if the website is reachable using the destination port.

example: 
traceroute google.com/443
traceroute google.com/80

telnet - command to check if a destination port is open.

[root@iwsva ~]# telnet <IP> <port>

openssl s_client - command to check if the destination server SSL handshake is succesful. Useful for
website using HTTPS. You can use this to inspect server certificates, cipher used and etc.

What is SSL handshake? 

Source: https://cheapsslsecurity.com/blog/what-is-ssl-tls-handshake-understand-the-process-in-just-
3-minutes/

https://cheapsslsecurity.com/blog/what-is-ssl-tls-handshake-understand-the-process-in-just-3-minutes/
https://cheapsslsecurity.com/blog/what-is-ssl-tls-handshake-understand-the-process-in-just-3-minutes/
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Command: [root@iwsva ~]# openssl s_client -connect <hostname>:<port>

e.g.   [root@iwsva ~]# openssl s_client -connect google.com

Resource: https://support.pingidentity.com/s/article/OpenSSL-s-client-Commands

https://support.pingidentity.com/s/article/OpenSSL-s-client-Commands
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Checking IWSVA File Ownership and Permission

Make sure that the IWSVA file are own by IWSVA (screenshot below for reference)

[root@iwsva ~]# ls -ll /etc/iscan/*.pni 

[root@iwsva ~]# ls -ll /etc/iscan/*.dsc 

[root@iwsva ~]# ls -ll /etc/iscan/*.ini 
note:  all INI files under /etc/iscan

If any file ownership/permission is incorrect , make changes to correct. Changing File Ownership and
Permission (Linux)
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Checking Database Connection

o Login to the IWSVA shell as root. 
o Find out the host address of the database server using the command in the following example: 

[root@iwsva ~]# grep Servername /etc/iscan/odbc.ini Servername = localhost Servername =
localhost 

o After determining the host address, connect to the database using the command in the
following example.

 [root@iwsva51 ~]# /etc/iscan/PostgreSQL/bin/psql –h localhost -U sa -d iwss 

Welcome to psql 7.4.16, the PostgreSQL interactive terminal. 
Type: \copyright for distribution terms \h for help with SQL commands \? for help on internal slash
commands \g or terminate with semicolon to execute query 

\q to quit iwss=# 

Checking Disk Space Information

o Login to the IWSVA shell as root. 
o Type the command "df -h"

[root@iwsva ~]df -h
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Changing File Ownership and Permission (Linux)

Note: IWSVA files should be own by iscan:iscan

o File ownership

[root@iwsva ~]# chown iscan:iscan <file name>

o File permission

[root@iwsva ~]# chmod <permission> <file name>

chmod preference: https://www.linode.com/docs/tools-reference/tools/modify-file-permissions-with-
chmod/

Note: If unsure with the changes, check with support.

IWSVA Sizing Guide

http://files.trendmicro.com/documentation/guides/iwsva/IWSVA_65_External_Sizing_20Guide_v3.pdf

Sample Computation For Log Retention

https://www.linode.com/docs/tools-reference/tools/modify-file-permissions-with-chmod/
https://www.linode.com/docs/tools-reference/tools/modify-file-permissions-with-chmod/
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Using Top Command

Top command which is one of the most frequently used commands in our daily system administrative
jobs. top command displays processor activity of your Linux box and also displays tasks managed by
kernel in real-time. 

https://www.tecmint.com/12-top-command-examples-in-linux/

Checking IWSVA Performance History

On the Summary then scroll donw to CPU and Memory Usage, there are small icons with numbers 1 and 30 which
represents one day as well as 30 days performance history. 

https://www.tecmint.com/12-top-command-examples-in-linux/
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Installing Patch/Hotfix

Note: For latest IWSVA Patch you can check with Trend Micro Download Center.

1. Create a backup file. (For Best Practice)
 

o Access the IWSVA web console.
o Select Administration > Configuration Backup/Restore.
o Click Export.

 
2. Installing the patch
 

o Log on to the IWSVA admin console GUI.
o Go to the "Administration > System Updates" page.
o Click "Browse".
o Browse your local hard disk for the patch file and click "Open".
o Click "Upload". Your browser uploads the patch file to IWSVA and IWSVA validates if the file is a

legitimate patch.
o Click "Install".

Updating/Rollback Pattern

1. Go to Updates > Manual
2. Click Update or Rollback

https://downloadcenter.trendmicro.com/
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IWSVA System Information Files

o On the IWSVA console, go to Administration > Support > System Information Files tab.
o Click Generate System Information File and Download when finished.

IWSVA Official Documents

Administration Guide:
https://docs.trendmicro.com/all/ent/iwsva/v6.5_sp2/en-us/iwsva_6.5_sp2_ag.pdf

Installation Guide:
https://docs.trendmicro.com/all/ent/iwsva/v6.5_sp2/en-us/iwsva_6.5_sp2_ig.pdf

Online Help:
https://docs.trendmicro.com/all/ent/iwsva/v6.5_sp2/en-
us/iwsva_6.5_sp2_online_help/iwsva_help.htm

Feedback

For comments and suggestions you can answer a quick survey below.

· Comments and Suggestions

https://www.surveymonkey.com/r/L3MT8GF
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